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Abstract

Docker is the most diffused containerization technology adopted in the DevOps
workflow. Specifically, Docker allows shipping applications in Docker images,
along with their dependencies and execution environment. Dockerfile is the core
component of Docker, which defines how a Docker image should be composed.
The literature shows that quality issues, such as violations of writing best prac-
tices (i.e., Dockerfile smells), are diffused among Dockerfiles. Smells can neg-
atively impact the reliability of the resulting images, causing building failures,
poor performance, and security issues. At the same time, there are no clear
directions on how to measure and improve the quality of Docker images. The
literature shows that composing high-quality Dockerfiles and Docker images is
not a trivial task: There is a lack of knowledge and tools to assess and improve
their quality. This thesis aims to advance the state-of-the-art in the assessment
of the quality of Docker artifacts (i.e., Dockerfiles and Docker images). The first
aim is to understand how developers perceive and address Dockerfile smells, al-
lowing to provide a better support in terms of tools and guidelines. The second,
is to investigate how developers improve the quality of Docker images (.e., build
and size), and also find out what quality aspects are relevant for their adoption,
over alternates. Finally, this thesis aims at support developers in the automated
definition of Dockerfiles, via deep learning, thereby reducing the effort and the
introduced quality issues related to their manual composition. The contributions
of this thesis lead to several lessons learned: First, not all the existing Dockerfile
smells are considered a problem, and their severity depends on the context in
which they appear. Second, developers prioritize performance over code quality
(i.e., build time, image size, and security issues). Third, selecting the right base
image is a crucial aspect to consider when defining a Dockerfile since it has a
significant impact on the quality of the resulting Docker image. The achieved re-
sults revealed some new research directions regarding the definition of new tools
to improve the quality of Dockerfiles and Docker images, along with ways to im-

prove the current catalogs of Dockerfile smells.
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CHAPTER 1

Introduction

1.1 Application Context

The DevOps culture is widespread in modern companies: Development and
operation teams work together to provide a quick and automated release cycle
of software systems [71]. DevOps strongly relies on technologies for automating
the build and the deployment of the systems, including practices of Continuous
Integration and Deployment (CI/CD) proven to bring shorter release cycles [50].
A famous case is represented by the company Flickr: In 2009, they reported that
the collaboration between the development (Dev) and operations (Ops) teams
allowed them to make more than 10 releases per day, improving also the overall
development process and quality.! While Flickr was an early adopter at the time,
more and more companies adopted those practices during the years. We report
five notable cases in Table 1.1. Nevertheless, in 2020, GitLab conducted a survey
composed of more than 3k developers for DevOps practices and trends. They

reported that 59% of the companies deploy multiple times a day, once a day, or

Lhttps://www.youtube.com/watch?v=Ld0e18KhtT4
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Table 1.1: Notable cases of past adoptions of DevOps practices and related tech-
nologies.

Company Description

Adobe In 2015, the company was adopting an Agile and DevOps business culture to speed up the software
delivery of their applications. Migrating to a cloud-based platform, their teams were able to easily
push frequent updates of their products [53].

Walmart In 2011, the company founded the WalmartLabs division for technology innovation and devel-
opment. The mission of the tech team was to bring DevOps to automate and accelerate the
application deployment. They also created several open-source tools for that scope [115].

Target The company have been promoting DevOps for years. In 2014 they arrived to make 80 deployments
each week thanks to the adopted DevOps practices for infrastructure automation and release
engineering [117].

PayPal In 2017 the company started to adopt container-based tools in their development cycle. By the
end of that year, their first production application was released via containers, gaining a drop in
terms of processing unit usage by 50% for QA and 25% for production environment [116].

Primerica  In 2019, Primerica announced the migration of their monolithic architecture to an IBM hybrid
cloud-based service using containers and microservices. That combination allowed, among the
other benefits, an easy monitoring and recovery of their applications [12, 10].

once every few days, making a 45% increase from the previous year.? Also, thanks
to DevOps improvements in automation, such as CI and containerization, devel-
opers no longer have to deal with manual processes for testing and deployment.
The 82% of them reported that they are releasing code more quickly.

One of the main challenges faced during the adoption of those new practices
is operating software in a production environment. Among the others, it is very
important to make sure that the software system behaves exactly as in a develop-
ment environment. Virtualization and, above all, containerization technologies,
are increasingly being used to ensure that such a requirement is met.? It is
worth saying that containers should not be confused with microservices: While
microservices are an aspect regarding the design of software, containers are a way
to package software for deployment. The best combination is to use containers to
embed microservices. Thus, containerization technologies are a fundamental part
of the release automation of DevOps, allowing developers to take control over the
execution environment of their products. In fact, containers allow developers to
reduce the risks of issues arising from possible differences between the develop-
ment/testing environment and the production environment. A recent report on

cloud workload platforms states that 85% of the organizations will adopt con-

2https ://about.gitlab.com/developer-survey/previous/2020
3https://portworx.com/blog/2017-container-adoption-survey/
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tainerization in production environments by 2025, starting from less than 30%
observed in 2020 [32].

Docker? is the most popular containerization platform used in the DevOps
workflow, being widely used by professional developers according to the recent
StackOverflow survey.® More in detail, the survey reports that Docker has be-
come the most talked-about containerization technology, becoming the #1 most-
desired and most-used developer tool platform in 2023. Docker allows releasing
applications together with their dependencies through containers (i.e., virtual
environments) sharing the host operating system kernel. When using Docker for
a specific software product, developers are required to write a Dockerfile, com-
posed of a sequence of instructions. When executed, these instructions allow to
build a Docker image which can be run in one or more lightweight virtual ma-
chines (Docker containers). Docker allows to share the Docker images with other
developers and to download images from a public repository, called DockerHub.5
They are also used as a base image in Dockerfiles, i.e., a starting point for newly
defined Dockerfiles. Since its introduction in 2013 until 2021, Docker counts 4.7M
of Desktop installations and 396B image pulls from DockerHub.” Since Dock-
erfiles have a direct impact on the composition of the final Docker image, they
impact the overall quality and performance of the resulting application. Also,
Docker images are the mold used to create containers. Thus, due to their strict

relation, we can refer to all of them as Docker artifacts.

1.2 Research Probelm

Defining Dockerfiles is far from trivial: Each application has its own depen-
dencies and requires specific configurations for the execution environment, along
with a lack of expert developers in this domain [41]. Specifically, they are written

in a Domain Specific Language (DSL), having a specific set of rules and keywords.

4https://www.docker.com/

5https ://survey.stackoverflow.co/2023/#section-most-popular-technologies-other-tools

Shttps://hub.docker.com/

"https:/ /www.docker.com/blog/docker-index-shows-surging-momentum-in-developer-
community-activity-again/
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We can see that DSL of Dockerfiles as a “vacation language™;® That is, when peo-
ple go on vacation in a foreign country, they often learn a few words and phrases
to get by. For example, they might learn how to buy an ice cream or ask for di-
rections. Similarly, when developers have to deal with projects involving Docker
and other technologies, they might learn just the basics to get their application
running, preferring to spend their effort on the main programming language used
for the functional logic of the application.

A common quality issues occurring in source code is represented by code
smells [6]. Code smells are poor implementation choices, that do not follow de-
sign and coding best practices, such as design patterns [31]. Usually, they are
a symptom of technical debts, impacting negatively on the quality of a software
system in terms of maintainability [16, 57, 119]. Previous works in the litera-
ture [13, 129] introduced the concept of Dockerfile smells, which are violations
of best practices, similarly to code smells [6, 30]. The occurrence of smells in
Dockerfiles might increase the risk of build failures, generate oversized images,
and security issues [13, 140, 44, 137].

Despite there are static analysis tools that help to verify the adherence to
writing best practices in Dockerfiles [1, 44], they may not be sufficient to assess the
absence of code smells [70], widely diffused in open-source Dockerfiles [13, 66, 27].
It is still not clear how they are perceived by developers and if they consider
them as issues to address. Also, there is still a lack of advanced tools to support
developers in improving the quality and reliability of containerized applications,
such as tools for automatic refactoring of Dockerfile smells [58, 13, 44, 5], and,
in general, approaches to measure the quality of functional and non-functional
aspects of a Docker image. Those tools not only would help developers to improve
the quality of their Dockerfiles, but also help developers to choose and obtain
better Docker images, overall. On the other hand, DockerHub offers several sets
of functionally equivalent environments (i.e., which provide the same software
packages). For example, if developers need an environment based on Apache

Tomcat, they can choose as a base image either tomcat or bitnami/tomcat. Those

8The analogy of Dockerfiles as a wvacation language was created during the “Gregorio’s
Dagstuhl”, a little scientific retirement organized during my visit to the University King Juan
Carlos, in Madrid. Prof. Gregorio Robles hosted the meeting in El Escorial on November 25,
2022.
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alternatives can be affected by several quality problems, which smells alone might
not be sufficient to capture. For example, previous studies reported the diffusion
of security vulnerabilities in Docker images [109, 137, 67]. This is an aspect
currently not captured by smells. Even if developers can rely on official Docker
images, i.e., maintained by Docker, they might not be the best choice for their

application. In fact, they are not always free from quality issues [44, 137].

Therefore, the goal of this thesis is to advance the state-of-the-art of develop-
ment and maintenance of quality-aware Docker artifacts by providing developers
and researchers with tools and insights related to what quality features and issues

characterize them.

1.3 Research Contribution

The research goal of this thesis is decomposed in three more-detailed research
objectives, reported in this section, guiding at an high-level the research con-
tribuitions provided with this thesis. The first contribution aims to advance the
current state-of-the-art knowledge of Dockerfile smells. While the side effects on
the quality of Docker images is known, it is still not clear how developers per-
ceive smells and, more importantly, if they are willing to address them. This

constitutes the first research objective of this thesis:

Research Objective 1 (RO1). How do developers perceive Dockerfile

smells?

We aim to put the first stone in that direction by asking expert developers
about their perception of Dockerfile smells, in terms of the relevance and impact
on the quality of the final Docker images. Specifically, we (i) conducted a survey
to measure the relevance of the common smells, and (ii) we proposed a prioritized
catalog of 36 Dockerfile smells. We go more in-depth by conducting a second em-
pirical study, in the large, to understand (i) how developers fix Dockerfile smells,
and (ii) if they are willing to fix 12 of those smells following the recommendations

of an automated refactoring tool. Our work is the first contribution in this direc-
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tion by providing a first step towards the development of automatic refactoring
tools in the domain of Dockerfile smells.

The takeaway from the first research objective is that only a portion of the
smells is considered relevant by developers, and thus requiring effort to be fixed.
Mostly, developers prioritize aspects that are more related to the performance
and security of Docker images, such as improvements aimed at decrease the size,
improve build speed, and avoid security misconfigurations. Those aspects are
strictly related with the quality of the final Docker image. Thus, understanding
the improvements performed on these that are also strongly related with smells,
i.e., image size and build, help to understand how they impact the quality of the

final Docker image. This leads to the second research objective of this thesis:

Research Objective 2 (RO2). What quality aspects developers priori-

tize in Docker images?

We explore this new path by conducting two different studies. The first is
mainly focused on the source Dockerfiles, where we extracted and analyzed which
changes developers perform on them with the aim of improving the quality of
the resulting Docker images. The changes mainly result in the reduction of build
time and storage size, tha are aspects characterizing the performance. This study
proposes the first detailed taxonomy of 54 performance-related changes in Dock-
erfiles. We also conducted a preliminary analysis quantifying the concrete impact
on the image size and build time, to measure the magnitude of improvement.

At this point, we confirmed that smells are not the only factor in defining a
good-quality Docker image. This led us to search for a better measure to assess
the quality of Docker artifacts, that is the focus of the second study providing the
missing piece to fully address the second reseach objective. In the second study,
we reviewed the scientific literature to extract the features and metrics, used
to measure different aspects related to the quality of Docker images, to define
a taxonomy of configuration and external aspects measuring quality. Then, we
evaluated the relation between those aspects and the adoption and prominence
of a Docker image over the similar alternatives available. The results provide (i)

a taxonomy of 17 quality aspects and 28 metrics for Docker images, and (ii) a
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measure of their impact on the adoption of ~300 Docker images (i.e., to indicate

those that are relevant).

The common factor regarding the quality issues in the studies conducted so far
is that developers have minimal support in defining Dockerfiles, and they have to
rely on their experience and knowledge to choose the best Dockerfile meeting their
requirements. However, the lack of support along with the limited knowledge
of developers in this domain might lead unintentionally to the introduction of
smells, along with other secondary issues negatively affecting the quality of the
final Docker images. This constitutes the gap that the third research objective
aims to fill:

Research Objective 3 (RO3). How can we support developers to define
better Dockerfiles in terms of quality?

We want to evaluate the effectiveness of deep learning techniques for the au-
tomated generation of Dockerfiles. The T5 model has been proven to be effective
in several code-related tasks [79], but it has never been applied to different cod-
ing paradigms and, specifically, DSL such as the language behind Dockerfiles.
Thus, we empirically evaluated the effectiveness of the state-of-the-art 75 model
in the generation of entire Dockerfiles, given a set of input requirements. We also
compared the results with two simpler baseline approaches based on information
retrieval and semantic similarity. We observed that there is still room for im-
provement in that direction since some of the resulting Dockerfiles still require
manual fixes to be executable. Nevertheless, the results are promising, opening

new research directions in the field of automated generation of Dockerfiles.

1.4 Thesis Outline

This section summarizes the structure of the thesis to provide the reader
with a quick overview of the content of each chapter. Chapter 2 provides some
background and an overview of the literature by (i) describing more in detail

how Docker works, (i) the concept of Dockerfile smells, and (iii) the related
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work in the literature. Then, following the chapters providing the contributions

previously defined.

e Chapter 3 - “Not all Dockerfile Smells are the Same: An Empirical Evalu-
ation of Writing Practices by Fxperts’ reports the perception of Dockerfile
smells by developers, along with a prioritized catalog of smells. This chapter
contributes to RO1, and it has been accepted at MSR 2024;

e Chapter 4 - “An Empirical Study on Fizing Dockerfile Smells” presents an
empirical study to understand how developers fix smells and an approach
able to fix the most common Dockerfile smells (empirically evaluated via
pull requests). This chapter contributes to RO1. It has been accepted as a
Registered Report paper at ICSME 2022 [101]. The final study has been

submitted in EMSE and it is currently under review (Minor Revision).

e Chapter 5 - “Improving the Build Time and Size of Docker Images: Strate-
gies from Developers” reports an empirical study aimed at understanding
how developers improve the performance of Docker images, and presents
a taxonomy of performance-related changes. This chapter contributes to

RO2, and we plan to submit it as a journal paper soon;

e Chapter 6 - “ Understanding What Quality Aspects Characterize the Adop-
tion of Docker Images” investigates how the quality features impact the
choice of a Docker image over another by developers. This chapter con-
tributes to RO2, and it has been published in TOSEM [100];

e Chapter 7 - “Towards the Automated Generation of Dockerfiles” applies
state-of-the-art deep learning techniques and information retrieval to au-
tomatically generate Dockerfiles from a set of input requirements. This
chapter contributes to RO3, and it has been accepted at ICSSP 2023 [97].

Finally, Chapter 8 provides the conclusions of the thesis by summarizing the

contributions, the lessons learned, and future research directions.



CHAPTER 2

Background and Related Work

This chapter presents basic concepts about the Docker platform and its fea-
tures. Then follows an introduction to Dockerfile smells, a set of writing rule
violations that can negatively impact the quality of Dockerfiles. Finally, we re-
port the most relevant studies investigating the diffusion of Dockerfile smells.
Additionally, we discuss the existing studies investigating the quality of Docker
artifacts, and the supporting tools for Dockerfile developers that have been pro-

posed in the literature along with the most commonly used by practitioners.

2.1 Docker Basics

Docker is one of the most popular containerization technologies. Its main
purpose is to easily ship an application along with its dependencies and execu-
tion environment. The key component of Docker is the Dockerfile: A blueprint
describing the requirements needed for an application. In fact, it is composed
of a set of commands defining the packages and dependencies needed by the

application, in addition to the configuration of the execution environment.

9
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FROM node:17.0.1-alpine

WORKDIR /app

COPY package.json package-lock.json .
RUN npm install ——production

COPY myapp/ app

CMD ["node", "src/index.js"]

Cache
Invalidated

— D

— D

— G

— D

(a)
¢ copy project files ¢ copy project files
¢ install dependencies ¢ install dependencies
copy package.json — Castie co| ackage.json
Py package.f Invalidated Py package.}
¢ set working directory H ¢ set working directory
¢ pull node:alpine image H ¢ pull node:alpine image
(b)

Figure 2.1: Example of a Dockerfile using NodeJS (top), and a representation of

how the layer caching works (bottom).
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Table 2.1: The Docker instructions that can compose a Dockerfile along with
their description.

Command  Description

ADD Copies files, directories or remote file to the image. Archives are automatically unpacked
ARG Defines a build-time variable

COPY Copies files or directories to the image

CMD Defines the default command and arguments executed when the container starts
ENTRYPOINT  Defines an executable that the container will run with the user provided arguments
ENV Sets an environment variable <key> to the value <value>

EXPOSE Acts as a documentation of the network ports on which the container will listen
FROM Defines the Dockerfile base image

HEALTHCHECK  Tells Docker how to test a container to check that it is still working

LABEL Adds metadata to an image, such as maintainer and release versions

ONBUILD Adds a trigger instruction when the image is used as the base for another build
RUN Executes a command in a new layer on top of the current

SHELL Overrides the default shell used by the instructions

STOPSIGNAL Sets the system call signal that will be sent to the container to exit

USER Sets the system user as which the next commands are executed

VOLUME Creates a mount point for externally mounted volumes

WORKDIR Sets the working directory for the successive instructions

The commands are defined using a Domain Specific Language (DSL) com-
posed of a set of Docker-specific instructions [20] and shell script code. Each
Docker instruction can perform one or more actions, depending on the command

used and the shell code. Fig. 2.1 reports an example of Dockerfile.

The first instruction reported in the example is the FROM commands, i.e., the
main Docker instruction with which each Dockerfile begins. It indicated a so-
called base image, the starting point from which the environment defined in the
Dockerfile can inherit dependencies and configurations. The scratch image! is
a super minimal base image, which is the base element of all Docker images.
Basically, it is empty: It contains a binary to create a minimal container, and
serves as a starting point for building containers. Every Docker image can be used
as base image and, therefore, extended. The RUN instruction contains one or more
commands that will be executed in a shell environment (i.e., RUN <command>), that
is by default /bin/sh -c. The complete list of the Docker instructions is reported
in Fig. 2.1. Note that the MAINTAINER instruction, which was used to define the
Dockerfile author, has been deprecated [21], and thus should be avoided.

Thttps://hub.docker.com/_/scratch/
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The step after the definition of a Dockerfile, follows the creation of the Docker
image, containing the software application, via the build operation. The build
process executes all the instructions in the Dockerfile (e.g., to download depen-
dencies and resources or to build the software product). Each instruction pro-
duces a layer, so a Docker image is composed of stacked layers. Each of them
is a partial snapshot of the image during the build process. The main purpose
of layers is to make the build process modular, allowing to speed up it using
caching: Instead of running all the instructions of a Dockerfile, it is possible to
save time and resources by re-using pre-built layers, when possible (e.g., avoid
re-installing of software packages). Fig. 2.1 reports a detail of the layer caching
system. The example reports a Dockerfile using NodeJS. Thus, when the depen-
dencies of package. json file are changed, the image will be rebuilt from that
point. Instead, if only the source of the application is changed, only the cache
of the final layer is invalidated and then rebuilt. Docker images are executed as
containers, i.e., a lightweight virtual machine that has its own resources, such as
networks and storage volumes.

Each Docker image is uniquely identified by the digest, a hash value computed
at build time based on the composition of the image. However, it is common
practice to assign a meaningful name (i.e., a tag) to the images, so that it is
possible to refer to them more easily. The image tag is usually composed of
the name of the software installed in it (e.g., php), its version (e.g., 7.0), and its
flavor (e.g., slim).2 The latter might denote differences in terms of non-functional
requirements (e.g., the reduced size). An example of a tagis "python:3.11-slim",
where python is the name of the image, while 3.11-slim is the tag. It is worth
specifying that the same Docker image can have multiple tags, thus the only
way to identify unique images is using the digest. When a tag is not provided,
Docker sets by default latest. Also, this means that the same image can be built
multiple times, each one with a different digest.

Similarly to software dependency management systems (such as Maven), all
the Docker images are distributed through registries, from which developers can
retrieve and use them. There are two kinds of registries: private and public.

Private registries are usually restricted to specific companies or usages (e.g., an

2https://docs.docker.com/engine/reference/commandline/tag/
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internal registry of a large software system to host and deploy images on Kuber-
netes), while the main public registry is DockerHub.? There are four types of
images hosted on DockerHub. First, we have official images,* maintained follow-
ing the official images review guidelines [19]. The aim is to ensure a good quality
level of such images, in terms of composition and best practices. Second, there
are images from verified publishers, 7.e., publishers that can be trusted, but that
do not necessarily produce official images that follow the previously mentioned
guidelines. Third, we have images that are part of the Docker Open Source pro-
gram,” maintained by organizations that are members of that program. Last,
we have the non-official images, which are provided by the users of the Docker

community.

The operation of uploading an image on DockerHub is called push. It can be
performed using the command docker push, where usually the developers build
the Dockerfile, assign a tag to the resulting image, and upload it to the registry.
This means that the Dockerfile is not uploaded to the registry but only to the
resulting image blob. In some cases, the developers that maintain the DockerHub
repositories add the link to the source Dockerfiles for the image or else the git
repository where the Dockerfile is maintained. For each hosted image, DockerHub
provides a series of information such as tags, last update, digest, description, and
some metadata such as stargazers count (set by users) and the number of pulls

(i.e., how many times the image has been downloaded).

To easily manage multi-container applications, the Docker platform includes
the Docker Compose tool.® In detail, by defining the container configuration
using a docker-compose.yml file, it allows to easily orchestrate the lifecycle of the
containers by starting, stopping, and restarting them. It is very helpful when the
software application is composed of multiple services, such as a web application
and a database. Moreover, for the orchestration of more complex applications,

7

Docker provides Docker Swarm,” a container orchestration tool that allows to

3https://hub.docker.com/
4https://docs.docker.com/docker-hub/official_images/
Shttps://www.docker.com/community/open-source/application/
6ht'cps ://docs.docker.com/compose/features-uses/
"https://docs.docker.com/engine/swarm/
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manage a cluster of Docker engines. It is a lightweight and simpler alternative

to other container orchestration tools, such as Kubernetes.®

2.2 Dockerfile Smells

A common practice in software engineering is to follow best coding practices
aiming at provide the best quality for a software product [74]. This is also true for
Dockerfiles, where the Docker community provided a set of writing best practices
to follow.

Docker reports an official list of best practices for writing Dockerfiles [18].
Such best practices contain also indications for writing the shell script code in-
cluded in Dockerfile instructions. For example, they suggest the usage of the
dedicated instruction WORKDIR instead of the bash command cd to change direc-
tories. The violation of such practices led to the introduction of the so-called
Dockerfile smells, inspired by the concept of code smells occurring in common
source code [30]. Specifically, a Dockerfile smell indicates those instructions of a
Dockerfile that violate the writing best practices. Most important, the presence
of Dockerfile smells can negatively affect the quality of them [13, 129], since they
have a direct impact on the behavior of the deployed software. For example, pre-
vious work showed that missing adherence to best practices can lead to security
issues [137], negatively impact the image size [44], increase build time and affect
the reproducibility of the final image (i.e., build failures) [13, 140, 44].

Hadolint is the most popular tool for detecting Dockerfile smells, used by both
developers and several studies in the literature [13, 66, 27]. In fact, the occur-
rence of Dockerfile smells is the main metric to assess the quality of a Dockerfile.
The rules enforced by the tool have been defined by the hadolint community,
extending those reported in the official writing guidelines provided by Docker,
with a set of writing rules directly suggested by developers (e.g., by submitting
a pull request?).

More in detail, the tool detects two kinds of writing violations: (i) errors in

Dockerfile instructions, and (ii) shell script code-related errors. All the hadolint

8https ://kubernetes.io/docs/home/
9https://github.com/hadolint/hadolint/pull/114
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DL3006: Missing version pinning
- FROM ubuntu

+

FROM ubuntu:20.04

DL4006: Deprecated maintainer
— MAINTAINER John Doe

+

LABEL maintainer = "John Doe"

DL3059: Consecutive RUN instruction
- RUN apt-get update + RUN apt-get update \
- RUN apt-get install -y python3 && apt-get install -y python3

+

DL3020: Use COPY instead of ADD
— ADD hello.py /home/hello.py + COPY hello.py /home/hello.py

— ADD foo.py /home/foo.py COPY foo.py /home/foo.py

+

CMD [ "/home/hello.py" 1 CMD [ "/home/hello.py" 1
ENTRYPOINT ["python3"] ENTRYPOINT ["python3"]

Figure 2.2: Some common Dockerfile smells (left), and their resolution (right).

rules are identified by a prefix followed by a number (i.e., DLXXXX or SCXXXX for
the two previously mentioned categories). There are a total of 66 rules reported
in the official documentation [18]. One of the most known rule violations is
the missing version tag for the base image,'® which could lead to unpredictable
behavior since it impacts the build reliability. Simply, when a new version of the
base image is released, the Dockerfile will use the latest version, which might not
be compatible with the installed dependencies. The most simple example is a
Dockerfile using a nodejs base image. Newer versions of the base image might
not be compatible with the node packages defined in the package.json, and it
could lead to build failures. This kind of violation is known as version pinning
smell, which consists of the missing version number of dependencies, such as
packages and the base image. For example, when using an ubuntu-based image,
the version number should be specified to pick the specific version wanted by the
operating system. This means that the instruction FROM ubuntu:20.04 should be
preferred to FROM ubuntu. The same is true when installing dependencies using
apt-get, where the version number should be specified to ensure the installation
of the version of the package. This is because the latest version might not be
compatible with the execution environment or the other dependencies, leading to
future build reliability issues. Other violations are related to the instruction used
for documentation. Examples are the usage of MAINTAINER instead of LABEL to
define the author of the Dockerfile, that has been deprecated. Another group of

O0https://github.com/hadolint/hadolint/wiki/DL3006
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writing best practices are those related to image optimization, such as merging
consecutive RUN instructions into a single one to reduce the number of layers.
Other rules are aimed at avoiding space wastage, such as removing apt package
cache when installing dependencies. Other examples are violations related to the
improper usage of instructions. An example is using COPY instead of ADD to copy
files and folders, as the latter is more powerful and can also download remote
files and automatically extract archives. However, these implicit actions can lead
to unexpected behaviors. Fig. 2.2 reports an example of a Dockerfile affected by

smells and its fixed version.

2.2.1 Diffusion of Dockerfile smells

Several studies in the literature investigated the diffusion of Dockerfile smells.
A general overview on occurrence of Dockerfile smells was proposed by Cito et al. [13]
performed an empirical study to characterize the Docker ecosystem in terms of
quality issues and the evolution of Dockerfiles. In particular, they analyzed a
dataset of 70,000 Dockerfiles extracted from GitHub to characterize the Docker
ecosystem in terms of quality issues (smell), extracted using hadolint. They
found that the most frequent smell regards the lack of version pinning for depen-
dencies (28.6%), which can lead to build failures in the future. In fact, from a
sample of 560 projects, they were not able to build 34% of the related Dockerfiles.
In the same direction, Wu et al. [129]. They performed an empirical study on a
large dataset of 6,334 projects to evaluate which Dockerfile smells occurred more
frequently, along with coverage, distribution, and a particular focus on the rela-
tion with the characteristics of the project repository. They found that nearly
84% of GitHub projects containing Dockerfiles are affected by Dockerfile smells,
where the Docker-related smells are more frequent than the shell-script smells.

Lin et al. [66] conducted an empirical analysis of Docker images from Dock-
erHub and the git repositories containing their source code. They investigated
different characteristics such as base images, popular languages, image tagging
practices, and evolutionary trends. The most interesting results are those related
to Dockerfile smell prevalence over time, where the version pinning smell is still
the most frequent. On the other hand, smells identified as DL3020 (4.e., COPY/ADD
usage), DL3009 (i.e., clean apt cache), and DL3006 (i.e., image version pinning)
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are no longer as prevalent as before. Furthermore, violations DL4006 (i.e., us-
age of RUN pipefail) and DL3003 (i.e., usage of WORKDIR) became more prevalent.
Therefore, there is a decreasing trend over time, suggesting that developers are
more and more aware of the presence of writing rule violations. Eng et al. [27]
conducted a revisited analysis on the largest dataset of Dockerfiles, spanning
from 2013 to 2020, having over 9.4 million unique Dockerfiles. They performed a
historical analysis of the evolution of those Dockerfiles, reproducing the results of
the previous studies on a larger dataset. Also in this case, the authors found that
smells related to version pinning (i.e., DL3006, DL3008, DL3013, and DL3016)
are the most prevalent. In terms of Dockerfile smell evolution, they show that the
count of code smells is slightly decreasing over time, thus hinting that developers
are becoming more aware of them. Still, it is unclear the reason behind their

disappearance, e.g., if developers fix them or if they get removed incidentally.

On the other hand, other studies in the literature proposed different Dock-
erfile smells catalogs from hadolint, and also new approaches for detection and
fixing. Henkel et al. [44] proposed Binnacle, a tool that enforces a set of writing
rules extracted from the official Dockerfiles written and maintained by devel-
opers from Docker. In detail, the approach applies rule-mining to capture the
writing patterns found in the processed Dockerfiles, defining in this way a set
of gold writing rules to which Docker developers adhere in their code. A small
part of them is common with the hadolint rules. For example, the aptGetinstal-
lUseNoRec rule checks for the presence of the flag --no-install-recommends to
avoid installing additional unwanted packages when using apt install. The same
check is performed by hadolint with rule DL3015. A different example is the
wgetUseHttpsUrl rule, not supported by hadolint, which checks for the usage
of an HTTPS URL with wget to download external sources. The issue is that
using a plain HTTP URL could lead to security issues. An extended set of these
rules is proposed by Zhou et al. [146]. They introduced DRIVE, an approach for
rule mining and smell detection in Dockerfiles, supporting a total of 34 semantic
and 19 syntactic rule violations. Also, 9 of the proposed semantic rules are not

supported by any of the existing approaches.

A different contribution is provided by Lu et al. [70], which conducted a case

study on a new type of smell, called temporary file smell occurring in Dockerfiles.
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The smell occurs when temporary files, created during the build process, are
added and removed in different layers. This leads to redundancy because files
created in one layer are also retained in successive layers until they are deleted.
This smell can lead to larger images, negatively impacting the overall efficiency
of Docker images. In addition, the authors reported four distinct patterns in
which the smell occurs and proposed a state-dependent detection approach to
detect the smell, along with three different methods to fix it. A successive work
conducted by Xu et al. [132] performed an empirical study on the same smell
by proposing two approaches to detect temporary file smells using dynamic and

static analysis, respectively.

The first study aimed at fixing issues in Dockerfile code was proposed by
Henkel et al. [45]. In particular, they presented Shipwright, a human-in-the-loop
system allowing to fix bugs and issues in Dockerfiles. However, the approach
mainly focuses on fixing build failures and is not specifically aimed at fixing Dock-
erfile smells. Chapter 4 reports the first contribution in the scientific literature
investigating how developers fix Dockerfile smells. Specifically, the research de-
sign has been presented as a registered report paper [101]. Several works followed
the same direction, adopting the same validation procedure (i.e., via submitting
pull requests), which was in turn inspired by a previous work conducted on a
different context, i.e., CI/CD smells [125]. An example is Parfum, an approach
proposed by Durieux et al. [23], which is able to detect and fix Dockerfile smells
based on a novel Dockerfile AST parser. Parfum in mainly based on the writing
rules defined by Henkel et al. [44], but also includes some of hadolint. Thus, the
tool is able to detect and fix a total of 32 Dockerfile smells. In the same direction,
Bui et al. [9] proposed DockerCleaner, an approach to detect and fix 11 security-
related bad practices, inspired by a set of known best practices guidelines from
the gray literature [84, 106]. Some of them are in overlap with those included in
hadolint, such as using COPY instead of ADD or avoiding keeping root as the last

image user in Dockerfiles.

Even if different approaches and catalogs are available in the context of Dock-
erfile smells, hadolint is currently the most popular and adopted tool in practice
by developers; it has 8.8k stars on GitHub at the time of writing. The rules cap-

tured by hadolint are more oriented towards the composition of the Dockerfile
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itself, which is what we are interested in. On the other side, the catalogs pro-
posed in Binnacle and DRIVE contain mostly semantic rules capturing scripting
practices and tool usage. For example, rules like DL3059 (multiple consecutive
RUN instructions) or DL3020 (prefer COPY over ADD for files and folders), included
in the hadolint catalog, are not present in Binnacle [43] or DRIVE [146]. It
is worth saying that DRIVE and Binnacle are not as well-known by the commu-
nity. In fact, when looking at the public repositories of those tools'!,!? they are
less popular (i.e., lower number of stars) compared to hadolint. Thus, even if
their source code is publicly available on GitHub, they are still far away from
being widely adopted by developers. Interestingly hadolint is also adopted by
the maintainer of the official Docker images hosted in DockerHub. If we consider
the Docker image of the kong API gateway, hosted in DockerHub,'® and we look
at the source Dockerfile hosted on GitHub '* we can found the comment line "#
hadolint ignore=DL3015": This is a special comment line that allows ignoring a
specific rule, in this case, DL3015 (i.e., Use --no-install-recommends to avoid
installing additional packages), which probably is not considered a best practice

by the maintainer of the image.

However, the missing point of the existing studies investigating Dockerfile
smells, is that no one evaluated them from the point of view of developers,
i.e., how they perceive the presence of smells and how and what of them they fix
them. The work presented in this thesis investigates this aspect. In particular,
in Chapter 3 we investigated the perception of expert developers on Dockerfile
smells, specifically by considering the writing pattern that they capture. Addi-
tionally, in Chapter 4, we empirically investigate the willingness of developers to

fix Dockerfile smells, and how they fix them.

Hhttps://github.com/zwlin98/DRIVE
2https://github.com/jjhenkel/binnacle-icse2020

13ht'cps ://hub.docker.com/_/kong
Mhttps://github.com/Kong/docker-kong/blob/e4ba2e3/ubuntu/Dockerfile
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2.3 Different Perspectives on the Quality of Docker
Artifacts

Even if the occurrence of Dockerfile smells is the most common metric used to
measure the quality of Dockerfiles, other aspects should be considered. In fact,
several studies in the literature investigated the quality of Docker artifacts from
different perspectives, such as the image size, build time and failures, security

vulnerabilities, along techniques aimed at their improvement.

2.3.1 Studies on the Performance of Docker images

Improving the quality of Docker artifacts means also improving their perfor-
mance. Several studies in the literature are focused on the performance of Docker
images. Specifically, they consider aspects such as the build time of the source
Dockerfile and the final image size (measured as both storage size and number of
layers).

In particular, the number of layers can directly impact the final size of the
Docker image and the overall build time. In some cases, a large image size could
be a symptom of a poorly optimized Docker image, thus revealing bad quality
(as we show in Chapter 6).

Previous studies reported that developers pay attention to this aspect: In
particular, they are led to change their CI/CD pipelines due to the slow build
speed of the embedded Docker images [140]. In this direction, Huang et al. [48]
proposed FastBuild, an approach to speed up the build time of Docker images
by maintaining a local file cache to reduce the resources spent in downloading.

As reported in Section 2.2.1, several studies investigated the occurrences over
time of smells [66, 27]. Even if smells are widely diffused, there is a declining
trend in their occurrence along with the storage size of the resulting images.
It has been proved that fixing smells can reduce the space wastage of contain-
ers [23]. This aspect is also reported by developers as technical debt in Dock-
erfiles (Azuma et al. [5]). Often, this space wastage includes unnecessary files
and dependencies that should be removed. We can conclude that developers pay

particular attention to the image size and wasteful resources in Dockerfiles.
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The practice of removing unnecessary resources is commonly applied to source
code, known as debloating [107]. Other approaches have been presented apply-
ing the concept of debloating to software containers. Examples are the works
of Skourtis et al. [111] and Jiang et al. [52]| that, by acting directly on the or-
ganization of the layers in containers, they aim to reduce layer redundancy and
space wastage. In addition, Rastogi et al. [92, 93] proposed techniques leveraging
dynamic analysis to identify only the necessary resources of a given container
in order to allow removing the unnecessary ones. We believe that working at
Dockerfile-level allows developers to have more control over the resulting Docker
images, making them reproducible and more efficient.

However, none ho these studies performed an extensive investigation on what
are the changes that can help developers improve the build time and reduce
the image size of Docker images. Specifically, improving those aspects by act-
ing on the source Dockerfile leads to a better quality of the resulting Docker
image, specifically for its efficiency. The existing catalogs of best practices are
focused on the quality of the code, more than the practical impact on the result-
ing Docker image. Chapter 5 aims to quantitatively measure the impact of the
changes applied to improve performance, and the results empirically provide a
set of recommendations of which changes developers should apply to make those

improvements and improve the resulting Docker images.

2.3.2 Quality Features and Metrics

Azuma et al. [5] conducted a study where they categorize self-admitted tech-
nical debts (SATDs) in Dockerfiles. They manually annotated more than 300
comments to identify possible technical debts. As a result, about the 3% of com-
ments in Dockerfile are SATDs. Additionally, they proposed a classification of
the identified SATDs identifying five classes and eleven subclasses. Code debt
and test debt are common SATDs in Dockerfiles, where 42% of them are Docker-
specific. Moreover, not all the SATDs are related to code quality, but also to
different non-functional aspects (e.g., design, testing, and maintainability). A
step towards is provided by the study of Ksontini et al. [58], which conducted
an empirical study on refactoring operations and solved technical debts applied

in open-source Docker projects. Among their findings, refactoring operations to
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reduce image size of Dockerfiles are mainly associated with the evolution of them.
Also, they defined 24 new Docker-specific refactorings and technical debts. The
identified refactoring operations are not strictly linked to Docker best practices
checked by the hadolint tool. Thus, a detailed analysis focused on how best
practices violations (i.e., smells) are fixed and what of them are relevant, is still
missing. On the other hand, their findings are useful as a reference to implement
refactoring strategies. An interesting research direction is to investigate in-depth
each category defined in their taxonomy, such as the refactoring operations to
reduce the image size and build time, to better understand how they are applied

in practice.

Zhang et al. [142] performed an empirical study on the impact of the evo-
lutionary trajectories of Dockerfiles. The evolutionary trajectories describe the
frequency and type of modifications performed by the Dockerfile project main-
tainers. Then, through a regression analysis, the authors evaluate their impact
on the quality and image build latency. The results show that different types of
evolutionary categories have a different impact on quality. They also show that
the evolutionary trajectories are correlated with the quantity of best practices

violations occurring in Dockerfiles.

Ibrahim et al. [51] conducted an empirical study to evaluate the differences
among Docker images hosted on DockerHub to support users to select the most
suitable image to be adopted. Their results show that official images are more
popular than community images. They show that community images are more
resource-efficient than the studied software systems. Also, there are fewer security
vulnerabilities than in their respective official images. They mainly based the
conducted analysis on the popularity of Docker images, showing that aspects
such officiality and presence of vulnerabilities have an impact on how popular a
Docker image is. The missing piece is to understand if developers consider those

aspects when choosing a Docker image over others, in terms of adoptions.

The presence of security vulnerabilities in Docker images is another important
aspect related to quality. Zerouali et al. [137] conducted an empirical study on the
relation between the outdatedness of Docker images and the presence of bugs and
security vulnerabilities. They analyzed more than 7,000 official and community

Docker images. The results show that more than half of the Docker images are
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outdated, and all of them are affected by security vulnerabilities related to the
base image operating system (e.g., debian). However, keeping up-to-date Docker
images is not enough to avoid security vulnerabilities, but it ensures avoiding
the most severe ones. A successive work conducted by Opdebeeck et al. [83]
investigated more in-depth the relation between child and parent images by con-
structing the inheritance network of Docker images in DockerHub. Since most of
the Docker images are based on other images, software vulnerabilities and bugs
can propagate from parent to child. On the same path, Shu et al. [109] measured
in detail the propagation of vulnerabilities. They analyzed the security vulner-
abilities of Docker images hosted on DockerHub, finding that, on average, both
official and community images contain more than 180 vulnerabilities, on average.

Other studies investigated the risk in terms of security attacks that vulnerable
Docker images can suffer. Haque et al. [40] investigated in-depth the exploitability
and impact of base-image vulnerabilities on 261 base images, providing sugges-
tions on how to deal with them. Another type of occurring vulnerabilities are
those related to design aspects of the Docker platform or ad-hoc usage cases [73].

We can conclude that the occurrence of smells is not the only metric to mea-
sure the quality level of a Docker image. Moreover, plenty of alternatives are
available in DockerHub providing the same requirements, however with different
quality levels. In Chapter 6 we analyze in depth the relationship between the
quality features that can describe a Docker image. In detail, we extracted the
quality metrics and features proposed in the literature, to understand which of
them are more relevant for developers when choosing a specific Docker image over
others, providing the same requirements. The study is complementary with the
results of Ibrahim et al. [51]. We propose a different perspective, more focused
on the quality aspects, considering in addition the real usages of the analyzed

Docker images.

2.4 Supporting Tools for Docker Development

Several tools are available to support developers during the development of
Docker images and Dockerfiles. One of the most used are those checking for writ-

ing best practices, already discussed in the previous sections. The most popular
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is hadolint [1], which checks for a set of rule violations based on the official Dock-
erfile writing guidelines [18]. Similar tools from the literature are Binnacle [44],
DRIVE [146], and Parfum [23], also checking for writing best practices. A similar
community-maintained alternative is dockerfilelint.!® Sonarqube,' the popu-
lar platform to assess code quality, integrates a specific scanner for Dockerfiles.'”
It is able to check various sets of rules regarding code smells, security issues, and
bugs.

Other tools, instead, assess the security of Docker images. The Docker plat-
form offers a built-in vulnerability scanner on Docker images, i.e., Docker Scout,'8
that checks for Common Vulnerabilities and Exposures’® (CVE). Unfortunately,
the tool requires a paid plan for an unlimited number of scans. Docker Scout has
been recently added to DockerHub, where it is possible to check for the presence
of CVEs on the hosted Docker images. An example is the report for the offi-
cial ubuntu.?® Tt is worth saying that the tool reports also the Software Billing
of Materials (SBOM) useful to understand the dependencies of the image and,
eventually, the presence of unnecessary packages. Several paid enterprise tools
are also available, such as snyk?! which is able to detect and fix security issues

directly on Docker images. Another famous platform is Anchore.??

On the other hand, there are a lot of popular and valid open-source alter-
natives. An example is clair-scanner tool,?® which also performs checks for the
presence of CVEs on Docker images. Also, Dockle?* is another well-known linter
for security issues specifically for Docker images. Another popular tool is docker-
bench-security [22] is a tool that checks for various security best practices for the

deployment of Docker applications in production environments.?®

Bhttps://github. com/replicatedhqg/dockerfilelint
16https://www.sonarsource.com/products/sonarqube/
17https://rules.sonarsource.com/docker/
18https://docs.docker.com/scout/
https://cve.mitre.org/
20https://hub.docker.com/layers/library/ubuntu/lunar/images/
sha256-ea1285dffce8a938ef356908d1be741da594310c8dced79b870d66808chb12bdf?context=explore
2lhttps://snyk.io/partners/docker/
22https://anchore.com/
23https://github.com/arminc/clair-scanner
24https://github.com/goodwithtech/dockle
25https://www.cisecurity.org/benchmark/docker
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Furthermore, some tools allow performing reverse engineering on Docker im-
ages to extract the source code that created each layer. An example is whaler [85]
which, besides the source code, extracts additional information such as the main
user account, environment variables, and exposed secrets inside the Docker image
(i.e., sensitive information such as login credentials). In other cases, the tools
help developers to optimize and reduce the image size. An example is the Slim-
Toolkit,® which allows minimizing container images by up to 30x, improving the
security of them. Basically, it selects only the necessary binaries and resources
from the input container image, used to create a new one.

Several tools are specific to support developers in writing Dockerfiles. Specif-
ically, they take as input the context (i.e., the root folder of the project) and
suggest a template Dockerfiles based on it. An example is the tool starter,?”
which generates a Dockerfile and a docker-compose.yml file from arbitrary source
code. Some other tools provide more in-depth support for specific programming
languages, based on the project context. For example, there are tools specific
for R [82], Node.js,?® Ruby,?? and PHP [87]. Others support multiple languages,
such as generator-docker.3°

A more advanced support is provided by GitHub Copilot [36], which has
been introduced as a general-purpose code completion tool but it works also for
Dockerfiles. A similar approach is Humpback [39], but specifically designed for
providing Dockerfiles completion. A different support i provided by the approach
proposed by Zhang et al. [143], which helps developers choose the right base
image. ChatGpt3' has been evaluated on generative tasks related to software
engineering (63, 38]. Therefore, it can suggest Dockerfiles based on a textual
description of the requirements, even if it might require a manual intervention
to fix the generated Dockerfile, or else to provide a more detailed description
of the requirements. DOCKERIZEME [46] can automatically infer the environ-
ment dependencies starting from Python source code, without requiring inputs

from developers. However, it only targets the execution dependencies for Python

26nttps://github.com/slimtoolkit/slim
2Thttps://github.com/cloud66-oss/starter/commit/3b10a91
28https://github.com/tudvari/dockerfile—generator/commit/fd4582a
29nttps://github.com/elct9620/boxing/commit/4e3a200
30https://github.com/microsoft/generator—docker/commit/9bb74be
3lhttps://openai.com/blog/chatgpt
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code. Ye et al. [134] proposed DOCKERGEN, an approach that uses knowledge
graphs, built upon 220k Dockerfiles, for generating Dockerfiles for a specific soft-
ware application. Starting from a target software, DOCKERGEN infers all the
dependencies required for the execution environment including the selection of a
suitable base image. The support provided by the tool is only limited to depen-
dency recommendation, thus it is not able to generate complete Dockerfiles.
Plenty of studies evaluated the applicability of deep learning techniques in
the context of software engineering [126, 76, 122|, which has proven to be ef-
fective in various coding tasks [79]. However, to the best of our knowledge, no
previous work investigated the applicability of deep learning techniques for gen-
erating Dockerfiles. Nevertheless, none of the existing tools and approaches are
specific to Docker and able to generate complete Dockerfiles starting from high-
level requirements, or else they are limited to specific programming languages.
Also, a recent study reports that developers perceive the creation of Dockerfiles
and images as a time-consuming activity [96]. This motivates the investigation
of advanced techniques (i.e., deep learning) to support developers in this activ-
ity. To this aim, Chapter 7 reports an empirical evaluation of the applicability
of deep learning techniques for generating Dockerfiles starting from high-level

requirements.



CHAPTER 3

Not all Dockerfile Smells are the Same:

An Empirical Evaluation of Writing Practices by Experts

Similarly to source code, Dockerfiles can be affected by bad design choices,
known as Dockerfile smells, as we discussed in detail in Section 2.2. Specifically,
their presence is an indicator of a poor code quality, as they can lead to reliability
issues [13]| and security vulnerabilities [9]. Several tools have been proposed in
the literature to detect Dockerfile smells [44, 146, 9], where hadolint [1] is the
reference detection tool used by both in practice and by researchers.

As we discussed previously, several studies in the literature investigated how
to identify Dockerfile smells and how often they appear [13, 66, 27], replying on
hadolint as the state-of-the-practice tool. Nevertheless, Lin et al. showed that de-
velopers are becoming more and more aware of Dockerfile best writing practices,
as the number of Dockerfile smells is decreasing over time [66]. Eng et al. [27]
showed that they are still widely diffused in open-source Dockerfiles, as a large
majority of the developers who create Dockerfiles are not Dockerfile experts [44].
This brings up a natural question, still unanswered: How do expert developers

perceive the Dockerfile smells captured by hadolint? As previously mentioned,

27
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most Dockerfile smells are defined based on Docker guidelines. However, expert
Dockerfile developers, who often find themselves working on Dockerfiles, could
help both the research community and practitioners understand (i) which Dock-
erfile smells really represent bad practices, and (ii) whether there are commonly

recognized bad practices missed by the available catalog of Dockerfile smells.

In this chapter, we aim at answering such a question. We first perform a
mining-based study in which we mine the code written by expert Dockerfile de-
velopers to understand which Dockerfile smells have been more diffused in their
history. To this aim, we consider 39,242 Dockerfiles directly maintained by devel-
opers from Docker. Second, we ran a survey with 37 expert Dockerfile developers.
We showed each participant three Dockerfiles, each one only affected by one of
the currently known Dockerfile smells, and ask them if they notice any problem in
them. This allows us to understand if they are able to perceive the bad practice
and if they can spot any other bad practice. Specifically, the respondents had
to indicate (i) what lines are affected by a bad pattern, (ii) to what extent the
pattern should be avoided, and (iii) what are the consequences of its presence.
We obtained a total of 94 responses for 17 different smell categories selected from
the 24 different smells occurring on Dockerfiles written by experts. Our results
show that expert Dockerfile developers rarely perceive the Dockerfile smells in the
currently available catalog as relevant bad practices, with three of them never
spotted by any participant. Thus, we find that Dockerfile experts prioritize a
part of the evaluated smells over others. More interestingly, Dockerfile experts
indicated several other problems in the Dockerfiles we showed them. This allowed
us to propose a taxonomy with 26 additional Dockerfile smells, which has been
ranked by the relevance Dockerfile experts implicitly assign to each smell. Such a
catalog can be useful for practitioners to have a wider picture of the typical bad

practices when writing Dockerfiles.

The rest of this chapter is organized as follows. Section 3.1 presents the
results of a mining study to understand if Dockerfiles written by experts adhere
to best writing practices. In Section 3.2 we report a survey to understand how
experienced developers perceive Dockerfile smells. In Section 3.3 we discuss the

results, followed by the proposal of an enhanced catalog of Dockerfile smells in
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Section 3.4. Section 3.5 presents the threats to validity. Finally, in Section 3.6

we summarize some final remarks along with future directions.

3.1 Study 1: Dockerfile Smells Affecting the Code
Written by Experts

This first study has the goal of analyzing the Dockerfiles written by expert
Dockerfile developers to understand whether they adhere to best practices and,
if not, which of them they violate more frequently.

In detail, the study aims to address the following research question:

RQ1: What are the best practice rules violated by Dockerfile experts?

Our hypothesis is that expert developers perceive some best practices as not

important and, thus, there is a higher number of violations for them.

3.1.1 Study Context

The context of this first study is composed of 39 official Dockerfile reposito-
ries, containing 39,242 unique Dockerfiles. The selected repositories come from
the Gold Set dataset provided by Henkel et al. [44]. In detail, the repositories con-
tain Dockerfiles created and maintained by experienced developers from Docker,
i.e., docker-1library,!, that are part of the Docker official images program.? In
Henkel et al.’s study, they also compared the occurrence of best practice vio-
lations for Dockerfiles written by less-experienced developers with those from
official repositories, which resulted to be worse. They reported the same on
a set of Dockerfiles from industrial projects. We updated the list of the official
repositories and retrieved the latest change history at the current time (i.e., 2023-
01-11), obtaining a total of 37,058 commits. The final dataset can be found in

our replication package [2].

Thttps://github. com/docker-1library/
2https://github.com/docker-1ibrary/official-images\#what-are-official-images
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3.1.2 Experimental Procedure

The first step to answer RQ; was to extract all the Dockerfile snapshots in
the change history of the 39 official Docker repositories. We discarded all the
syntactically wrong Dockerfiles. Specifically, we discarded Dockerfiles for which
either (i) hadolint returns DL.1000 (invalid Dockerfile instructions), DL3061 (in-
valid instruction order), or DL3022 (“COPY --from” should reference a previously
defined FROM alias) or (ii) the official Dockerfile parser® returns a parsing error.
In the end, we excluded 724 Dockerfile snapshots.

In detail, we report the unique smells affecting all the snapshots over time for
each Dockerfile. This means that, if a rule violation occurs in all the snapshots

of the Dockerfile, we consider it as a single occurrence.

3.1.3 Empirical Study Results

We report in Table 3.1 the ranked list of Dockerfile smells identified by hadolint
on the Dockerfiles in the official repositories maintained by Docker. The most
occurring smells are DL4006 (use of pipefail for piped operations), DL3008
(missing version pinning for apt-get), DL3003 (Use WORKDIR to switch to a di-
rectory), and DL3047 (missing flag --progress for wget). The high occurrence of
DL4006 could have two explanations. First, it could be related to the fact that
developers do not care about such a smell. Second, it could be related to the fact
that such a smell is not easy to spot and, thus, gets easily unnoticed. The high
occurrence of DL3008 (18%) and DL3018 (11%), instead, more likely suggests
that experts do not care about version pinning of OS packages since this smell
is easier to notice. Indeed, it can be seen that this is not the same for software
dependencies of pip (DL3013), and gem (DL3028), which instead are often pinned
with versions and, thus, they present a lower occurrence of such rule violations
(i.e., less than 1% of relative occurrences). A reason could be that while devel-
opers find it necessary to pin libraries and framework versions for ensuring API
compatibility with their source code, they find it less useful for OS dependencies

that are probably considered less likely to cause such kind of problems. This is

3https://github.com/asottile/dockerfile
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Table 3.1: Frequency of Dockerfile smells detected using hadolint.

Smell Type Description # Occ.
DL4006 Set pipefail to avoid silencing errors 1,550
DL3008 Pin versions in apt-get install 1,117
DL3003 Use WORKDIR to switch to a directory 1,014
DL3047 Avoid bloated logs using --progress with wget 774
DL3018 Pin versions in apk add 615
DL3059 Multiple consecutive RUN instructions 253
DL3015 Avoid additional packages by specifying --no-install-recommends 237
DL3019 Use the --no-cache flag with apk 176
DL3006 Always tag the version of a base image explicitly 90
DL3009 Delete the apt-get lists 43
DL3033 Pin version in yum install 43
DL3042 Avoid cache directory with pip using --no-cache-dir 32
DL3013 Pin versions in pip 18
DL4001 Use only wget or curl, not both 15
DL3020 Use COPY instead of ADD for files and folders 15
DL3028 Pin versions in gem install 13
DL3041 Pin version in dnf install 13
DL3038 Use the -y flag in dnf install 12
DL3014 Use the -y flag in apt-get install 6
DL3027 Prefer apt-get instead of apt 6
DL3007 Prefer an explicit version tag instead of latest 3
DL3025 Use arguments JSON notation for CMD and ENTRYPOINT 2
DL4000 MAINTAINER is deprecated 1
DL3016 Pin versions in npm install 0
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Figure 3.1: Summary workflow of the survey conducted to answer R@s. Each
action represents a survey question, corresponding to an identifier. For example,
S1Q2 identifies the first question (Q1) of section one (S1).

further confirmed by the fact that there are no occurrences for of DL3016 (Pin
versions in npm).

The less occurring smells are DL4000 (deprecated MAINTAINER), DL3025 (JSON
notation for CMD and ENTRYPOINT), and DL3007 (using latest as base image tag).
The only occurrence of DL4000 is related to a Dockerfile that kept the MAINTAINER
instruction after its deprecation date, even if it was removed shortly after. How-
ever, DL4000 applies only after the effective deprecation of MAINTAINER in 2017.
In total, there are only 2 occurrences of this smell, one before that date and
another immediately after its deprecation. This is indicative that experts keep
attention to the official Docker guidelines. Finally, it can be observed that de-
velopers refrain from using the latest tag for base images (DL3007, present in
only three Dockerfiles). On the other hand, it often happens that they do not
tag base images at all (DL3006, occurring in 90 Dockerfiles). Those two smells
have the exact same implications because “latest” is automatically used when the
base image tag is missing. However, “latest” is probably more noticeable, while

a missing tag can more easily get unnoticed.

Q Summary of RQ;: Some Dockerfile smells frequently occur even in repos-
itories maintained by Dockerfile experts. DL4006 (use of pipefail for piped
operations), DL3003 (Use WORKDIR to switch to a directory), along with missing

version pinning (DL3008 and DL3018) are among the most occurring ones.
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3.2 Study 2: Experts’ Point of View

The goal of the second study is to understand how expert Dockerfile developers
perceive Dockerfile smells, and if there are bad practices that are not captured
by the current tools.

The second study aims to answer the following research question:

RQs: Are the Dockerfile smells considered bad practices by expert Docker-
file developers?

We want to know if expert Dockerfile developers identify the presence of Dock-
erfile smells, considering them as bad writing practices that should be avoided.
Thus, we want to gather feedback on the importance (or not) of the identified
smells and bad practices.

To answer our research question, we ran a survey with expert Dockerfile de-
velopers from the open-source community. We explain below how we selected

participants and smells, and how we designed the study.

3.2.1 Context Selection

Our context is composed by both subjects and objects. The subjects are expert
Dockerfile developers, while the objects are Dockerfile smells. We describe below

the procedure we used to select both subjects and objects for our study.

Participants Selection

Our target population is a subset of developers with extensive experience in
Dockerfile development. It is particularly difficult to find developers with such
characteristics in the open-source context as, in general, the Docker community
has few expert developers compared to other developer communities [41]. We
opted for a sampling strategy that consists of the selection of contributors from
GitHub repositories, which is a common practice in the literature [147, 47, 65,
131, 42, 64]. In detail, we perform a convenience sampling [29] to select a subset
of experienced Dockerfile developers from source repositories of the most popular

public Docker images. To achieve this, we started from the set of repositories used
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to run the first study and extended it by including the repositories of the most
pulled community images from DockerHub, extracted from the dataset proposed
by Lin et al. [66]. Such a dataset contains the metadata for ~3M DockerHub
images along with their source repository, for a total of ~440k GitHub and Bit-
Bucket repositories. After ranking the Docker images by the number of pulls, we
selected a subset of the corresponding GitHub repositories of the top-ranked im-
ages. Thus, we selected a total of 3,048 repositories, including 47 Docker official
image repositories. From such a set of repositories, we extracted all the contrib-
utors that performed (i) at least 2 contributions, (ii) contributed to at least 2
different repositories, and (iii) had public contact information. As for the lat-
ter point, we discarded developers for which we had the email address extracted
from the git logs but who did not publicly share it in their GitHub profile for
privacy-related reasons. We selected, in the end, 931 potential participants.

We sent the invitations according to online survey best practices [35, 90].
Only 37 of them agreed to participate (~4.0% acceptance rate). Both the abso-
lute number of participants and the acceptance rate are comparable with similar
studies [88, 124, 112, 65, 64].

Dockerfile Smells Selection

Instead of running our study on all the Dockerfile smells, we decided to do it
on a representative subset of the smells, mainly by grouping similar smells and not
considering those that we have not found in Study 1 when analyzing the official
Dockerfile repositories. We started with the full set of Dockerfile smells. Then,
we removed smells that never affected official Dockerfile repositories (as reported
in the results of our first study). We were left with 24 Dockerfile smells. Note
that we kept also a smell that never occurred in any official Dockerfile (DL3016,
pin versions for npm) since it is very similar to other smells that actually occurred
(i.e., DL3013 and DL3028, which are related to different technologies, i.e., pip
and gem, respectively).

At this stage, we discarded the smells that are similar to others (i.e., they are
a variant for other tools or OSes) and that would reasonably be redundant for
our study. Since ubuntu is the most popular base image, we excluded DL3018,
DL3033, and DL3041, since they are variants of DL3008 (Missing version pin-
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ning of apt-get packages) for different — less popular — OS package managers.
Similarly, we discarded DL3019 because it is equivalent to DL3009 (deletion of
apt-get sources lists) but for apk, and DL3038, which is equivalent to DL3014
(use the -y switch for apt-get install) but for the dnf package manager.

We discarded D3028 and DIL3013 because they are variants of DL3016 (pin
versions for npm) for gem and pip. Also, in this case, we selected the smell related
to the more popular technology, based on the number of available packages.*

In the end, we were left with a total of 17 smells.

3.2.2 Experimental Procedure

We report below how we collected data and how we analyzed them to answer

our research question.

Data Collection

We first prepared 17 Dockerfiles, one for each selected Dockerfile smell. The
first author wrote such Dockerfiles, starting from those present in the open-source
community (i.e., git repositories and tutorials). The aim is to produce clean
Dockerfiles (i.e., without smells) that are as close as possible to the starting
open-source example. Next, we ran hadolint on all of them to make sure that
it detected no issues. Then, we artificially injected one of the smells on each
Dockerfile. Again, we ran hadolint on all of them to make sure each of them
had only the smell we decided to inject. In that case, the aim is to have only
one smell per Dockerfile to avoid any bias that can come from the co-occurrence
of multiple smells. Finally, we prepared 17 tasks for the participants, each of
them regarding a randomly chosen Dockerfile among the ones we created. We
detail the structure of the tasks below. Note that the final aim of each task is
to evaluate if developers perceive the smell as bad pattern to avoid, and not to
evaluate they skill in identifyng smells.

Participants could run the survey offline, whenever they preferred (i.e., we

did not have execution control). It was structured as follows:

4npm counted more than 2.1M packages in 2022 [81], while pip had ~350k in the same
year [89] and gem has 178k packages in 2023 [103].
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Pre-questionnaire. The survey starts with a form in which there is (i)
a description of the purpose of the survey, (ii) information about the data we
collect, and (iii) a request for consent in which the participant agreed with the
reported information. We also ask for general information about the professional
experience: the current working position, total years of programming experience,
experience with Docker development, and how much time they spend on open
and closed-source projects. We request only the minimal information to assess
the experience of the participants, as in some cases this kind of questions can

discourage some of them from completing the survey [80].

Task execution. Next, participants were asked to complete a total of three
tasks, randomly selected among the ones having the lowest number of already
provided evaluations. We did this to keep a balanced number of evaluations for
each Dockerfile smell. This is to obtain, at the end, approximately the same

number of validations for each smell.

A summary workflow of each task is depicted in Fig. 3.1. In the first step
(i.e., S1), participants were initially presented with the Dockerfile at hand. They
were asked whether they noticed any bad practices in the provided Dockerfile. It
is worth noting that, here, we do not explicitly refer to “Dockerfile smells”, but we
ask participants to identify “bad practices”. This is because we want to keep the
concept of bad practices as open as possible so that developers can indicate what
they consider a bad practice. If they did not find any bad practices, we presented
them with the original version of the Dockerfile (i.e., without the Dockerfile
smell) and asked them if the performed change removed any bad practices. If the
answer to the latter question was no, the survey ended. If, instead, the answer to
the second question (or to the first one) was positive, participants were asked to
report (in an open text box) any identified bad practice, along with the respective
affected line numbers. In the second step (i.e., S2), we asked to indicate to what
extent they perceived each identified bad practice as relevant (Likert scale from 1
to 5). We also asked to specify why the identified bad practice should be avoided

according to them.

Post-questionnaire. In the last part, participants could provide contact
information and consent to reach them out later for being asked additional ques-

tions. The goal of this was to send them a very short post-questionnaire in which
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Table 3.2: Survey questions asked to answer RQ2.

ID Question Answer Type
S0Q1 What is your current primary occupation? Multiple choice
S0Q2 What kind of projects do you spend most of your time on? Multiple choice
§ S0Q3 How many years of experience do you have in software development activities? Multiple choice
$ S0Q4 How long have you been using Docker and Dockerfiles during your development —Multiple choice
o activities?
& S0Q5 How do you estimate your expertise in writing Dockerfiles compared to the most — Likert scale (1-5)
experienced person you work/have worked with (1-5)7?
S1Q1 Considering the proposed Dockerfile, do you think it is necessary to apply some Multiple choice
improvements to the code (e.g., fix bad patterns) in order to work correctly and
~ without problems in a production environment?
§ S1Q2 Please specify which lines you would improve and the reason for the improvement. Open-Ended
B For example, “Line X: Contains problem Y...”
«~ S1Q2* Here you can see the previous Dockerfile with some modifications applied. In your Multiple choice
opinion, do these changes improve the Dockerfile by fixing a bad pattern?
S2Q1 To what extent do you think that the previously reported issues (i.e. bad writing Likert scale (1-5)
patterns) must be avoided in a Dockerfile that has to be used in a production
N environment (1-5)7
§ S2Q2 Can you explain the answer provided in the question above? Please assume that Open-Ended
B you are talking to a novice developer who is learning to write Dockerfiles. Examples
o

are: “You should avoid the pattern X as it can cause issues when...” “Using the
pattern X is ok if you do not care about coding conventions...”

we explicitly asked (i) if they know what Dockerfile smells are and (ii) if they use
tools that support the quality assessment of Docker artifacts.

The survey requires about 15 minutes, and 5 minutes for the post-questionnaire
that we sent later (i.e., after a month, approximately). We report in Table 3.2
all the questions contained in the survey for each step. We ran a pilot study with
11 participants — personal contacts of the authors having different roles and
experience in software development — to ensure that the questions were clear
and to avoid any misleading interpretation. The survey was updated after each
feedback was received.

We provide the Dockerfiles used in each task in our replication package [2].

3.2.3 Data Analysis

To answer RQ)4, we report a quantitative and qualitative analysis based on the
responses obtained from our survey. We follow the common practices used for sur-
vey analysis [56, 64]. To answer R(Q)2, we report some general information about

the professional background of the participants (i.e., from the pre-questionnaire
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questions) to describe the demographics of the selected population. Then, we
report what smells are considered bad practices by the experienced developers,
along with the measure of how much these smells should be avoided (i.e., assessed
in $2Q1). Since the answers are open-ended, we needed to qualitatively analyze
them to map the declared bad practices to the Dockerfile we were interested in.
Simply, we manually verified if the provided open-ended question in which the
respondents indicated the presence of a bad pattern (i.e., S1Q2) corresponds to
the smell under evaluation. For the cases in which the smell has been spotted
in the second chance, there is no need for validation as the answer is a multiple
choice. We counted in how many cases each Dockerfile smell was correctly iden-
tified. Also, we associated each identification to the step in which this happened

(either before or after showing the participant the correct Dockerfile).

3.2.4 Results

We excluded two participants because they entered three invalid responses
(i.e., the open answers only contained dots or spaces). Thus, we obtained 94
valid responses collected iun a period of two weeks, appoximately. Most of the
participants completed all the three tasks, while the others completed either one
or two tasks and stopped the survey beforehand. On average, each participant
completed 2.6 tasks. We first report some information about the demographics of

the participants and, later, the details about the analysis we performed to answer
RQs.

Demographics

When asked about their primary occupation, most of the participants reported
that they are professional developers (35), except one who is a Master/PhD
student. Half of the participants (17) mainly work on open-source projects, while
10 of them spend equal time on both open- and closed-source projects. Only 9 of
the participants work mostly on closed-source projects. To effectively measure the
overall programming experience and experience with Docker of the participants,
we followed the guidelines provided by Siegmund et al. [110]. When asked about

their overall programming experience, 23 of the responses are from those with



3.2. Study 2: Experts’ Point of View 39

12

10

Responses
[}

4
2
0
& & & (b(o & & & 4
< 4 4 4 4 < 4 4
IS S SRS S S SN P S
Q N Vv o) ™ ) ©

Docker usage (years)

Figure 3.2: Docker experience (in years) of the survey participants.

more than 10 years of experience. Also, 5 participants have between 7 and 10
years of experience, and the same number between 5 and 7 years. The remaining
respounses (3) are from developers with between 1 and 5 years of experience.

In Fig. 3.2 we report a plot of the reported number of years of experience with
Docker. 12 of the participants have more than 7 years of experience. This means
that they have been using Docker almost since when it was introduced in 2013.

In Fig. 3.3 we report on the self-assessment of the expertise in Dockerfile
writing compared to the most experienced present or past co-worker. Most of
the participants identify themselves with a score of 4 - experienced (15) or § -
very experienced (15). A total of 20 participants agreed to answer additional
questions. After sending the invitation, 7 of them answered the questions of the

post-questionnaire within a period of ten days, approximately.

RQ3: Are the Dockerfile smells considered bad practices by expert
Dockerfile developers?

In Table 3.3 we report the summary of the responses that we collected in
our survey. Participants correctly identified the smell in 36% of the total cases.

For 3 out of the 17 evaluated smells, however, they did not consider the smell
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Figure 3.3: Dockerfile writing expertise measured using a Likert scale, varying
from 1 - very inexperienced to 5 - very experienced.

Table 3.3: Number of Dockerfile smells identified by practitioners, with a repre-

sentation of the identification percentage.

Dockerfile Smell

# Identified

First Chance

Second Chance

DL3007 4/5 R 4 /4

DL3059 4/¢ I 4+ (/4

DL3006 4/¢ I 3/4 I 1/4 1
DL3016 3/6 N 3 )3

DL3014 2/4 1R 22 )2

DL4000 3/6 1 3/ (/3

DL3042 3/¢ N 2/3 I 1/3 10
DL3008 2/5 1l 1/2 I 1/2 1
DL3025 2/6 1l 22 )2

DL4006 2/6 Il 22 (/2

DL3027 2/6 1l 0/2 2/2 I
DL3015 /51 0/1 1/1
DL4001 1/5 0/1 1/1 I
DL3009 1/6 H 1,1 /1

DL3003 0/5

DL3047 0/5
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Figure 3.4: Developers’ evaluation of the extent to which a Dockerfile smell should
be avoided measured in S2Q1 (Table 3.2) using a 5-point Likert scale (from 1 -
“Strongly disagree” to 5 - “Strongly agree”).

as a bad practice. Those are DL3003 (Use WORKDIR to switch to a directory),
DL3020 (Use COPY instead of ADD for files and folders) and DL3047 (wget with-
out flag --progress). Smells related to the base image version pinning, namely
DL3006 and DL3007, received the highest percentage of identifications. The same
is valid for DL3059 (multiple consecutive RUN instructions). Those smells have
been identified in the first evaluation of the smelly Dockerfile requested in S1Q1
(Table 3.2).

In Fig. 3.4 we report the smell relevance evaluated in S2Q1. Smells DL3009
(Deletion of apt-get sources lists), DL3016 (Pin versions for npm) and DL3042
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(-no-cache-dir for pip install) have the highest level of agreement in terms
of relevance (i.e., all the evaluations “strongly agree” with the fact that the bad
practice must be avoided). Interestingly, base image pinning smells (DL3006 and
DL3007) received, in some cases, a neutral evaluation. This could be related
to the fact that, when a specific version tag is missing, latest is used. Thus,
developers interpret this as the latest version of that specific base image. For
rule violations DL3027 (Prefer apt-get over apt) and DL3014 (Use the -y flag in
apt-get install) some of the responses are “2 - disagree” or “3 - neither agree nor
disagree”. None of the evaluations expresses an agreement, thus we can conclude
that those smells are likely to not be considered bad practices to avoid.
Moreover, looking at the results of the post-questionnaire, 5 of the 7 partici-
pants never heard about Dockerfile smells. When asking them about the quality
issues they encountered in the past development experience, they reported: Too
large base images, missing multi-stage builds, copying of unnecessary files, and
layering issues. We also asked the respondents about supporting tools they know
and use during development which are, in addition to hadolint: the Docker VS-
Code extension, shellcheck (some of the violations are contained also in hadolint),
the docker inspect command, dive® (i.e., a tool to inspect Docker image layers),

and shfmtS (i.e., a shell script formatter).

Q Summary of RQy: Most of the smells are recognized by at least one par-
ticipant, even though three of them are never identified. There is a difference
among smells in terms of their identifiability and perceived relevance. In 64%

of the cases, developers were not able to identify the Dockerfile smells.

3.3 Discussion

We distilled some lessons learned that will hopefully help both practitioners
(for deciding their quality assurance policy on Dockerfiles), and researchers (for
advancing the state-of-the-art on this topic and devising new approaches for

detecting smells).

5https ://github.com/wagoodman/dive
Shttps://github.com/patrickvane/shfmt
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@ Lesson 1. Not all the Dockerfile smells are “smells”. Comparing
the results of the two RQs, it can be noticed that, generally, the most occurring
smells are not perceived as such by practitioners. To confirm this intuition, we
computed the Spearman’s rank correlation coefficient between the two rankings
(i.e., most occurring smells and most perceived smells). We obtained a weak
negative correlation (p = 0.32), i.e., the more a smell occurs, the less it is per-
ceived as such by practitioners. While the correlation is weak, this might still
be an explanation for the presence of smells in official Dockerfiles: Some of them
are simply not considered as such. This is particularly clear for some of them.
For example, DL3003 (Use WORKDIR to switch to a directory), which occurs very
frequently (1,014 times) in official Dockerfiles (RQ1), has never been perceived as
such by expert developers (RQ2). Some other Dockerfile smells, instead, occur
frequently even though they are perceived as such by expert developers. This is
the case, for example, of DL3059 (multiple consecutive RUN instructions), which
occurs in 253 official Dockerfiles even though developers perceive it as a bad prac-
tice (4/6 expert developers identified such a smell), and DL3006 (Missing version
pinning for base image), which occurs in 90 official Dockerfiles even though it
has been identified by 4 developers out of 6 in our survey. We believe that these
Dockerfile smells depend on the context, and hadolint fails in catching this as-
pect. The following example reports a case we encountered of FROM instruction

wrongly identified as a smell:
FROM alpine:{{env.variant | ltrimstr("alpine”)}}

Specifically, it has been identified as smell DL3006 (Missing version tag) by
hadolint. Since it selects the alpine version based on the value of the variant
environment variable, the rule DL3006 is not violated because the variable in
the Dockerfile will be replaced, before the build process, by a specific version tag
of the base image. The community reported that, in some cases, knowing the
context defines if a practice is “good” or “bad”. An example is for smell DL3020.”

Another interesting case is smell DL3008. Pinning package versions requires a

continuous maintenance to keep versions up-to-date as it could lead to reliability

"https://github.com/hadolint/hadolint/issues/693
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issues in the future. This applies, specifically, to OS packages. Instead, missing
version pinning for dependencies (e.g., DL3013) is less diffused (Table 3.1).

@ Lesson 2. Developers prioritize performance and security. Look-
ing at the overall topics reported in the survey responses, developers are mostly
concerned about the image size, the build time and security issues. One of the
participants explicitly reported that the effort invested in good writing practices
should be focused on such aspects. An example smell is DL3020 (prefer COPY over
ADD for files and folders), that has not been reported by none of the respondents.
This could be related to the fact that, in most of the cases, it is not strictly
related to the functionality of a Dockerfiles. In fact, for the analyzed Dockerfiles
containing smell DL3020, the answers are about functional aspects (e.g., avoid
using root as container user). On the other hand, since the ADD instruction is
fine when copying archives it is not wrong as a practice, compared to different
cases (e.g., using MAINTAINER which is deprecated [21]). Hadolint, however, fails
in catching most of such aspects. This suggests that the actual smells do not fully
cover all such implicit non-functional requirements of Dockerfiles. For example,
only a few of them are for security best practices. In particular, rules DL3002
(Last user should not be root) and DL3011 (Invalid UNIX port range) are con-
cerned with users and permissions. Furthermore, DL3059 (multiple consecutive
RUN instructions) and DL3015 (Use --no-install-recommends to avoid installing

additional packages) are some examples that can help to reduce the image size.

3.4 Towards an Enhanced Catalog of Dockerfile

Smells

What we learned from the results of the two previous studies suggests that the
current Dockerfile smells catalog is not comprehensive regarding bad practices.
This is supported by the fact that when analyzing the responses of the survey
participants in the second study (Section 3.2), we found that participants reported
bad practices that are currently not part of the catalog of smells captured by
hadolint (51% of the cases). In this section, we propose an enhanced catalog of

smells, categorized in terms of their relevance, based on the obtained results. The
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Figure 3.5: Categorization of the best practices recommendations provided by
experts during our survey.

aim is to identify the basic best practices for which developers should care about

when writing or maintaining Dockerfiles.

3.4.1 Collecting Recommendations from the Experts’ Re-

sponses

As a first step, we wanted to categorize the best practices suggested by de-
velopers and not captured by hadolint. To do this, we performed a card-sorting-
inspired approach [113] to categorize the new recommendations provided by the
participants in the open-ended questions of our survey. First, one of the authors
collected as-is all of those recommendations (i.e., SIQ1 and S2Q2). Next, a sec-
ond author validated those tags reaching a perfect agreement with the first author.
After this, one of the authors proposed a first categorization of the selected rec-
ommendations, and subsequently discussed and re-arranged them together with
a second author. The discussion phase has been repeated until reaching a consen-
sus on the final categorization. The two authors excluded the recommendations

that are not clear, or applicable only to the specific Dockerfile contect in which
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they have been reported. We report in Fig. 3.5 a summary of the bad writing
practices identified by the experienced developers indicating whether or not they
correspond to an existing Dockerfile smell and why the smell should be avoided.

We defined a total of five different macro-categories as described in the following.

Size. Being the category having the highest number of occurrences (26), it
contains the recommendations that help to keep the size of the Docker image
as small as possible. For example, preferring to use multi-stage Dockerfiles (8
occurrences) helps to keep the images small (i.e., separating the build container
from the execution container), and copying only the relevant files in the image
from the build context (8 occurrences). This is, again, to keep the Docker image

small avoiding unnecessary files (e.g., “the pattern COPY . . should be avoided!”).

Execution. With a total of 17 occurrences, this category contains the bad
practices impacting the execution of the Docker image built from the Dockerfile.
One of the most reported and important bad practices that is not captured in the
current catalog is the usage of the default user root (11 occurrences). Dockerfile
should change to a regular one to avoid security issues when running containers.
Note that hadolint partially identifies such an issue (DL3002), but the tool is only
able to detect explicit switches to root; if the user is implicitly root, it fails in
identifying it. Also, developers should prefer a binary executable for ENTRYPOINT
(3 occurrences). For example, a shell allows to easily debug containers. Another
suggestion is to avoid silencing exit signals (1 occurrence). This is to avoid zombie
processes (i.e., orphaned containers) if the process exit signal is not handled
correctly. An interesting suggestion consists in using the tool tini along with the
starting command of the container to avoid the previously-mentioned issue.

Software versions. This category contains the recommendations to follow
for the correct handling of the software and versions used in the Dockerfile (13 to-
tal occurrences). The most reported recommendation is to prefer popular Docker
images (5 occurrences) because they are more likely to be maintained and up-
dated. Also, it is important to ensure that both the packages and the base image
versions are up-to-date (4 occurrences) to avoid reliability issues in the future
due to outdated packages (e.g., security vulnerabilities).

Build. With a total of 14 occurrences, this category contains the writing-

best-practices to follow in order to improve the build process of a Docker image.
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For example, copying and installing dependencies before sources (6 occurrences)
allows to take advantage of the Docker cache mechanism, speeding up the suc-
cessive builds by reusing the cached layers. Also, defining a .dockerignore file
(2 occurrences) allows excluding unnecessary files from the build context when
building images.

Code Structure. This category contains the recommendations to follow
to improve the code readability and maintainability of the Dockerfile (7 occur-
rences). For example, a good practice is to avoid hard-coded values (6 occur-
rences) for the base image tag, software packages, and other non-static configura-
tions (e.g., ports) to make the Dockerfile code more flexible. Despite it being in
contrast to version pinning smells, experts recommend using placeholders, along
with default values, when specifying the version to easily maintain the Docker-
file and the resulting image up-to-date. In addition, it is better to perform a
checksum of the downloaded sources (1 occurrence), e.g., by using wget, to avoid

corrupted files and security issues.

3.4.2 Ranking Dockerfile Smells

There are many developers with none or little expertise writing Dockerfiles
that find themselves however in need of writing or maintaining a Dockerfile.
These developers do not know on what aspects to focus on to have a good enough
Dockerfile, in terms of writing quality.

As a further contribution of this chapter, based on the frequency of the bad
practices identified by the developers, we propose a ranked list of the Dockerfile
smells previously analyzed. In detail, we considered the frequencies of the best
practices (i) identified in our second study (i.e., hadolint rules), and (ii) suggested
by expert developers as “new” in their answers (described in Section 3.4.1). We
perform min-max scaling for the frequency values of the two sets, independently.
Then, we ordered them by the normalized frequency value. At the end, for each
frequency value, we assign a rank.

In Table 3.4 we reported the ranked list of best practices. We also reported
the overlap with other catalogs proposed in the literature, namely Binnacle [44],
DRIVE [146], and DockerCleaner [9]. Thus, to meet a minimum quality level

when writing Dockerfiles, developers should focus at least on the most frequently
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Table 3.4: Ranked list of best practices along with the normalized frequencies.
The icon represents whether the practice is suggested by experts (&"') and/or
included in existing catalogs, i.e., hadolint (H), Binnacle [44] (i"}), DRIVE [146]
(¢”), and Dockercleaner [9] (&).

Rank Source Description Freq.
1 H Prefer an explicit version tag instead of latest (DL3007) 1.00
1 &+/H/e”/& Avoid root (~DL3002) 1.00
2 H Always tag the version of a base image explicitly (DL3006) 0.79
2 H Multiple consecutive RUN instructions (DL3059) 0.79
3 &"'/ e Prefer multi-stage Dockerfiles 0.70
3 ot Copy only the necessary files from the build context 0.70
4 H/iv/ o~ Avoid cache directory with pip using --no-cache-dir (DL3042) 0.52
4 H/iv/e”  Use the -y flag in apt-get install (DL3014) 0.52
4 H MAINTAINER is deprecated (DL4000) 0.52
4 H/& Pin versions in npm install (DL3016) 0.52
5 ot Copy dependencies before sources 0.50
6 &t Prefer popular base images (official/community) 0.40
6 aF Join non-consecutive RUN instructions 0.40
7 H/& Pin versions in apt-get install (DL3008) 0.37
8 a&F Avoid hard-coded package versions 0.30
8 &t Avoid pip upgrade 0.30
8 & Prefer smaller base images 0.30
9 H// Set pipefail to avoid silencing errors (DL4006) 0.25
9 H Use arguments JSON notation for CMD and ENTRYPOINT (DL3025) 0.25
9 H Prefer apt-get instead of apt (DL3027) 0.25

10 & Prefer a binary executable for ENTRYPOINT 0.20
11 &t Declare ports usage 0.10
11 aF Use .dockerignore 0.10
11 & Use VOLUME for Configuration Files 0.10
11 - Use VOLUME for Dependencies Cache 0.10
11 & Avoid outdated base image 0.10
11 & Prefer up-to-date packages and sources 0.10
12 Use —no-install-recommends for apt (DL3015) 0.05
12 Use only wget or curl, not both (DL4001) 0.05
13 Extract stage in a separate Dockerfile 0.00
13 aF Avoid hard-coded base image tag 0.00
13 Avoid hard-coded app-related configuration 0.00
13 Use VOLUME for App Data 0.00
13 Delete the apt-get lists (DL3009) 0.00
13 Set WORKDIR to simplify the copy of nested files 0.00

13 ot Avoid silencing exit signals 0.00
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reported best practices by experts (e.g., ranks 1-5, normalized frequency > 0.5).
This means, for example, that they should pay attention to providing version
pinning for the base image and dependencies (DL3006, DL3007, and DL3016),
prefer using a regular user for Docker images, optimize the instruction order (e.g.,
multi-stage build), and avoid the copy of unnecessary files (e.g., copy only the
required sources from the build context).

Moreover, some of those practices have been also discussed in the gray lit-
erature. For example, smell DL3007 (Version pinning for the base image) and
“Avoid root” has been reported in a blog article about Docker best practices.?
This means that a further investigation of the gray literature would help to build

a more comprehensive catalog of the common practices suggested by developers.

3.5 Threats to validity

In this section, we report the threats to the validity of our study.

Construct Validity. The Dockerfile smells evaluated in our study are lim-
ited to those checked by hadolint which is currently the most popular tool adopted
by both researchers and practitioners. The rules supported by the tool are mainly
based on the official guidelines, which is not true for the other proposed tools [43].
We found customizations of hadolint in the official Dockerfiles evaluated in RQ1,
i.e., the comment line # hadolint ignore=DLXXXX which disables the detection of
one or more rules. This shows that, in addition to the popularity of the GitHub
repository (i.e., 9.1k stars), hadolint is adopted in practice to check violations in
their Dockerfiles.

Internal Validity. The selection criteria of the survey participants could be
perceived as not very strict (minimum of 2 contributions), for which we adopted a
convenience sampling. We believe that the selected participants have a sufficient
expertise level because (i) the Dockerfile developers community is smaller com-
pared to others, and (ii) we selected a very specific population of those involved in
repositories linked to some of the most popular Docker images available in Dock-

erHub. Also, we relied on publicly available information, a common practice

8https://dev.to/techworld _with nana/top-8-docker-best-practices-for-using-docker-in-
production-1m39
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used in similar studies [147], that misses closed source contributions. In addition,
the survey participants could misunderstand the wording of some questions. To
overcome this, we tested and adjusted the survey with 11 participants having
different backgrounds (faculty, students, and developers) and are familiar with
Docker. Finally, since we proposed ad-hoc defined Dockerfiles for our survey,
they could not be representative of the overall population. However, they are
inspired from open-source Dockerfiles to be as similar as possible to those used
in practice.

External validity. In our survey, the participants identified bad writing
patterns in the proposed Dockerfiles assuming that they have to be used in a
production environment. This means that our findings might not be generalized
to Dockerfiles written in different development contexts. Also, they are specific
for Dockerfiles and the Docker platform. Finally, the bad practices not currently
mapped by hadolint that participants could identify are those that we uninten-
tionally introduced in the Dockerfiles proposed in the survey. It is very likely

that more Dockerfile smells exist that are currently unknown.

3.6 Final Remarks

Docker is the leading technology for software containers, widely adopted in
practice. Several best practices have been proposed and investigated in the lit-
erature, along with tools that support developers to avoid bad practices (i.e.,
Dockerfile smells). This chapter first presents a study on official Dockerfiles to
learn what smells appear most frequently in code written by experts. Also, we
conducted a survey with expert Dockerfile developers to understand their per-
ception of smells. We found that (i) official Dockerfiles contain smells, and (ii)
expert Dockerfile developers perceive some of the smells as more important than
others. As a final contribution, we defined a prioritized catalog of smells that
provides a clear guide to less experienced developers to write better Dockerfiles.

To summarize, the takeaways from this chapter are the following:

e Some smells are more important than others. Expert developers prioritize
the version pinning of base image and dependencies, the merge of consecu-

tive RUN instructions, and other writing practices aimed at optimizing the
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image size and the build time (e.g., optimizing cache, multi-stage builds,

and .dockerignore file);

e The survey participants reported additional bad practices, in 51% of the
cases, that are currently not part of the existing catalog of smells. We
can conclude that the current catalogs of writing recommendations should
be extended to cover such aspects, i.e., more focused on performance and

security.
Therefore, future work in this direction should focus on the following aspects:

e The current catalog of Dockerfile smells could be extended by performing
a systematic review of all the practices reported in both gray and white
literature. We believe that in the future the community will converge on a

common set of best practices for Dockerfiles;

e A missing point of the current catalogs is a lack of validation conducted by
interviewing developers. This could be the next step of the work presented
in this chapter, aimed at validating the proposed prioritized catalog of

smells.



CHAPTER 4

An Empirical Study on Fixing Dockerfile Smells

As we already discussed, previous studies in the literature reported that Dock-
erfile smells are commonly diffused in open-source projects [13, 129, 66, 27], along
with the diffusion of technical debt [5], and the refactoring operations typically
performed by developers to optimize Dockerfiles [58].

While it is clear which Dockerfile smells are more frequent than others, it is
still unclear which smells are more important to developers. A previous study
by Eng et al. [27] reported how the number of smells evolves over time. Still,
there is no clear evidence showing that (i) developers actually fix Dockerfile smells
(e.g., they might incidentally disappear), and that (ii) developers would be willing
to fix Dockerfile smells in the first place.

In this chapter we propose an empirical study aimed at filling this gap. First,
we analyze the survivability of Dockerfile smells to understand how developers fix
them and which smells they consider relevant to remove. This, however, only tells
a part of the story: Developers might not correct some smells because they are
harder to fix. Therefore, we also evaluated to what extent developers are willing

to accept fixes to smells when they are proposed to them (e.g., by an automated

52



53

tool). The context of the study is represented by a total of ~220k commits and
4,255 repositories, extracted from a state-of-the-art dataset containing the change
history of about 9.4M unique Dockerfiles.

For each instance of such a dataset (which is a Dockerfile snapshot), we ex-
tracted the list of Dockerfile smells using the hadolint tool [1]. The tool performs
a rule check on a parsed Abstract Syntax Tree (AST) representation of the in-
put Dockerfile, based on the Docker [18] and shell script! best practices. Next,
we manually validate a total of 1,000 commits that make one or more smells
disappear to verify (i) that they are real fixes (e.g., the smell was not removed
incidentally), (ii) whether the fix is informed (e.g., if developers explicitly men-
tion such an operation in the commit message), and (iii) remove possible false
positives identified by hadolint.

Then, we evaluated to what extent developers are willing to accept changes
aimed at fixing smells. To this aim, we defined DOCKLEANER, a rule-based
refactoring tool that automatically fixes the 12 most frequent Dockerfile smells.
We used DOCKLEANER to fix a set of smelly Dockerfiles extracted from the most
active repositories. Next, we submitted a total of 157 pull requests to developers
containing the fixes, one for each repository. We monitored the status of the pull
requests for more than 7 months (i.e., 218 days). In the end, we evaluated how
many of them get accepted for each smell type and the developers’ reactions. The
results show that, mostly, smells are fixed either very shortly (36% of the cases).
There are also cases in which they are fixed after a very long period (2%, after
2 years). This could be a consequence of the fact that, generally, a few changes
are performed on Dockerfiles and there the probability of noticing the errors is
higher in the short-term (e.g., until the Dockerfile works correctly) or, instead, it
naturally increases with time, but very slowly. Also, developers perform changes
on Dockerfiles mainly to optimize the build time and reduce the final image size,
while there are only few changes limited only to the improvement of code quality.
Even if Dockerfile smells are commonly diffused among Dockerfiles, developers
are gradually becoming aware of the writing best practices for Dockerfiles. For
example, avoiding the usage of MAINTAINER which is deprecated, or they prefer
to use COPY instead of ADD for copying files and folders as it is suggested by

Thttps://github.com/koalaman/shellcheck
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the Docker guidelines.?

In addition, developers are open to approve changes
aimed at fixing smells for the most common violations, but with some exceptions.
Examples are the missing version pinning for apt-get packages (DL3008), which
has received negative reactions from developers. However, version pinning, in
general, is considered fundamental for other aspects, such as the base image
pinning (DL3006 and DL3007), or the pinning of software dependencies (e.g., npm
and pip). To summarize, the contributions that we provide in this chapter are

the following:

1. We perform a detailed analysis of the survivability of Dockerfile smells and

manually validated a sample of smell-fixing commits for Dockerfile smells;

2. We introduce DOCKLEANER, a rule-based tool to fix the most common

Dockerfile smells;

3. We run an evaluation via pull requests of the willingness of developers of

accepting changes aimed at fixing Dockerfile smells.

The remaining of the chapter is organized as follows: Section 4.1 describes the
design of our study, while in Section 4.3 we present the results of our experiment.
In section Section 4.4 we qualitatively discuss the results. Finally, in Section 4.5
we discuss the threats to validity and in Section 4.6 we summarize the final

remarks of this chapter and provide future directions.

4.1 Study Design

The goal of our study is to understand whether developers are interested in
fixing Dockerfile smells. The perspective is of researchers interested in improving
Dockerfile quality. The context consists in 53,456 Dockerfile snapshots, extracted
from 4,255 repositories.

In detail, the study aims to address the following research questions:

2https ://docs.docker.com/develop/develop-images/dockerfile_best-practices/\#
add-or-copy
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RQ1: How do developers fix Dockerfile smells? We want to conduct a comprehen-
sive analysis of the survivability of Dockerfile smells. Thus, we investigate

what smells are fixed by developers and how.

RQs: Which Dockerfile smells are developers willing to address? We want to un-
derstand if developers would find beneficial changes aimed at fixing Dock-

erfile smells (e.g., generated by an automated refactoring tool).

4.1.1 Study Context

The context of our study is represented by a subset of the dataset introduced
by Eng et al. [27]. The dataset consists in about 9.4 million Dockerfiles, in a period
spanning from 2013 to 2020. To the best of our knowledge, the dataset is the
largest and the most recent one from those available in the literature [13, 44, 58].
Moreover, such a dataset contains the change history (i.e., commits) of each
Dockerfile. This characteristic allows us to evaluate the survivability of code
smells (RQ1). The authors constructed that dataset through mining software
repositories from the S version of the WoC (World of Code) dataset [72].

4.1.2 Data Collection

To avoid toy projects, we selected only the repositories having at least 10 stars
for a total of 4,255 repos, excluding forks. We also discarded the repositories
where the star number is not available in the original dataset (i.e., the value
is reported as NULL). We cloned all the available repositories from the selected
sample to obtain the most updated commit data at the time our analysis started
(i.e., March 2023). Next, using a heuristic approach, we (i) identified all the
Dockerfiles at the latest commit, and (ii) we traversed the commit history to get
all the commits and snapshots for the identified Dockerfile. In detail, for the
first step, we processed all the source files contained in the repository and we
evaluated if the file (i) contains the word "dockerfile” in the filename, and (ii)
if contains valid and non-empty commands, i.e., can be correctly parsed using

the official dockerfile parser.®> For each valid Dockerfile, we mined the change

3https://github.com/asottile/dockerfile
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history using git log. We excluded the Dockerfiles having only one snapshot
(i.e., no changes, referenced by only one commit). After this, we extracted a
total of ~220k commits corresponding to 53,456 unique Dockerfiles. In the end,
we ran the latest version of hadolint* for each Dockerfile to extract the Dockerfile

smells, if present.

4.2 Experimental Procedure

In this section, we describe the experimentation procedure that we will use

to answer our RQs. Fig. 4.1 describes the overall workflow of the study.

4.2.1 RQ:: How do developers fix Dockerfile smells?

To answer RQ@Q;, we perform an empirical analysis on Dockerfile smell sur-
vivability. For each Dockerfile d, associated with the respective repository from
GitHub, we consider its snapshots over time, d1,...,d,, associated with the re-
spective commit IDs in which they were introduced (i.e., ¢(dy),...,c(dy,)). Ad-
ditionally, we consider the Dockerfile smells detected with hadolint, indicated as
n(dy),...,n(d,). For each snapshot d; (with ¢ > 1) of each Dockerfile d, we
compute the disappeared smells as §(d;) = n(d;) — n(d;—1). All the snapshots
for which §(d;) is not an empty set are candidate changes that aim at fixing the
smells. We define a set of all such snapshot as PF = {d; : |d(d;)| > 0}. In
the end, we obtain a set of smelly (d;—1) and smell-removing commit (d;) pairs.
We implemented the described procedure as a basic heuristic approach, which
(i) went through all the commits, (ii) executed hadolint to detect smells, (iii)
returned the smelly and smell-removing commits pairs. The total time required
was about nine hours.

Next, we manually evaluate the commit pairs to verify (i) that the changes
that led to the snapshots in PF are actual fixes for the Dockerfile smell, and
(ii) whether developers were aware of the smell when they made the change, and
(iii) avoid any bias related to the presence of false positives in terms of smells

(identified by hadolint). In detail, we manually inspect a sample of 1,000 of such

4hadolint release v2.12.0
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RQ1

Llp-=

11.5M Extraction of Manual validation Analysis of
Dockerfile-related smell-fixing of smell-removing//Dockerfile smells,
commits commits commits (1000) survivability
RQ2

K |0

OO o7

Selection of the Definition of a Submission of Collection of Evaluation of
most frequent rule-based refactoring developers' the refactoring
and fixed smells refactoring tool //recommendations responses recommendations,

Figure 4.1: Overall workflow of the experimentation procedure.

RUN apt-get install -y \
curl=7.x \
= wget \
& rm -rf /var/lib/apt/lists/*

RUN apt-get install -y \
curl=7.x \

+ & rm -rf /var/lib/apt/lists/*

Figure 4.2: Example of a candidate smell-fixing commit that does not actually
fix the smell.
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candidate changes, which is statistically representative, leading to a margin of
error of 3.1% (95% confidence interval) assuming an infinitely large population.
We look at the code diff to understand how the change was made (i.e., if it fixed
the smell or if the smell disappeared incidentally). Also, for actual fixes, we
consider the commit message, the possible issues referenced in it, and the pull
requests to which they possibly belong to understand the purpose of the change
(i.e., if the fix was informed or not). We identify as smell fixing change a commit
in which developers (i) modified one or more Dockerfile lines that contained
one or more smells in the previous snapshot (i.e., commit), and (ii) kept the
functionality expressed in those lines. For example, if the commit removes the
instruction line where the smell is present, we do not label it as an actual smell-
fixing commit. This is because the smelly line is just removed and not fixed
(i.e., the functionality changed). Let us consider the example in Fig. 4.2: The
package wget lacks version pinning (left). An actual fix would consist of the
addition of a version to the package. Instead, in the commit, the package gets
simply removed (e.g., because it is not necessary). Therefore, we do not consider
such a change as a fixing change. Besides, we mark a fix as informed if the commit
message, the possibly related pull request, or the issue possibly fixed with the

commit explicitly reports that the modification aimed to fix a bad practice.

Two of the authors independently evaluated each instance. The evaluators
discussed conflicts for both the aspects evaluated aiming at reaching a consensus.
The agreement between the two annotators is measured using the Cohen’s Kappa
Coefficient [15], obtaining a value of k = 0.79 considered “very good” according
to the interpretation recommendations [94]. The total effort required for the
manual validation was about five working days, considering two of the authors

that performed the annotation and discussed the conflicts.

Moreover, starting from the smell-fixing change, we go back through the
change history to identify the last-smell-introducing commit, i.e., the commit
in which the artifact can be considered smelly [120], by executing git blame on
the Dockerfile line number labeled as smelly by hadolint. In the end, we summa-
rize the total number of fix commits and the percentage of actual fix commits.

Moreover, for each rule violation, we report the trend of smell occurrences and
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Table 4.1: The most frequent Dockerfile smells identified in literature [27], along
with the most fixed rules we identified in our study (reported with ). We im-
plemented all of the rules in DOCKLEANER.

Rule Description How to fix
DL3003 Use WORKDIR to switch to a directory Replace cd command with WORKDIR
DL3006 Missing version pinning for base image Pin the version tag corresponding to the re-
sulting image digest
DL3008 Missing version pinning of apt-get packages  Pin the latest suitable package version from
Launchpad
DL3009 Delete the apt-get lists after installing pack- Add in the corresponding instruction block the
ages lines to clean apt cache
DL3015 Avoid additional packages by specifying Add the option -no-install-recommends to
-no-install-recommends the corresponding instruction block
DL3020 Use COPY instead of ADD for files and folders Replace ADD instruction with COPY when copy-
ing files and folders
DL4000 MAINTAINER is deprecated Replace maintainer with the equivalent LABEL
instruction
DL4006 Set -o pipefall to avoid silencing errors in  Add the SHELL pipefail instruction before RUN
RUN instructions having pipe operations that uses pipe
DL3059" Consider consolidation for multiple consecu- Concatenate all subsequent RUN instruction
tive RUN instructions until a comment line or a different instruction
DL3007" Avoid to use the latest to tag the version of an  Same approach as DL3006
image
DL3025" Use arguments JSON notation for CMD and Refactor the instruction command as JSON
ENTRYPOINT notation
DL3048" Invalid Label Key Refactor the LABEL instructions according to

the hadolint documentation examples®

fixes over time, along with a summary table that describes the most fixed smells.

We also discuss interesting cases of smell-fixing commits.

4.2.2 RQy: Which Dockerfile smells are developers willing

to address?

To answer R(Q)2, we first defined a list of rules, based both on the literature
and the results of RQ;, and then implemented a rule-based refactoring tool,
DOCKLEANER, to automatically fix them. We defined the fixing rules as described
in the hadolint documentation.® Next, we use DOCKLEANER to fix smells in

existing Dockerfiles from open-source projects and submit the changes to the

Shttps://github.com/hadolint/hadolint/wiki
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developers through pull requests to understand if they agree with the fixes and
are keen to accept them. We describe these steps in the following sections.

Fixing rules for Dockerfile Smells

As a preliminary step, we identified a set of Dockerfile smells that we wanted
to fix, considering the list of the most occurring Dockerfile smells, ordered by
prevalence, according to the most recent paper on this topic [27]. However, we
excluded and added some rule violations. Specifically, among the missing version
pinning violations, we excluded DL3013 (Pin versions in pip) and DL3018 (Pin
versions in apk add) because they are less occurring variants (i.e., ~4% and
~5%, respectively) of the more prevalent smell DL3008 (15%), even if concerning
different package managers. Additionally, we include in DOCKLEANER the most
occurring smells resulting from the analysis performed in RQ; and not reported
in the literature. We report in Table 4.1 the full list of smells target in our study,
along with the rule we use to automatically produce a fix. It is clear that most
of the smells are trivial to fix. For example, to fix the violation DL3020, it is just
necessary to replace the instruction ADD with COPY for files and folders. In the case
of the version pinning-related smells (i.e., DL3006 and DL3008), instead, a more
sophisticated fixing procedure is required. We refer to version pinning-related
smells as to the smells related to missing versioning of dependencies and packages.
Such smells can have an impact on the reproducibility of the build since different
versions might be used if the build occurs at different times, leading to different
execution environments for the application. For example, when the version tag is
missing from the FROM instruction of a Dockerfile (i.e., DL3006), the most recent
image having the latest tag is automatically selected. To fix such smells, we use
a two-step approach: (i) we identify the correct versions to pin for each artifact
(e.g., each package), and (ii) we insert the selected versions to the corresponding
instruction lines in the Dockerfile. We describe below in more detail the procedure
we defined for each smell.

Image version tag (DL3006). This rule violation identifies a Dockerfile
where the base image used in the FROM instruction is not pinned with an explicit
tag. In this case, we use a fixing strategy that is inspired by the approach of

Kitajima et al. [54]. Specifically, to determine the correct image tag, we use the
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FROM ubuntu FROM ubuntu:20.04

(A) Smelly line (B) Possible solution.

Figure 4.3: Example of rule DL3006.

image name together with the image digest. Docker images are labeled with one
or more tags, mainly assigned by developers, identifying a specific version of the
image when pulled from DockerHub. On the other hand, the digest is a hash
value that uniquely identifies a Docker image having a specific composition of
dependencies and configurations, automatically created at build time. The digest
of existing images can be obtained via the DockerHub APIs.” Thus, the only way
to uniquely identify an image is using the digest. To fix the smell, we obtain (i)
the digest of the input Docker image through build, (ii) we find the corresponding
image and its tags using the DockerHub APIs, and (iii) we pick the most recent
tag assigned, that is different from the “latest” tag. An example of smell fixed
through this rule is reported in Fig. 4.3.

Pin versions in package manager (DL3008). The version pinning smell
also affects package managers for software dependencies and packages (e.g., apt,
apk, pip). In that case, differently from the base image, the package version
must be searched in the source repository of the installed packages. The smell
regards the apt package manager, i.e., it might affect only the Debian-based
Docker images. For the fix, we consider only the Ubuntu-based images since
(i) we needed to select a specific distribution to handle versions (more on this
later), and (ii) Ubuntu is the most widespread derivative of Debian in Docker
images [27]. The strategy we use to solve DL3008 works as follows: First, a
parser finds the instruction lines where there is the apt command, and it collects
all the packages that need to be pinned. Next, for each package, the current
latest version number is selected considering the OS distribution (e.g., Ubuntu,
Xubuntu, etc.), and the distro series (e.g., 20.04 Focal Fossa or 14.04 Trusty
Tahr). The series of the OS is particularly important, because they may offer

different versions for the same package. For instance, if we consider the curl

Thttps://docs.docker.com/docker-hub/api/latest/
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RUN apt-get install -y curl RUN apt-get install -y curl=7.*

(A) Smelly line (B) Possible solution.

Figure 4.4: Example of rule DL3008.

package, we can have the version 7.68.0-1ubuntu2.5 for the Focal Fossa series
of Ubuntu, while for the series Trusty Tahr it equals to 7.35.0-1ubuntu2.20.
So, if we try to use the first in a Dockerfile using the Trusty Tahr series, the
build most probably fails. The final step consists in testing the chosen package
version. Generally, a package version adopts semantic versioning, characterized
by a sequence of numbers in the format <MAJOR>.<MINOR>.<PATCH>. However,
the specific versions of the packages might disappear in time from the Ubuntu
central repository, thus leading to errors while installing them. Given that the
PATCH release does not drastically change the functionalities of the package and
that old patches frequently disappear, we replace it with the symbol ‘*’ indicating
“any version,” in such a way the latest version is automatically selected. After
that, a simulation of the apt-get install command with the pinned version
is executed to verify that the selected package version is available. If it is, the
package can be pinned with that version; otherwise, also the MINOR part of the
version is replaced with the “*’ symbol. If the package can still not be retrieved,
we do not pin the package, i.e., we do not fix the smell. Pinning a different MAJOR
version, indeed, could introduce compatibility issues and the developer should be
fully aware of this change. An example of a fix generated through this strategy
is reported in Fig. 4.4. Tt is worth saying that we apply our fixing heuristic only
to packages having missing version pinning. This means that we do not update
packages pinned with another version (e.g., older than the reference date used to
fix the smell). Moreover, in some cases, developers might not want the pinned
package version, but rather a different one, despite the version we pin is most
likely the closest one to the one they originally tested their Dockerfile on. For
example, they want a newer version of that package (e.g., the latest). We discuss

those cases during the evaluation phase of the automated fixes via pull requests.
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Evaluation of Automated Fixes

To evaluate if the fixes generated by DOCKLEANER are helpful, we propose
them to developers by submitting the patches on GitHub via pull requests. The
first step is to select the most active repositories to ensure responses for our pull
requests. To achieve this, we select a subset of repositories from our study context
ensuring that, each repository, (i) contains at least one Dockerfile affected by one
or more smells that we can fix automatically (reported in Table 4.1), and (ii)
at least one pull request merged, along with commit activity, in the last three
months. In this way, we select a total of 186 repositories containing 829 unique
Dockerfiles affected by 5,403 smells. The next step is to associate each repository
with a specific smell corresponding to a single Dockerfile to fix. This is to avoid
flooding developers with pull requests.

We used a greedy algorithm to select the smell to fix in the Dockerfiles from the
candidate repositories to ensure each of them is considered a balanced number of
times. We start from the less occurring smells among all the available repositories,
and we iteratively (i) select one target smell to fix, (ii) randomly select one
Dockerfile candidate containing that smell, (iii) assign the repository to that
smell to mark it as unavailable for the successive iterations, and (iv) increment
a counter, for each smell, of the assigned Dockerfile candidates. The algorithm
stops when there are no more repositories available. The counter of assigned
smells is used, along with the overall smell occurrence, in the first step of the
heuristic. This ensures that, for each iteration, we consider the smell (i) having
the lower occurrence and (ii) is currently assigned for the fix to a lower number
of repositories. In this phase we manually discard smells that can not be fixed
by DOCKLEANER. For example, for DL3008, we only support Ubuntu-based
Dockerfiles, but the smell might also affect the Debian-based ones. In total, we
excluded 14 smells.

At the end of that procedure, we followed the commonly used git workflow
best practices for opening the pull requests. Specifically, we first created a fork
for the target repository. Then, we created a branch where the name follows
the format fix/dockerfile-smell-DLXXXX. Finally, we signed-off the patches as
it is required by some repositories (as well as being a good practice), and we

submitted the pull request.
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Hi,
The Dockerfile placed at {dockerfile_path} contains the best
practice violation {violation_id} detected by the hadolint tool.

The smell {violation_id} occurs when {violation_description}

This pull request proposes a fix for that smell generated
by my fixing tool. The patch was manually verified be-
fore opening the pull request. To fix this smell, specifically,
{fixing_rule_explanation}.

This change is only aimed at fixing that specific smell. If the
fix is not valid or useful, please briefly indicate the reason and
suggestions for possible improvements.

Thanks in advance.

Figure 4.5: Example of the pull request message. The placeholders (wrapped in
curly braces) will be replaced with the corresponding values.

To do this, we defined and used a structured template for all the pull re-
quests, as reported in Fig. 4.5. We manually modified the template in the cases
where the repository requires a custom-defined guidelines. The time required
by DOCKLEANER to generate the fixing recommendations is only a few seconds
for the simpler fixing procedures (e.g., replacing COPY with ADD). For the more
complex ones, such as version pinning, it can even take a few minutes.

For the evaluation, we adopted a methodology similar to the one used by
Vassallo et al. [125]. In detail, we monitored the status of each pull request for
more than 7 months (i.e., 218 days, starting from the last created pull request
date) to allow developers to evaluate it and give a response. We interacted with
them if they asked questions or requested additional information, but we did
not make modifications to the source code of the proposed fix unless they are
strictly related to the smell (e.g., the fixing procedure of the smell is reported
as not valid). We report such cases in the discussion section. At the end of the

monitoring period, we tagged each pull request with one of the following states:

e Ignored: The pull request does not receive a response;
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e Rejected/Closed: The pull request has been closed or is explicitly rejected;
e Pending: The pull request has been discussed but is still open;
o Accepted: The pull request is accepted to be merged but is not merged yet;

e Merged: The proposed fix is in the main branch.

For each type of fixed smell, we report the number and percentage of the
fix recommendations accepted and rejected, along with the rationale in case of
rejection and the response time. Also, we conducted a qualitative analysis of the
developers’ interactions. In particular, we analyzed those where the pull request
is rejected or pending to understand why the fix was not accepted. For example,
the fix might have been accepted because the developers were not interested
in performing that modification to their Dockerfile. Moreover, we analyze the
additional information that the developer submits on rejected pull requests, from
which we extract takeaways useful for both practitioners and researchers. Using
a card-sorting-inspired approach [113] performed by two of the authors on the
obtained responses, we identified a set of categories that we used to classify the

developers’ reactions to rejected pull requests.

Data Availability

The code and data used in our study, along with the implementation of DOCK-
LEANER, can be found in the replication package [102].

4.3 Analysis of the Results

In this section, we report the analysis of the results achieved in our study to

answer our research questions.

4.3.1 RQi:: How do developers fix Dockerfile smells?

We report in Fig. 4.6 the trend of the 10 most occurring Dockerfile smells
among the Dockerfile snapshots we analyzed. To plot this figure, we collected all

the unique Dockerfiles (based on their path and repository) for each year, then
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Figure 4.6: Occurrence over time for the top 10 Dockerfile smells.

we extracted and counted all the smells of the latest version of each of them (for
each year).

The most occurring smell is DL3006 — version pinning for the base image—
, followed by DL3008 — missing version pinning for apt-get—, which is also
the most growing one, and DL4000 — deprecated MAINTAINER—. Since smell
DL4000 became a bad practice in 2017% due to the deprecation of the MAINTAINER
instruction, we excluded its occurrences before that date from the plot.

In our manual validation, we found that 33.6% of the commits in which smells
disappear actually fix smells. We report in Table 4.2 a summary of the charac-
teristics of such commits for the smells for which we found at least 5 fixes (from a
total of 572 fixed smells). In detail, we report the total number of fixing commits,
and the average fixing time, measured both as days and the number of commits
that elapsed between the last commit introducing a smell and the smell-fixing
commit. Additionally, we report in Fig. 4.8 the adjusted boxplots describing the
days that passed after each smell got fixed. We report in Fig. 4.7 the fixing trend

8https://docs.docker.com/engine/release-notes/prior-releases/#1130-2017-01-18
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Figure 4.7: Fixing trend over time for the 10 most fixed Dockerfile smells.

over time for the 10 most fixed Dockerfile smells. Also, in this case, we consider
only the changes which we manually validated as smell-fixing commits. However,
this time, we consider each smell fixed separately. This means that, if a commit
fixes 5 smells, we count the commit as 5 different fixes, one for each smell. The
most fixed smell is DL3059 — multiple consecutive RUN instructions. It is worth
noting that we found this fix ~3 times more frequently than any other fix. This
is because we found that, when there are many consecutive RUN instructions, de-
velopers tend to fix all of the occurrences of this issue in a single commit. Other
common fixes are version pinning for base images (DL3006 and DL3007), along
with DL4000 — deprecated MAINTAINER and DL3020 — prefer COPY over ADD for
files and folders.

We report in Fig. 4.9 the results of our survivability analysis of the smells by
plotting the number of fixed smells in different amounts of time (the time is on a
logarithmic scale). It is clear that most of the fixes have been performed within
1 day (203 instances). This means that when developers introduce Dockerfile

smells, they immediately perform maintenance during the first adoptions. On
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Figure 4.8: Overall fixing time delta (days) among all Dockerfile smells.

the other hand, if a smell survives the first day, it is less likely that it gets
fixed later. In fact, according to Table 4.2, the smells that survive the less are
DL3048 (incorrect LABEL format) and DL3042 (-no-cache-dir for pip install),
which have been fixed in less than one day in most of the cases (100% and 60%,
respectively). It is interesting to notice that two similar smells, i.e., DL3006 and
DL3007, have largely different survivability. When the latest tag is explicitly
used (DL3007) instead of being inferred (DL3006), the smell survives ~5 times
more (both in terms of days and commits, as reported in Table 4.2). However, it
is worth noting that the effects of both tags are exactly the same.

We evaluated how many smell-fixing commits can be considered informed.
We consider an informed fix when the developer explicitly mentions that the aim
of the fix is to remove bad patterns in the commit message. We found that
only 18 out of 336 manually validated fixes are informed. The most common
smell explicitly addressed by developers is DL4000 (fixed in 4 cases) — deprecated
MAINTAINER. An example can be found in commit 811582f, from the repository
webbertakken/K8sSymfonyReact.” Among the remaining ones, DL3025 — JSON
notation for CMD and ENTRYPOINT— (4 cases) and DL3020 — prefer COPY over ADD

for files and folders— (3 cases) are the smells of which developers are more aware.

9https://github.com/webbertakken/K8sSymfonyReact/commit/811582f
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Figure 4.9: Cumulative fixes over time interval (days) among all Dockerfile smells.

As for the non-informed cases, mainly developers report that the fix is aimed
at (generically) improving the performance of the Dockerfile. Examples are the
fixes for rule DL3059 explicitly performed to reduce the Docker image size!'®
and the number of layers.!' In some cases, we found that developers use linters
to detect bad practices. Among those, only one commit explicitly mentioned

hadolint,'? while in other cases they mentioned the tool DevOps-Bash-tools.'3

In the end, we can conclude that developers have a limited knowledge about
Dockerfile best practices, in terms of the quality of the Dockerfile code. This
is because they are more interested in the optimization of other non-functional

aspects such as build time and size of the Docker image.

Ohttps://github.com/KDE/kaffeine/commit/d@3145b
Hhttps://github.com/Eadom/ctf_xinetd/commit/21f2785
12https://github.com/flyway/flyway-docker/commit/3eeabe5
I3https://github.com/HariSekhon/Dockerfiles/commit/eeab92a
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Table 4.2: Summary of fixed Dockerfile smells, reporting the number of fixes
(manually validated), median time to fix (in days), and the magnitude of changes
performed in the repository until the smell has been fixed (median number of
commits). Only smells with at least 5 manually validated fixes are reported.

Rule Description # Solved Days (Med.) Changes (Med.)
DL3059 Consider consolidation for multiple consecutive RUN instructions 168 8.9 4.0
DL3006 Missing version pinning for base image 53 13.7 8.0
DL3007  Avoid to use the latest to tag the version of an image 45 64.6 43.0
DL4000 MAINTAINER is deprecated 45 13.5 1.0
DL3020 Use COPY instead of ADD for files and folders 43 3.8 5.0
DL3003  Use WORKDIR to switch to a directory 29 0.2 0.0
DL3015 Avoid additional packages by specifying -no-install-recommends 26 12.6 4.0
DL3009 Delete the apt-get lists after installing packages 25 23.9 8.0
DL3025 Use arguments JSON notation for CMD and ENTRYPOINT 21 6.0 2.0
DL3048 Invalid Label Key 18 0.1 0.0
DL3019 Use the —-no-cache switch when installing packages using apk 15 88.0 4.0
DL3004 Do not use sudo as it leads to unpredictable behavior 11 0.3 2.0
DL3028 Pin versions in gem install 8 41.0 57.0
DL3042  Avoid cache directory with pip install -no-cache-dir <package> 7 0.0 0.0
DL3032 yum clean all missing after yum command 6 597.8 10.0
DL3016 Pin versions in npm 5 33.6 4.0

Q Summary of RQ;: The most fixed smells are those related to con-
secutive RUN instructions (DL3059), version pinning for the base image
(DL3006/DL3007), use of the deprecated MAINTAINER instruction (DL4000)
along with the usage of WORKDIR to change directory (DL3020). The 33.6% of
the evaluated commits (1000) actually fixed the smell. Also, most of the smells
are fixed immediately after their introduction (within 1 day) and, when this
does not happen, they might remain in the repository for a long time (more

than 3 years).

4.3.2 RQy: Which Dockerfile smells are developers willing

to address?

In Table 4.3 we report the results of the evaluation performed via GitHub
pull requests. In total, we submitted 143 pull requests. The majority of them
have been accepted or merged by developers (58%). On the other hand, 23%
them have been ignored, while 19% received an explicit rejection from the devel-

opers. The smells receiving the highest acceptance rate are DL4000 — deprecated
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Figure 4.11: Adjusted boxplot of the number of days required for a pull request
to obtain a response (left) and to be merged/rejected (right).

Table 4.3: Opened pull requests and their resulting status sorted by number of
accepted and merged PRs. The column Merged* reports the cumulative number
of accepted patches (sum of accepted and merged).

Rule Ignored Rejected Pending Accepted Merged* ‘ Assigned

DL4000 1 (8%) 0 0 0 12 (92%) 13
DL3020 2 (14%) 2 (14%) 0 0 10 (71%) 14
DL3006 2 (23%) 2 (8%) 0 2(21%) 9 (69%) 13
DL3007 2 (14%) 3 (21%) 0 0 9(64%) 14
DL3015 3 (23%) 2 (15%) 0 0 8(62%) 13
DL3025 4 (33%) 0 0 1(8%) 8 (67%) 12
DL3059 2 (15%) 3 (23%) 0 0 8(62%) 13
DL3048 2 (22%) 1 (11%) 0 0 6(67%) 9
DL3009 5 (42%) 3 (25%) 0 2(17%) 4 (33%) 12
DL3003 1 (14%) 3 (43%) 0 0 3(43%) 7
DL3008 5 (33%) 7 (47%) 0 0 3(20%) 15
DL4006 4 (50%) 1 (13%) 0 0 3(38%) 8
Total 33 (23%) 27 (19%) 0 5(3%) 83 (58%) | 143
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MAINTAINER- (92%) and DL3020 — prefer COPY over ADD for files and folders—
(71%), followed by rule DL3006 — version pinning for the base image— (69%).
This is similar to what we reported for RQ);, where they resulted to be the most
fixed smell among the manually validated smell-fixing commits. This means that
developers care about those smells as they frequently fixed them and they are
also willing to accept fixes. The smell DL3008 — missing version pinning for
apt-get— has been the most rejected fix (47% acceptance), with only 3 accepted
pull requests, along with smell DI.4006 — use of pipefail for piped operations—
which has been the most ignored one (50%). The low acceptance rate (33%)
resulting for smell DL3009 (deletion of apt-get sources lists) is surprising, since
developers are prone to reduce the image size, as we noticed in RQ;. Despite
this, we can conclude that they do not prefer to remove apt-get source lists to

achieve this goal.

In Fig. 4.11 we report the adjusted boxplot for the time required for pull
requests to get the first response and to be resolved. Additionally, Fig. 4.10
reports the median resolution time, measured in days, of the submitted pull
requests by smell type. For both of those figures, we only consider merged and
rejected PRs, because they are the ones for which we have a definitive response
from the developers. The smell DL3025 — JSON notation for CMD and ENTRYPOINT—
is the one that has been accepted in the shortest time interval, followed by DL3006
— version pinning for the base image— and DL4000 — deprecated MAINTAINER.
Despite the fixes for DL3020 — prefer COPY over ADD for files and folders— are the
second most-accepted ones, they have a median of 5 days to get accepted and
merged. On the other hand, the fixes for DL4006 — use of pipefail for piped
operations— have been rejected almost immediately by developers. This also
happens for DL3008 — missing version pinning for apt-get. Finally, we report in
Table 4.4 the reasons why developers rejected our pull requests. We assigned one
or more categories, for each rejected change, by analyzing the responses for the 27
rejected pull requests. Most of the time, the fix has been considered invalid (22%
of cases). This means that the proposed change was not a valid improvement
for the Dockerfile. In 11% of cases, the developers did not accept the change as
they use the Dockerfile in testing or development environments. The rejections

of the fixes for DL3008 are interesting: In 19% of the cases, the changes have
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Table 4.4: Categories of reasons why developers rejected our pull requests.

Reason Involved Smells Occurrences
Invalid fix D1L3003,D1.3007,DL3020,DL3059,DL.4006 6
No reason DL3006,DL3008,DL3015,DL3059 4
Fix not required DL3008,DL3059 5
Not trusted DL3007,DL3008,DL.3020 3
Testing environment DL3006,DL3007,DL3008 3
Reduces security DL3008 2
Development environment DL3009 2
Vendored dependency DL3003 1
Potential breaking change DL3008 1
Unused file DL3009 1

been rejected because they are not perceived as a concrete fix. Furthermore, the
fixes for that smell have been rejected because they could negatively impact the
security of the image (8% of cases) or cause a build failure in the future (4% of

cases).

Q Summary of RQ,: Developers accepted most of the Dockerfile smell fixes
we provided (58%) and rejected only a few of them (19%). They particularly
liked the fixes for DL4000 (deprecated MAINTAINER), DL3020 (prefer COPY over
ADD for files and folders), and DL3006 (version pinning for the base image).
Instead, they frequently rejected DL3008 (version pinning for apt-get pack-

ages) (47%). The reason is that it is seen as a bad practice as it could lead to

failures or security issues in the future.

4.4 Discussion

Despite the majority of the submitted pull requests got accepted, there are
some specific smells that developers are not willing to address. Looking at Ta-
ble 4.4, in 5 cases, the fix was rejected because the container was used in a test-

ing or development environment. An example is the fix proposed for DL3009,

Mhttps://github.com/Shopify/semian/pull/484
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where, even if the change can reduce the image size, it negatively impacts the
image build time. Thus, for that reason, the change has been rejected. Prob-
ably, the concern about build time comes from frequent builds performed for
that specific Dockerfile. A different example is the pull request submitted to
envoyproxy/ratelimit,!® the reason for the rejection is that developers do not
care about the version pinning (DL3007) as they use that Dockerfile for testing
and they need to test the latest version of the software. This is not the same
for DL3006 when the tag is missing. In that case, developers are more likely to

accept the version pinning for the base image (see RQ; and RQ>).

@ Lesson 1. Developers tend to use the “latest” tag for the base images
(DL3007) in order to obtain the latest version of the image, while they are
willing to accept the version pinning when the tag is missing (DL3006). How-
ever, as the “latest” tag is not immutable, this practice can lead to unexpected

behaviors when the base image is updated.

DL3008 constitutes a peculiar case. Fixing such a smell requires developers
to pin the version of the apt-get packages to make the build more reproducible.
Developers, however, believe that doing so might be misleading,'® or it might
make the build more fragile.!”*!® Indeed, this happened for an accepted pull re-
quest, where after a month the version pinning for the package ca-certificates
caused a build failure because the pinned version was not available anymore.'®
Moreover, the smell DL3008 led to interesting discussions. For example, a sugges-
tion was to provide an automated script to periodically pin the package versions
when there is an update.'” For 3 of the proposed fixes, the developers additionally
highlighted that they do not trust the change because it has been generated by
an automated tool. This happened even if we specified that we manually checked

the correctness of the change.

Shttps://github.com/envoyproxy/ratelimit/pull/411
16ht'cps ://github.com/James-Yu/LaTeX-Workshop/pull/3837
Thttps://github.com/Lookyloo/lookyloo/pull/663

18ht'cps ://github.com/Yelp/aactivator/pull/47
https://github.com/FDio/govpp/pull/123
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1 @@ -53,7 +53,8 @@ COPY etc/ld.so.conf.d/usrlocal.conf /etc/ld.so.conf.d/usrlocal.conf
53 53 RUN ldconfig
54 54
55 55 # Make a symlink from /usr/local/lib to /usr/local/lib64 so library install location is irrelevant
56 — RUN cd /usr/local & ln -sf lib lib64

56 + WORKDIR /usr/local
57 + RUN 1n -sf lib lib64

57 58
58 59 # Generate toolchain files for the generic platform
59 60 COPY usr/local/toolchain/generate_toolchains.py /usr/local/generate_toolchains.py

.

Figure 4.12: Example of a wrong fix for DL3003. In that case, the change of
working directory is temporary, and the fix has been rejected.

@ Lesson 2. Version pinning for OS packages is not considered a good practice.
Developers tend to avoid it because (i) they consider it a misleading practice,
(ii) it could lead to building failures due to the unavailability of the pinned

version, and (iii) missed security updates when the pinned version gets older.

In 6 cases, instead, developers did not perceive the change as correct or suf-
ficient for a fix. This happens, for example, in commits 5531f2e2° (DL3020)
and 320ba87?! (DL4006). An interesting discussion arose for the rejected fix of
DL3003.22 The fix for that smell provides the replacement of "cd <path>" with
"WORKDIR <path>". However, for that particular case, fixing the smell required
putting a WORKDIR instruction before the smelly code block and another after to
switch back to the previous working directory. This is because the target smelly
code temporarily changes the working directory to operate on specific files. In
other words, there are cases in which developers believe it is legitimate to change
the working directory through cd (mostly, when this change is temporary). We
report an example in Fig. 4.12, where the fix has been rejected because the change
of the working directory is temporary.

We conclude that, in similar cases, the detected smell is a false positive. This
is because the fix will increase the number of layers, in addition to redundant

instructions. This negatively impacts the code quality of the Dockerfile.

20https://github.com/ROCmSoftwarePlatform/Tensile/pull/1707
21 https://github.com/bupy7/xml-constructor/pull/6
22https://github.com/NUbots/NUbots/pull/1063
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Comparing the results from RQ; and RQ)s, we can conclude that there are
no big differences between the fixes that developers have applied and the changes
that we propose via pull requests. The most performed fixes, which are also in the
most accepted pull requests, are those related to deprecated MAINTAINER (DL.4000),
version pinning for the base image (DL3006), and multiple consecutive RUN in-
structions (DL3059). There is a difference in terms of the most fixed one. While
in the wild developers tend to fix more DL3059, in our pull request the most fixed
one is DL4000. As also shown in RQ);, they pay more attention to performance
improvements over code quality, for which they are not fully aware of what is the
current writing best practices.?? In fact, DL4000 is purely related to writing best
practices and does not affect performance. When faced with a ready-to-use fix,
however, they tend to prefer the ones that more likely will not disrupt the Dock-
erfile. In general, developers keep more attention to the impact of the change
on the build process and the image size, instead of the impact on the quality of
the Dockerfile code. Reporting an example among the accepted pull requests,
we have the fix proposed for the smell DL3015 (-no-install-recommend flag for
apt),?* where the developers explicitly asked to fix another Dockerfile affected by

the same smell because it decreases the size of the built image.

@ Lesson 3. Developers are not fully aware of the best practices for writ-
ing Dockerfiles, and they tend to prefer performance improvements over code

quality.

Additionally, it is interesting to analyze more in depth the differences in terms
of performed fixes for DL3048 (incorrect LABEL format) and DL4000 (MAINTAINER
is deprecated, replace with LABEL). Actually, there are two possible ways to format
Dockerfile labels. The first one follows the standard format defined by opencon-
tainers,?®> which is also suggested for DL4000 in the official Docker documenta-
tion [21]. The second is more general and does not enforce a pre-defined format. It

is reported in the hadolint documentation,?® which also is reported in the official

23ht'cps ://github.com/riga/law/pull/152
24https://github.com/lablup/backend.ai/pull/1216

25ht'cps ://specs.opencontainers.org/image-spec/annotations/
26nttps://github.com/hadolint/hadolint/wiki/DL3048
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Docker documentation as examples of LABEL instructions.?” The fixes that we an-
alyzed in RQ; that follow the first format are limited only to one repository.?® In
other cases, developers adopted the second format.?? The fixes proposed via pull
requests, instead, follow the second format where for DL4000 we got the highest
acceptance rate. This is probably because the second format is more general,

avoiding unnecessary constraints and changes on the LABEL instructions.3°

Moreover, while in this context the fix is still sufficient to correct the smell,
in other contexts our fixing procedure could not be correct. The most evident
case is for the smell DL3059 (multiple consecutive RUN instructions). In fact,
open-source developers tend to fix it mainly by compacting the installation of
software packages.?! In our pull requests, instead, we merge all the subsequent
RUN instructions until a comment or a different instruction is found. This could
mean that a more complex and informed fixing procedure should be adopted
in order to better improve the size and performance of Dockerfiles. Thus, a
more advanced approach in that direction could be useful to improve the fixing
procedure, taking also into account the aspects that developers are interested to

improve (image size and build time).

To this aim, considering the scenario in which we are using a debian base
image, an advanced approach to fix smell DL3059 could be a heuristic that (i)
selects all the RUN instructions that are aimed at installing dependencies, (ii)
extracts the list of such dependencies, taking also into account if they require
external sources lists, and (iii) combine all those installations into a single RUN
instruction at the top of the Dockerfile. In this way, the re-build time will be
reduced thanks to the layers caching system. At the same time, the image size will
be reduced since there will be fewer layers and less space wastage (e.g., package
cache). For smell DL3003, instead, an advanced fixing approach should target
the bash code to correct the usage of the pattern "RUN cd ...", rather than using
WORKDIR.

2Thttps://docs.docker.com/engine/reference/builder/#label
28nttps://github.com/HariSekhon/Dockerfiles/commit/f329b94
29https://github.com/scossu/lakesuperior/commit/a552ff7
30https ://github.com/hpc/charliecloud/pull/1628
3lhttps://github.com/hpc/charliecloud/commit/aae89d7
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In the example reported in Fig. 4.12, the smell could be fixed by using the
absolute paths instead of the relative paths for the command (e.g., "RUN 1n -sf
/usr/local/lib /usr/local/lib64"). While this can be done in this case, there
are other scenarios in which this could be detrimental. For example, if a custom
script writes the output files in the current directory, it is still necessary to use
cd before running it. Thus, such a fixing procedure should be applied only for

specific bash instructions patterns (like the previously-mentioned one).

@ Lesson 4. A more advanced fixing procedure is required for some types of
smells (e.g., DL3003 — Use WORKDIR to switch to a directory— and DL3059 —
multiple consecutive RUN instructions), i.e., taking into account the context in

which the smell is found.

4.5 Threats to Validity

Construct Validity. The threats to construct validity are about the non-
measurable variables of our study. More specifically, our study is heavily based
on the rule violations detected by hadolint. Other tools are able to detect bad
practices in Dockerfiles, such as dockle.3> We choose hadolint which is commonly
used in the literature [13, 129, 66, 27] and also in enterprise tools for code qual-
ity.33 However, hadolint could lead to false positives or can miss some smells.?
The manual evaluation we performed on the smell-fixing commits validated the
identified smells and those that have been removed. During that evaluation, we
noticed that hadolint mainly fails to detect the rule DL3059 (consecutive RUN
instructions). To reduce this impact of this threat on our study, we manually
annotated the lines in which the smell was present.

Internal Validity. The threats to internal validity are about the design
choices that we made which could affect the results of the study. In detail, we used
as a study context a sample of repositories extracted from the dataset provided
by Eng et al. [27] by considering only those having stargazers count greater or

equal to 10. This is commonly used in the literature to avoid toy projects [17].

32https://github.com/goodwithtech/dockle
33https://github.com/codacy/codacy-hadolint
34nttps://github.com/hadolint/hadolint/issues/693
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There can be a bias in the selected smells for our fix recommendations. We
selected the most occurring smell as described in the analysis of Eng et al. [27].
We assume that an automated approach would have the biggest impact on the
smells that occur more frequently. Also, at least for some of them, the reason
behind the fact that they do not get fixed might be that they are not trivial
(i.e., an automated tool would be helpful). The fixing procedure for some of
the selected smells can be wrong, and some smells might not get fixed. We
based the rules on the fixing procedure on the Docker best practices and on the
hadolint documentation. Still, to minimize the risk of this, we double-checked
the modifications before submitting the pull requests and manually excluded the
ones that make the build of the Dockerfile fail. Thus, we ensured the correctness
of the fixes generated by DOCKLEANER, submitted via the pull requests, for the
cases evaluated in our study. However, it is still possible that the tool produces
wrong fixes for other Dockerfiles. For example, the version pinning fixes could
fail in the cases in which the package is not reachable (i.e., DL3008), or the
Docker image digest is not available in DockerHub (i.e., for smells DL3006 and
DL3007). It is worth noting, indeed, that our aim is not to evaluate the tool, but
rather to understand if developers are willing to accept fixes. Moreover, there is
a possible subjectiveness introduced of the manual validation of the smell-fixing
commits, which has been mitigated with the involvement of two of the authors
and the discussion of the conflicts. Also, it is important to say that the two
evaluators have more than 3 years of experience with Dockerfiles development
and Docker technology in general, allowing them to have a good understanding
of the smells and the applied fixes. Finally, we performed the selection of the
last-smell-introducing commits by using the git blame command on the smelly
lines identified by hadolint. Since hadolint can fail to detect some smells, in
some cases, the lines impacted by the fix are different from the ones identified
by hadolint. This means that we got some false positives while we identify the
last-smell-introducing commits. Since our results showed that Dockerfiles are not

frequently changed, we believe that the impact of this threat is limited.

External Validity. External validity threats concern the generalizability of
our results. In our study, we considered a sample of repositories from GitHub

containing only open-source Dockerfiles. This means that our findings might not
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be generalized to other contexts (e.g., industrial projects) as developers could

handle smell differently.

4.6 Final Remarks

Best practice violations, namely Dockerfile smells, are widely spread in Dock-
erfiles [13, 129, 66, 27]. In this chapter, we proposed an empirical study to
evaluate the Dockerfile smell survivability by analyzing the most fixed smells in
open-source projects. We found that Dockerfile smells are widely diffused, but
developers are becoming more aware of them. Specifically, for those that result in
a performance improvement. In addition, we evaluated to what extent developers
are willing to accept fixes for the most common smells, automatically generated
by a rule-based tool. We found that developers are willing to accept the fixes
for the most commonly occurring smells, but they are less likely to accept the
fixes for smells related to the version pinning of OS packages. To the best of our
knowledge, this is the first in-depth analysis focused on the fixing of Dockerfile
smells.

We reported some lessons learned on top of the obtained results. In summary:

e Smell DL3007, i.e., use specific version pinning for the base image, could be
misleading in some cases. Developers tend to use the “latest” tag with the
intention to take the most up-to-date version of the base image. However,
using that tag does not ensure reproducibility and could lead to unexpected

behaviors when the base image changes.;

e Version pinning for OS packages (DL3008) is not considered a good practice,
since it could lead to build failures or security issues in the future (if not

frequently updated);

e As a confirmation of the findings reported in Chapter 3, developers prefer
performance improvements over code quality. They tend to prefer fixes that

improve that aspect;

e Another complementary finding of the results of the previous chapter, is
that some smells (e.g., DL3003 — use WORKDIR — and DL3059 — merge consec-
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utive RUNs —) require a more advanced fixing procedure, taking into account

the context in which they happen.

Nevertheless, we believe that there is still room for future improvements in

this direction. In particular:

e An important contribution to the topic of Dockerfile smells is the empirical
validation of the effectiveness of hadolint. This will help not only to improve
the tool but also to better understand the impact of false positives and false

negatives on the results of the studies in this domain;

e DOCKLEANER only provides the fix for a limited number of smells (12). A
possible future work could be to extend the tool with more rules included in
the hadolint catalog (66 in total). Additionally, the fixing procedure could

be improved by taking into account the context in which the smell is found;

e The same can be done with the existing tools and approaches able to detect
smells: Considering the context in which the smell is found might help to

reduce false positives.
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CHAPTER b

Improving the Build Time and Size of Docker Images:

Strategies from Developers

Having small Docker images, in terms of storage size, is desirable because
it allows using less resources on the deployment server and, at the same time,
reduces the deployment costs. At the same time, reducing the time needed to
build an image from the source Dockerfile is important in a scenario in which
developers frequently deploy their product (e.g., in a DevOps environment). The
results obtained in the previous chapters showed that developers pay more at-
tention to the functional aspects of Dockerfiles, while they might not be entirely
aligned with the best practices suggested by Docker and the literature. In fact,
they prioritize performance and security (Chapter 3), and tend to apply changes
aimed at improving those aspects (Chapter 4).

As we previously discussed, different works in the literature investigated the
performance-related aspects of Docker images. For example, Zhang et al. [140]
reports that slow build time in CI/CD pipelines (which includes the build of
Dockerfiles) leads to poorer developers’ work efficiency. Ksontini et al. [58] found

that ~19.7% of the Dockerfile refactoring operations performed by developers

83
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are aimed at improving such aspects. While this study provides valuable insights
in the practices used by developers to improve both the build time and the size
of Docker images, its goal was more generic (i.e., it was aimed at studying all
the refactoring operations performed by developers). Thus, the authors ended
up analyzing only 38 commits related to performance improvement. Besides, we
do not know what impact the refactoring operations made by developers have.
We hypothesize that such a previous work only scratched the surface of what
developers do to address performance issues in Docker images. Despite there are
several tools and approaches aimed at optimizing Docker images, this implies that
they need to be executed every time a new build is completed. Ideally, the source

Dockerfile should be reasonably optimized already to avoid such an overhead.

To fill this gap, in this chapter, we present an extensive empirical study in
which we aim (i) to understand what developers do to improve the performance
of Docker images and (ii) what impact such operations have, in practice. Specif-
ically, we consider the build time and the image storage size as the performance-
related aspects. The context of the study is composed of instances from the
dataset proposed by Eng et al. [27], which contains commits aimed at modifying
Dockerfiles in GitHub. We ran two queries, on that dataset, to extract changes
aimed at improving either the build time or the image size. We manually ana-
lyzed a significant sample of such commits (~1,200), to manually tag them with
a high-level description of the operations made by developers. As a result, we
selected a total of 383 commits (528 tags). We defined a taxonomy of 54 refactor-
ing operations made by Dockerfile developers to improve build time and image
size. We found that most of the changes are aimed at de-bloating the image (45%
of the commits analyzed) by removing unnecessary files and, thus, reducing the
image size. Besides, developers tend to modify the Dockerfile architecture (32%
of the changes) and to foster the use of caching mechanisms (18% of the changes)
to reduce the build time. We also tried to go further and understand what impact
such modifications have in practice. We built the Dockerfiles we considered in
our study both before and after the change that was supposed to improve the
build time or the image size and measured the improvement. Unfortunately, we
found that the large majority of the Dockerfile snapshots we considered (75%)

could not be automatically built (e.g., because of missing packages or because



5.1. Empirical Study Design 85

some environment variables needed to be manually set). As for the ones we
could build, we observed that changing the base image with a more adequate one
has the biggest impact both on image size and build time. Similarly, removing
unnecessary files and reducing the number of layers benefits both performance-
related aspects. However, removing the cache of package managers generally has
a limited impact on the final image size.

Our results might be useful to both developers and researchers. We pro-
vide developers with a catalog of operations that they can apply to reduce the
image size and build time of Docker images. On the other hand, we provide re-
searchers with useful insights that they can use to devise new approaches aimed at
refactoring Docker images for performance improvement (e.g., by automatically
suggesting optimal base images).

The rest of the chapter is organized as follows. Section 5.1 presents the
methodology and details of our empirical study, including the data collection
process, experimental design, and techniques applied. In Section 5.3 we discuss
the results, followed by threats to validity in Section 5.4. Finally, in Section 5.5

we summarize the final remarks along with future research directions.

Phase 1 Phase 2
text keyword-based [ ]
normalization query I

Open-source

NLP-based Manual validation Taxonomy of

Dockerfile filtering procedure and tagging changes

changes

Figure 5.1: A summary of the experimental procedure applied to extract the
performance-related changes analyzed in our study.

5.1 Empirical Study Design

The goal of our study is to understand how Docker developers change Dock-
erfiles to improve the build time and size of the resulting Docker images and how

such changes impact those quality aspects. The perspective is of both researchers
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and developers interested in improving those aspects when writing Dockerfiles.
The context consists of 383 commits coming from 369 open-source repositories.

In detail, the study addresses the following research questions:

RQ@1: Which changes do developers apply to improve the image size and build
time of Docker images? We want to investigate the developers’ activity
on existing Dockerfiles to capture the common change patterns applied to

improve the image size and build time of the resulting images;

RQsy: To what extent does the applied changes impact image size and build time
of Docker images? We want to conduct a preliminary analysis, i.e., limited
to the changes identified in the previous RQ, to measure their impact on
the final Docker image. This is to quantify the magnitude of improvement

when applying those changes.

5.1.1 Data Collection

The context of our study is represented by commits extracted from the dataset
proposed by Eng et al. [27]. Tt is currently the largest Dockerfile dataset present
in the literature as compared to others [66, 43]. It contains the change history
of Dockerfiles extracted from all the open-source GitHub repositories up to 2021.
The data extracted regard a total of 1.9M repositories, for a total of 11.5M
commits related to about 9.4M Dockerfiles. For our study, we selected a subset
of those changes, i.e., the ones aimed at improving the build time and image
size of the resulting Docker images. To do this, we rely on the commit message,
selecting those in which developers explicitly report the intention of reducing the
build time or the size.

We defined a heuristic approach to filter commits based on what develop-
ers reported in the commit message using Natural Language Processing (NLP)
techniques. In particular, we defined an NLP pipeline using Node.js with the
libraries Natural' and Snowball.? The pipeline is composed of two phases: a
text pre-processing phase, followed by a keyword-based query to select only the

relevant commits. The entire process is reported in Fig. 5.1.

Thttps://www. npmjs.com/package/natural
2https://www.npmjs.com/package/snowball
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Text Pre-processing. The first phase includes the usage of different NLP
techniques to prepare and normalize the input commit messages. First, to apply
NLP processing techniques it is necessary to split the plain text into single tokens
(i.e., words). We achieve this by applying word tokenization to split the input
commit message in tokens (i.e., single words). Follows a stop-word filtering, in
which the tokens that are not informative are removed. As a last step, we apply a
stemming procedure that reduces each word to the root form by removing suffixes
and prefixes. This allows the normalization of all the tokens and simplifies the

keyword-based selection phase.

Keyword-based Selection. To filter only the performance-related commits
improving build time and reducing Docker image size, we applied a keyword-
based filter to the processed commit messages using two different queries, one for
each scope. The queries have been defined via a manual process in which (i) we
pick one or more keywords, (ii) perform the query, and (iii) manually verify the
resulting commits to adjust the query (i.e., to avoid false positives and add new
keywords). This process was executed for each one of the queries until there were
no other more keywords or modifications to add. In the end, we defined the two

queries reported in Fig. 5.2.

x Q2: Build Time

I
I e e i e

targetl = [ decrease,reduce,cut,small,drop,optimize ]

target2 = [ speed up,decrease,reduce,cut,small,drop,diminution ]

Figure 5.2: The keyword-based filter used to filter performance commits.

When applying query @1, a commit is selected if it contains both the tokens
image and size, and one of the tokens from the set target! (e.g., decrease). Like-
wise, when we apply query @2, a commit is selected if it contains both the tokens

build and time, plus one of the tokens from the set target2 (e.g., drop).
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5.1.2 Experimental Procedure

To answer R(Q),, we applied our filtering procedure to all the commits con-
tained in the dataset by Eng et al. [27]. Thus, we obtained a subset of 1,200
commits matching at least one of the two queries reported in Fig. 5.2. The pro-
cess is performed by randomly picking one commit at a time, for each query, until
a sample of 400 validated commits is reached (5% margin of error, 200 per query)
in line with previous work [58]. The validation was performed manually by two
of the authors, from now evaluators, on the commit messages and the change.
During the process, the changes that are (i) false positives wrongly selected by
our heuristic approach, (ii) not publicly available anymore, and (iii) duplicated
(i.e., from forked repositories). An example of a discarded false positive is commit
0313392 from the repository hypothesis/bouncer,® where the author explicitly
reported in the commit message: “[...] the resulting image is slightly larger [...]
but there is plenty of room to reduce the image size in other ways”. The query
matched the words reduce, image, and size, but the commit has been excluded
since it negatively impacts the image size. Another example is commit bb96380,*
which aims at reducing the image size according to the commit message. How-
ever, the change itself has no impact on the image size, since it only adds the yum
update operation in an existing RUN instruction. In the end, the valid commit
we considered is 383, corresponding to 369 repositories. In addition, during the
manual validation, the evaluators explicitly annotated if the commits only reduce
the build time, decrease the image size, or both: Indeed, some of the commits we
selected for one of the aspects were also aimed at improving the other one.

Next, the two evaluators manually annotated the commits with one or more
tags to describe the type of change. They obtained a “substantial” agreement
rate (k = 0.71) [60]. Followed a cross-validation phase, which involved both the
two original evaluators and another additional evaluator (i.e., three, in total) to
discuss and resolve the conflicts.

Finally, following a card-sorting inspired approach [113], two evaluators cate-
gorize the annotated tags and organize them in a taxonomy. More specifically, the

two annotators started with a first-round aimed at abstracting the tags. Then,

3https ://github.com/hypothesis/bouncer/commit/@313392
4https://github.com/cropgeeks/docker/commit/bb96380
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followed two more rounds in which they grouped similar changes. In the end,
they discussed the obtained tags and ordered them into macro and subcategories
to build a first draft of the taxonomy. A final round followed in which the two
annotators double-checked each tag and the assigned category, by renaming and
reordering them when needed. After this, the final version of the taxonomy has
been obtained. For each change reported in the taxonomy, we report the num-
ber of occurrences and which aspect it improves (i.e., build time, size, or both).
We report and discuss in detail the taxonomy by reporting some representative
examples for each category. The entire experimental procedure is summarized in
Fig. 5.1.

To answer R(Q)2, we select a subset of the evaluated changes in order to build
the Docker images before and after the patch to measure the impact in terms of
size and build time. The aim is to conduct a preliminary analysis to measure
the impact of the changes we identified in R(); on the final Docker image. In
detail, we selected all the annotated commits in RQ); corresponding to only one
tag (i.e., 226, in total) to ensure that the change has only one specific aim. Next,
for each resulting commit, we automatically (i) fetched the whole repository, and
(ii) if the commit modifies only one Dockerfile, we checked both the revision
in which the improvement has been applied and the one before. To achieve
this, first, we cloned the repositories, then we used PyDriller® to extract the
commit metadata. We searched among the modified files for Dockerfiles (i.e., the
file name in lowercase matches the pattern “%dockerfile%”). In case of merge
commits, we select the commit corresponding to the last modification of the
analyzed Dockerfile. In the end, we obtained after and before-change revision
pairs, where the change is aimed at improving either the image size or build
time. First, we perform a test build for the Dockerfile snapshot after and before
the change. This is to (i) verify that the build is working, and (ii) check and pull
the base image used in the Dockerfile. Subsequently, we systematically performed
the build of the Dockerfiles snapshots after and before the change. We executed
those builds on a dedicated Ubuntu server VPS, with 6 vCPUs and 16GB of
RAM. We built only one snapshot at a time to avoid any kind of bias in the

measurement, and we used a paid DockerHub plan to mitigate the pull rate limit

Shttps://github.com/ishepard/pydriller
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of the Docker Hub APIs. We used two different procedures based on the type
of change. As for changes impacting the build time, we repeated the build 10
times both before and after and we measured the time needed in both cases. We
did this because the build time might be slightly different among different builds
because of other background processes running. Anyway, to reduce their impact,
we ran the experiment on a dedicated machine and made sure that no unnecessary
process was executed in the background during the experiment. Since the base
image has been pulled during the test build, the build time is not affected by
the time required for downloading it, which depends also on the base image
size. We perform each build using the option --no-cache: This ensures that
the build was performed for each layer without using the layer caching system
of Docker. We did this to avoid that layers built in the previous run being re-
used, thus making the second and successive runs much shorter than the first
one. We used a build timeout of 1600 seconds to handle cases in which the build
stuck. This is used in studies performing a similar procedure [13, 97]|. Instead,
for the changes impacting the image size, we executed a single clean build of the
Dockerfile snapshots in their original build context (i.e., source repository). In
this case, indeed, the measure we take is deterministic. We executed separately
the build for the changes improving the image size and the build time, for a total
of 123 and 105, respectively, with two changes improving both image size and
build time.

We discarded the commits in which the build failed either for the snapshot
after or before the change. Investigating the reasons behind the failed build, we
noticed that in a lot of cases, the build failure is related to package installation
errors (e.g., not found in package repositories). Enabling those builds requires a
manual intervention to fix those issues, and thus altering the original Dockerfile.
In other cases, the Dockerfile requires specific settings (e.g., build argument or
environment variable). Since we are not able to define those settings or, otherwise,
they could lead to different outcomes (i.e., they can influence the build behavior-
inducing bias), we considered only the snapshots that we are able to build without

specific settings.

In the end, for each commit pair, we obtain and report the image size before
and after the change, and the build time resulting from the 10 different builds. We
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report the average improvement for changes aimed at improving image size and
build time. In addition, for changes improving build time, we perform a Mann-
Whitney-U test to measure the significance of the change improvement [128]. The
null hypothesis is that there is no difference between the build time before and
after the change. We also report a quantitative measure for the effect size [128§]
(i.e., Cliff’s Delta®).

5.1.3 Data Availability

The tagged data and the raw results of our experiments are publicly available

in our replication package [3].

Shttps://pypi.org/project/cliffs-delta/
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Figure 5.3: Taxonomy of changes reducing build time and image size for Docker-
files and Docker images. The total number of occurrences are reported for each
category and sub-category. Additionally, each attribute has a badge if the change
reduces the image size (S), the build time (B), or both (S and T).
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5.2 Empirical Study Results

In this section, we report and discuss the results of our study.

5.2.1 RQ.: Which changes do developers apply to improve

the tmage size and build time of Docker images?

We report in Fig. 5.3 the taxonomy of changes applied by developers to reduce
the build time and image size of Dockerfiles and Docker images. We report, for
each category, the number of occurrences of that type of change. Moreover, we
report the single change as an attribute having the number of specific occurrences
and a badge indicating if the change reduces the image size (S), the build time
(T), or both (S and T). We assigned a total of 528 tags grouped in 4 different

macro-categories, as described in the following.

e Debloating: Describes changes aimed to remove or avoid unnecessary files

and dependencies during the build process of the Dockerfile;

e Dockerfile Architecture: Describes changes aimed at improving Docker-
files by performing structural modifications, such as joining instructions

or changing the base image.

e Caching: Describes changes aimed at using the caching procedure during

the build of Docker images in a more efficient way;

e Tweaks: Describes changes aimed at optimizing the usage of tools for build

and dependency installation;

The most frequent changes are categorized as Debloating (45%), followed
by Dockerfile Architecture (32%). Categories Caching and Tweaks are the less
frequent (18%) and 5%). The changes in Debloating mainly impact the final
image size, while those in Tweaks and Caching the build time. On the other
hand, changes in Dockerfile Architecture mostly impact both aspects. In the

following, we describe them in detail by reporting some examples.
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X @@ -9,5 +9,7 @@ MAINTAINER 1 _
9 9 # install java and texlive as a dependency
10 10 RUN apt-get -y update && \
11 11 apt-get install -y \
12 - openjdk-8-jre
12+ openjdk-8-jre \
13+ && apt-get clean \
14 + && rm -rf /var/lib/apt/lists/*
13 15

Figure 5.4: Example of a “Debloating” change, aimed at removing the apt cache
and sources lists.

Debloating

To reduce the clutter in Docker images, developers remove the additional data
used by package managers (86 occurrences), i.e., by performing a cleanup of the
packages, data, and cache during the installation of dependencies. This kind of
change mainly aims to reduce the image size. For example, when installing a
dependency using the apt package manager, a common pattern is to run apt-get
clean, remove apt lists and the used cache. In some cases, running additionally
the command apt-get autoremove could also contribute to remove unnecessary
files. In Fig. 5.4 we report an example for remove apt-get lists and apt-get
clean/autoclean changes, proposed in commit fdcebf4.” Specifically, apt-get
clean and the removal of the sources lists have been added right after calling
apt-get install to install packages.

Other types of changes are focused on the removal of wasteful data (80 occur-
rences). Examples are excluding development dependencies from the final Docker
image or removing temporary files (e.g., removing /tmp/* and /var/tmp/*). An-
other typical change consists in the introduction of a .dockerignore file. Such
a file contains patterns of files that should be excluded from the build context.
This change has a positive impact on both the build speed (i.e., smaller context
to handle) and the size, as it might reduce the number of files that are copied in
the image through COPY or ADD instructions. Also, excluding files from the build

context allows to speed up the overall time required for the build.

Thttps://github.com/binfalse/docker-debian-testing-java8/commit/fdcebf4
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@ -1,10 +1,8 @@

1 — FROM ubuntu
1 + FROM dockheas23/ut-haskell-base:v1l
2 2 MAINTAINER € _ ~ .~ = >
3 — RUN apt-get update && apt-get install -y cabal-install ghc git libghc-zlib-dev
4 3 RUN git clone https://github.com/Dockheas23/ut-haskell /opt/ut-haskell
5 4 RUN mkdir /opt/ut-haskell/log
6 5 RUN touch /opt/ut-haskell/log/{access,error}.log
7 — RUN cabal update
8 6 RUN cd /opt/ut-haskell && cabal install
9 7 EXPOSE 8080

=
S
©

CMD cd /opt/ut-haskell && /root/.cabal/bin/ut-haskell -p 8080

Figure 5.5: Example of a “Dockerfile Architecture” change in which the base
image is replaced with one including haskell dependencies.

Finally, developers often aim to reduce the number of layers in the Docker
image (71 occurrences) to reduce both the image size and the build time. To do

this, in most of the cases, developers join several RUN instructions in a single one.

Dockerfile Architecture

The most frequent type of modification from this category is the change of
the base image (106 occurrences). Developers usually prefer a smaller variant
of the same Docker image (64 occurrences), e.g., python:3.11-alpine instead of
python:3.11. In particular, in 38 of these cases, developers adopted the alpine
flavor of the same base image, which is typically smaller. Alternatively (42 oc-
currences), they switch to a completely different base image because it is smaller
(e.g., from ubuntu to debian), or else reduces the build time because it embeds
some required dependencies (e.g., from ubuntu to one already including python).
Thus, the installation steps for those dependencies are removed from the Dock-
erfile reducing the overall build time. An example of a Base Image change is
reported in Fig. 5.5 (from commit 0879533%). In detail, the generic ubuntu base
image is replaced with a more specific one containing already the required haskell
dependencies, avoiding installing them after in the Dockerfile.

Another frequent operation is adding or modifying Build Stages (49 occur-

rences) of the Dockerfile. In this case, developers more often restructure the

8https://github.com/Geeroar/ut-haskell/commit/@879533
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@ -1,9 +1,19 @@

1 1 FROM python:latest
2
3 - COPY . /
3 + COPY requirements.txt /
4 4
5 5 RUN pip install -r requirements.txt
6 6
7 + COPY ./Mongo /Mongo
8 + COPY ./Postgres /Postgres
9 + COPY ./Neo4j /Neodj
10 + COPY ./Enums /Enums
11 + COPY ./ElasticSearch /ElasticSearch
12 + COPY send.py /
13 + COPY settings.py /
14 + COPY api.py /
15 +
16 +
7 17 EXPOSE 5000
8 18
9 19 CMD [ "python", "./api.py" ]

Figure 5.6: Example of a “Caching” change in leveraging the layer caching to
optimize the build.

Dockerfile enabling multi-stage builds (46 occurrences). This consists of group-
ing the Dockerfile instructions in separate stages, corresponding to isolated steps
of the build process executed in a new Docker image. This allows to discard
temporary files, reducing the size of the final image (used as the final step), and
easily handling the build dependencies (e.g., using a pre-built image) reducing
also the build time.

Finally, developers radically change the way they containerize their software
by splitting a single Dockerfile into several ones. As an example, they sometimes
extract several instructions and define a new Dockerfile; the resulting image is
used as the base image of the remainder of the Dockerfile, which is the main one.
This type of modification allows developers to reduce the build time of the main
image (since part of the build is now a Docker image that is cached and rarely
requires to be built again) and the build size (since the base image can be further

optimized, e.g., by compacting its layers).
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Caching

The changes in this category consist mainly of modifying the instruction order
(Sort Instructions, 81 occurrences) to improve the usage of the layer caching
during the build. This means, for example, moving the COPY instruction at the
bottom of the Dockerfile (43 occurrences). Since the source files are those that
usually change, it will result in a faster build, especially during development.
Another common operation is to copy and install the requirements before copying
sources or performing other operations, in order to reduce the build time (21
occurrences). The most common example (Fig. 5.6) is to copy only the Python
requirements. txt before installing the requirements separately from the other
sources. This will leverage the Docker cache speeding up the next build when
updating the source code files.’

Interestingly, developers need to avoid caching in package managers as a
generic mechanism sometimes to reduce image size (8 occurrences). Indeed,
while caching at the Docker level is positive (e.g., the previously-mentioned layer
caching mechanism), using the cache of the package managers during the build is
mostly negative. Such a mechanism, indeed, increases the image size (the cache
is inside the resulting Docker image) but it does not speed up the build since
those files will be discarded in the next build (or the layer caching mechanism
will take over whatsoever). This is why developers tend to use options to avoid
caching in apk, pip, and bundle.

Finally, developers apply more specific changes to enable the use of caching
in a few cases (7 occurrences). For example, we found that in some cases (3
occurrences), developers adopt an external VOLUME with the dependency cache

and mount it during the build to speed it up.

Tweaks

The less occurring changes are those aimed at optimizing the usage of tools
(Tool-specific, 5 occurrences) and Install Operations (21 occurrences). An ex-

ample of the first is switching to a more efficient tool (i.e., from npm to yarn).

10

This change helps to reduce the build time'”. For the latter, developers avoid

9ht'cps ://github.com/detiuaveiro/social-network-mining/commit/@20d5c3
Ohttps://github.com/pnpm/benchmarks-of-javascript-package-managers
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1 @@ -27,8 +27,8 @ RUN git clone https://github.com/Y-modify/deepl2 --depth 1 \
27 27 && cd deepl2 \
28 28 && git clone https://github.com/openai/baselines —-depth 1 \
29 29 && sed -i -e 's/mujoco,atari,classic_control, robotics/classic_control/g' baselines/setup.py \
30 - && pipenv install baselines/ \
31 - && pipenv install
30 + && pipenv install baselines/ --keep-outdated \
31 + && pipenv install --keep-outdated
32 32

Figure 5.7: Example of a “Tweaks” change avoiding the upgrade of the depen-
dencies installed using pip.

dependency upgrades (5 occurrences) or they compile sources for fewer versions
or targets (6 occurrences) to reduce build time overheads. We report an example
for Avoid Dependency Upgrade in Fig. 5.7, in which the flag --keep-outdated

prevents the upgrade of pip packages before installing.!!

Q Summary of RQ;: Four main types of changes are performed by develop-
ers to improve the image size and build time of images: Those for Debloating
(45%), changing the Dockerfile Architecture (32%), optimizing Caching (18%),
and installation Tweaks (5%).

5.2.2 RQs: To what extent does the applied changes impact
image size and build time of Docker images?

From a total of 226 changes, we were able to successfully build only 25% of
the pre- and post-change snapshot pairs, for a total of 42 changes reducing the
size and 15 reducing build time. Two of those instances are in common (i.e., they
improve bot size and time). We obtained a relatively high failing rate, mainly
related to missing dependencies and, in some cases, missing build ARGs or ENVs. An
example is the Dockerfile from jakowenko/watchtower repository. Specifically, the
commit 0006c06 changes the node base image with an alpine flavor.'> However,
the build failed due to a missing package in the alpine package repository. The

error message was “unable to select packages: python (no such package): required

https://github. com/Y-modify/deepl2-infra/commit/@edeesb
12https://github.com/jakowenko/watchtower/commit/0006c06
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Table 5.1: Summary of the build results for changes reducing the build time.

Repo Commit  Change p-value  Effect Size % Improv.
BluezTestBot/action-patchwork-to-pr —a44d2cc choose a different base image 0.0001 large ]
ebimodeling/ghgvcR 020fb32  choose a different base image 0.0001 large |
junron/hwboard 1453c38  remove unused/unnecessary binaries and deps. 0.0002 large |
GiedriusStasiulis/sep6-ng-app-repo a5f566¢c  remove layers 0.0002 large |
tlumist/nenn c1a8165 move dependencies install at top 0.1383 1
briancwy/Imported f70cfee move dependencies install at top 0.1314 |
stevesbrain/bitlbee-docker cfcblel  join RUNs 0.0476 large |
elixir-cloud-aai/mock-TES 020aale  move sources copy at the bottom 1.0000 |
thinca/dockerfile-vim 2c5b3ba  use wget instead of curl + git 0.1852 |
pyrkcommunity/proposal-generator fec50e7  copy/install requirements beforehand 0.7311

politics-rewired/Spoke 6bde2df use multi-stage build 0.3434 |
uroesch/docker-pa-wine 6f9961d  split RUNs 0.4488 |
ghour/wave f9508e1  split RUNs 0.0012 large | |
histographer/wizard-backend 8faca93 cache dependencies 0.0050 large ||

Table 5.2: Summary of the build results for changes reducing the image size.

Improvement

Change o o

% Avg. % Std.  Counts
choose a different base image I 1/1
remove unused/unnecessary binaries and deps. 0.17 2/2
use multi-stage build I 0.33 10/11
change base image variant | 0.27 11/11
remove unused packages | 1/1
cache dependencies [ 1/1
join RUNs [ 0.37 5/6
move dependencies install at top [ 1/1
yum clean | 1/1
remove build/install deps. and sources | 0.05 2/3
remove apt-get lists [ | 0.13 2/2
remove apk cache 1 1/1
apk ——no—cache 1/1
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Figure 5.8: Summary boxplots for changes aimed at reducing the image build
time.

by: world[python/”. Note that the high build failure of previous project snapshots
is a well-known problem in the literature, both in the context of CI/CD [118§]
and, specifically, related to Docker [130]. We excluded from the analysis commit
a2fbb37'3. 1In fact, it resulted in reducing the build time by 10 seconds, on
average, but this improvement could not be related to the type of applied change
(i.e., move sources copy at the bottom). Therefore, that improvement must come
from other factors and operations performed in the Dockerfile, and not the change
itself.

Build Time

We report in Table 5.1 the results of the image builds performed for changes
aimed at reducing the build time. We also report in Fig. 5.8 the boxplots de-
scribing in detail the executions performed to measure the impact on the build
time for the changes aimed at its improvement.

The most impacting changes are those aimed at changing the base image with

a better one (by almost 100%), along with removing unnecessary dependencies

13https://github.com/rajmohanaravinth/Hello-world1/commit/a2fbb37
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and binaries (by 47%), and moving sources copy at the bottom (by 42%). The
same is not true for changes aimed at enabling dependency cache (66% worse) and
split of RUN instructions (15% worse), with a large effect size. Note that, given
our experimental setup, we did not expect to observe a positive impact on the
cache (we disabled it). Therefore, those changes might still reduce the build time
when the code is changed and Docker caching is enabled. Still, we show that this
has a cost on the first build, which takes significantly longer. Commit 8faca93 of
the repository histographer/wizard-backend!* provides an interesting example
of this: As specified in the commit message, the maven dependencies are cached

to reduce the time in case of successive rebuild.

Image Size

We report in Table 5.2 the results of the image builds performed to mea-
sure the magnitude of the changes aimed at reducing the image size. For each
change, we report the percentage of improvement (% Avg. and % Std., measured
in MB), excluding the cases in which the image size has been increased. For each
type of change, we report the count of those that actually bring an improvement
(Counts), over all of the evaluated. Also in this case, the changes that allow
developers to reduce the image size the most are choosing a different base image
(-88%) or a smaller variant (-69%), along with the removal of unnecessary depen-
dencies (-75%). Note that the magnitude of the size reduction due to the change
of the base image strongly depends on the specific context (i.e., the previous base

image and the current one).

Using multi-stage builds also has a huge impact (-70% size). The same is not
true for changes aimed at removing package lists (-11%) and cache (-6%) for apt.
The change did not reduce the image size in three of the analyzed cases, namely
one for use multi-stage build, one for join RUNs, and one for remove install/build

dependencies and sources.

Mhttps://github.com/histographer/wizard-backend/commit/8faca93
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Q Summary of RQ,: Changes aimed at choosing a different base image are
the most effective in reducing the final image size (by 88%) and build time
(by ~99%). Removing apt-get lists and cache, even if common, has a small

impact on image size (by 6-11%).

5.3 Discussion

In this section, we provide some takeaways extracted from our results, together
with the implications of our findings.

@ Finding 1. Choosing an efficient base image is key. Choosing a better
base image in terms of size or embedded dependencies is the most impacting
change to improve performance. In fact, it is the most frequent change performed
by developers (106 occurrences), and it allows to obtain a significant reduction of
the final image size and build time. A simple rule to select an efficient base image
is to rely on official Docker images, as suggested by the results of Chapter 6. Even
better if they embed some of the required dependencies by the application to be
contained since it avoids the explicit installation of those dependencies from the
Dockerfile reducing the build time. Analyzing more in detail the changes collected
in RQ1, developers usually switch to the alpine variant of the same base image,
or, in general, they adopt the alpine base image.

@ Finding 2. The cost of the change can be more than the im-
provement. Some changes attempt to provide an improvement, resulting in
being small, but end up degrading the build time or image size since they intro-
duce additional overheads. An interesting case is commit 055a81d,'® in which
the removal of build and install dependencies increases the build size. This is
probably because each added RUN instruction produces a layer causing a space
wastage. Thus, the space recovered by removing those dependencies is lower than
the space occupied by the new layers.

@ Finding 3. Some changes are useful only for specific usage pat-
terns. Changes like caching dependencies or copy/install requirements before-
hand are not effective in the first build of the image (see the results of RQ2), but

15https://github.com/rlegrand/dvim/commit/@55a81d
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effective in successive builds. This pattern is positive when Dockerfiles are locally
used for development, for which it is required to frequently run a build to test the
containerized product. However, the contrary is true when they are integrated
into CI/CD pipelines that do not rely on caching. The design of our experiment
did not target this kind of change. Other types of changes might have a positive
impact on one of the aspects we considered and a negative one on the other.
This is true, for example, for deciding whether to join or split RUN instructions.
While joining them can result in a reduction of both built time and image size,
the second one can only be useful to reduce the build time when rebuilding the
same Dockerfile. This is because, when using the layer caching, only the changed
ones are rebuilt while the others are kept in the cache.

@ Finding 4. Rebuilding past snapshots is not as easy as it should
be. The evaluation conducted in R@s gives information about the impact of
the changes in real Dockerfiles from open-source repositories. Docker by design
aims to make builds reproducible over time. This is not true for cases in which
there is poor maintenance (i.e., outdated Dockerfiles [135, 137]) or design issues,
such as code smells [13]. Specifically, in our case, we were able to build only
25% of the pre- and post-change snapshot pairs. The literature shows that build
fails are commonly diffused in open-source Dockerfiles [130]. This serendipitous
finding calls for a more in-depth investigation of the causes of such a phenomenon.
A large-scale evaluation is needed to be conducted in this direction. The high
failing rate of Dockerfile builds could be mitigated by evaluating existing repairing

approaches [45], or else by manually applying those patches.

5.3.1 Implications

A part of the changes reported in our taxonomy (Fig. 5.3) are in line with
the best writing practices suggested by Docker [18]. Examples are using multi-
stage build and join RUNs. Moreover, the existing catalogs of writing violations
(i.e., Dockerfile smells) cover also a part of those changes [1, 44]. We report in
Table 5.3 the changes identified in our study, compared with existing catalogs
and works from the literature. Our investigation proposes 39 new practices. In
some cases, the practice is similar to existing ones but extended to a different

tool or platform. An example is the usage of --progress flag with npm, which is
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Table 5.3: Summary table of the identified changes that are in overlap with
existing catalogs, i.e., Docker Official guidelines [18] (Off), hadolint tool [1] (Ha),
Binnacle [44] (Bi), DRIVE [146] (DR), DOCKERCLEANER [9] (DOC), and the study
of Ksontini et al. [58] (Ks). We reported the cases in which there is a partial ()

or full (V) overlap.
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conceptually similar to rule DL3047 from hadolint. It is worth noting that some
of the practices we identified and not present in any previous catalog, like the
change of the base image variant, are very frequently adopted by developers and
have a substantial impact on either build time or image size.

Thus, by combining our results with existing smell catalogs, we provide a
clear direction of what kind of issues researchers and tool builders should focus
on. In particular, future research should focus on approaches aimed at suggesting
the modifications that require particular effort by developers to apply. An exam-
ple can be the definition of approaches for the automated refactoring of complex
Dockerfiles as multi-stage builds. Also, approaches that can suggest what are
the unnecessary dependencies and sources that can be removed, taking as input
a Dockerfile. Last but not least, recommending developers a better base image
replacement can have a high impact on performance improvement. In this di-
rection, existing approaches for base image recommendation could be adapted to
this specific aim [54, 143].

5.4 Threats to validity

In this section, we report the threats to the validity of our study.

Construct Validity. We assumed that the commits selected by the two
queries have a concrete impact in terms of build time and image size. However,
this could lead to false positives in terms of changes in which the commit mes-
sage reports the intention of an improvement, but the change itself is not able
practically to provide any improvements. An example is commit bb96380 from
cropgeeks/docker!S: It is not effective in reducing the build time of the image
(i.e., it will result in a negligible improvement). The manual validation step per-
formed by the annotators, and the subsequent discussion with a third author,
allowed to avoid those cases. The same is true for the presence of false negatives:
The only measure we could take to mitigate this threat is to design simple and
generic queries to get the most out of the commit of interest.

Internal Validity. We used two different queries when we extracted the

commits. However, they can seem to be very simple (i.e., only keyword match-

L6https://github.com/alubbock/thunor-web/commit /c77ccbb
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ing) and lead to false positives. We avoided using complex queries to avoid sample
bias in the commit selection. Also, we manually validated the selected commits
to remove any false positives. There is a possible subjectiveness bias introduced
during the manual annotation of the change applied by each commit. We miti-
gated this by adopting a conservative approach, i.e., we did not “interpret” the
commit change, but we mainly relied on information provided by the commit
message. Also, the process has been executed independently by two different
annotators discussing and resolving conflicting tags.

External validity. The taxonomy proposed in our study is based mainly on
open-source Dockerfiles. This means that there could be some differences when
applied in an industrial context. As a plus, the practices that are captured in
our taxonomy cover some of those suggested in the official Docker guidelines [18]
and as code smells [1]. This means that our findings are an enrichment of the

existing practices.

5.5 Final Remarks

Optimizing the resources used by Dockerfiles and Docker images is one of the
most important aspects in which developers invest their effort. In this chapter,
we presented an in-depth empirical evaluation of the changes performed by devel-
opers in the open-source to improve the performance of Docker images in terms
of image size and build time. First, we extracted a set of changes, reducing the
build time and image size, from open-source git repositories. We selected them
by combining NLP techniques and manual validation to exclude false positives.
Then, we tagged the applied operations aimed at reducing build time and image
size and we grouped them in a taxonomy of changes. We quantified and reported
the practical impact by building pairs of Dockerfile snapshots pre- and after-
those changes were applied.

In summary, the takeaways of this chapter are the following:

e Developers mainly reduce the build time and image size of Dockerfiles by
removing unnecessary dependencies and binaries, switching the base image

with a more efficient one, and optimizing the usage of cache;
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e The change impacting the mos by reducing both image size (by 88%) and
build time (by ~99%) is the replacement of the base image with a more

efficient one;

e In some cases, the cost of the change is more than the improvement it

provides (e.g., removing build and install dependencies);

e Changes aimed at enabling caching and optimizing the instruction order are
not effective in the first build of the image, but they improve the successive
re-builds.

A future contribution, in the same direction, could be a large-scale study
aimed at measuring the impact of the changes we found on both image size and
build time. Such a study is difficult to conduct due to the high failing rate of
existing Dockerfile snapshots. This challenge could be mitigated by (i) adopting
approaches for the automated repair of Dockerfiles, such as Shipwright [45], or

(ii) manually fixing the issues in failing Dockerfiles.
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CHAPTER 0

Understanding What Quality Aspects Characterize
the Adoption of Docker Images

When writing the Dockerfile for a given application, developers usually start
from a pre-existing image containing the basic dependencies needed. For exam-
ple, to containerize a Java application, it will be necessary to provide the Java
Runtime Environment (JRE): Therefore, a base image with the JRE could be
adopted. However, many alternative images exist that provide the same (or anal-
ogous) dependencies, and developers find it difficult to search for Docker images
on DockerHub [8, 51]. As we discussed previously, several studies in the literature
investigated different types of quality features and metrics for Docker images. In
general, we can group those features into two distinct groups. The first is com-
posed of i.e., externally observable features, which influence their adoption as
they are what developers and image users can observe when they have to choose
a Docker image to use. Such features include, for example, the image size [5§]
related to the resources that the image will use, and the presence of software vul-
nerabilities [109, 73, 137] which can lead security risks. Such externally observable

features are influenced by a second group of features, namely configuration-related
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features. Those features describe related development aspects of the Dockerfiles
that might positively or negatively affect the resulting Docker image. Examples
are the presence of Dockerfile smells [129, 66] which can lead to the introduction

of security issues [137].

Static analysis tools can support developers to follow best practices in Dock-
erfiles [1, 44, 132| and, thus, minimize the presence of internal quality issues.
However, they may not be sufficient to assess the absence of code smells [70].
Despite such exemplary features and the presence of a plethora of studies that
focus on specific quality issues, the literature lacks a general view of what are
the externally observable and configuration-related features of Docker images
and Dockerfiles. Similarly, to the best of our knowledge, it is unclear (i) how
externally observable features impact developers’ preferences when they have to
choose a Docker image, and (ii) the impact of configuration-related features on

the external ones.

In this chapter, we aim to fill these gaps. First, we reviewed 31 papers to define
a comprehensive taxonomy of externally observable features and configuration-
related features features of Docker images and Dockerfiles. Then, we conduct
an empirical study on a dataset of 2,441 open-source Docker images. We aim at
finding out what external features impact the developers’ preferences in terms
of actual adoptions (i.e., how frequently they appear in the FROM statements of
app-specific Dockerfiles) and perceived quality, intended as the prominence of a
Docker image over others (i.e., number of stars on DockerHub). Our results show
that, as expected, official Docker images have a positive relationship with both
adoptions and prominence. Besides, both image size and the number of exposed
secrets (i.e., a metric related to security) negatively impact the developers’ pref-
erences. Interestingly, the number of vulnerabilities only impacts the prominence
of the image, but not the actual number of adoptions. This result suggests that
developers are aware that some problems affect the quality of the images, but
this does not change their behavior when they have to choose a Docker image
to use (mostly because they are not aware of alternatives [51]). Moreover, our
results show that the less the number of SLOC, the less the occurrence of vul-
nerabilities as also shown in previous studies [4, 92]. In the same way, the image

size decreases when the number of LOCs decreases. This means that a smaller
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image size has a positive impact on the developers’ preferences. Also, we found
no relationship between the presence of Dockerfile smells and any of the external
features. Shell script smells, instead, have an impact on security-related features.
However, there are some exceptions. This is mainly because, as we performed
a correlation study, it can not be implied causality based on these results. For
example, not all instructions (in terms of SLOC) directly impact the image size.
This not apply when removing instructions like EXPOSE or LABEL. On the other
hand, shell script smells are not always related to security. It is proven that ma-
ture Docker images tend to have fewer security issues [109], despite the number
of smells.

To summarize, we provide the following contributions:

e We define a taxonomy of metrics and attributes extracted from a total of

31 research papers through a literature review;

e We conduct an empirical study on a total of 2,441 Docker images to evaluate
which external features developers consider important in terms of adoption

or to positively evaluate Docker images;

e We find out what are the configuration-related features that affect the exter-

nally observable features that are related to the adoption of Docker images.

The rest of the chapter is organized as follows. In Section 6.1 we describe the
procedure used for building the taxonomy of features and metrics of Dockerfile
artifacts. In Section 6.2 we present some hypotheses related to the impact of
the quality features on developers’ preferences. In Section 6.3, we present our
empirical study to evaluate the impact of the quality features on the developers’
preferences. We discuss the results in Section 6.4, and the threats of validity in

Section 6.5. Finally, in Section 6.6 we provide final remarks and future directions.
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Table 6.1: Inclusion and exclusion criteria for the selection of primary studies.

Inclusion Criteria

IC1  The paper has been peer-reviewed (published either in a journal or in the
proceedings of a conference)

IC2  The elements treated are either Docker images or Dockerfiles

IC8  The paper title or abstract contains the keywords quality and Docker in the
title, or is explicitly referenced by another paper matching this criterion and
contains quality-related keywords (e.g., refactoring, smell, bug)

I1C4  The paper focuses on non-functional aspects of Docker images or Dockerfiles
related to quality

Exclusion Criteria

EC1 The paper is not written in English language

EC2 The paper is not published by IEEE, ACM, Springer, Elsevier

EC8 The paper focuses on aspects related to the architecture of Docker images
(e.g., storage system)

EC4  The paper is not presenting quality metrics for Docker images or Dockerfiles

EC5 The paper is not a technical article published in a journal or in the proceedings
of an international conference/workshop

6.1 Discovering External and Configuration Fea-

tures of Docker Artifacts

In this section, we present the preliminary study we conducted to collect
the quality features and metrics of Docker images and Dockerfiles. We first
present the methodology we used for collecting and analyzing relevant papers
on Dockerfile quality, from which we aim at extracting knowledge, and then we

present the obtained results.

6.1.1 Methodology

The goal of this preliminary study is to collect a set of configuration-related
features and externally observable features of Docker images and Dockerfiles. To
achieve this, we conduct a literature review of scientific articles about Docker
quality, and we qualitatively analyze them to extract the information related to

features and metrics. We have not performed a rigorous Systematic Literature



112 Chapter 6. Quality Aspects Characterizing the Adoption of Docker Images

Figure 6.1: Taxonomy of external and configuration features and metrics. For
each feature, the number of references from the literature is reported. For each
metric, an up or down arrow indicates if it is positively or negatively correlated

to the feature it measures.
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Review (SLR) on quality aspects because the topic is too broad, and it would
have been outside the scope of this step (i.e., selecting quality metrics). We

describe below, in detail, the procedure we followed.

Identification of Relevant Articles

We searched for studies regarding Docker quality, as a general topic. To do
this, we relied on Google Scholar, and we used the generic query “docker quality”.
We collected a core set of articles that conduct studies on the quality of Docker
images and Dockerfiles. Specifically, starting from the first paper returned by
Google Scholar, we considered all subsequent papers stopping when the title
and abstract did not contain the keywords docker and quality (~ 30 results).
We defined a set of inclusion and exclusion criteria, reported in Table 6.1, for
selecting the articles of interest. After having collected the first set of papers, we
read their titles and abstracts, and we verified the criteria IC1, IC2, ICS3, EC1,
EC2, EC5. At this stage, if we were not sure whether any of the used criteria were
met, we kept the paper. Next, we used snowballing (i.e., we analyzed the relevant
references of the selected papers) and looked for more recent papers citing them
by relying on, again, Google Scholar. We used the previously described process to
filter them and include, in the end, only the possibly relevant ones. We applied a
less strict filter on the title and abstract, also looking for words related to quality
improvements (e.g., refactoring, technical debt, repair) or quality-related aspects
(e.g., smells, build failures, security, performance, bugs). Finally, we carefully
read the whole papers and filtered them using all the inclusion and exclusion
criteria. In total, we analyzed 75 articles. We excluded 44 of them, and we were
left with a total of 31 relevant articles to analyze in the next steps.

In terms of editorial collocation, most of the papers we selected were published
in the proceedings of international conferences (i.e., 23 of 31) while only 7 of
them were published in journals. The most occurring venue is Mining Software
Repositories (MSR), with 5 articles, followed by International Conference on
Software Engineering (ICSE) (4 articles). The temporal collocation is between
2017 and 2022, and most of the articles are from 2019 (16 out of 31). This
is expected, given the fact that Docker was introduced in 2013 and, therefore,

the scientific interest in the adoption of such a tool has started increasing only
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recently, following the adoption by developers of open-source software, for which

data are easily accessible.

Qualitative Analysis Methodology

We analyzed the selected articles to find out the discussed metrics and fea-
tures related to quality from the literature. For extracting the information of
interest, we adopted the card sorting approach [113]. We identified, for each
paper, the quality features and the possible metrics defined to measure them.
Two of the authors, independently, assigned one or more tags to each article by
distinguishing tags related to the quality features and the ones related to the
quality metrics. Given the set of assigned tags for each category (features and
metrics), we analyzed them, aiming at using a unique expression when the two
evaluators used different tags for expressing the same concept (e.g., “image size”
and “size”). The two evaluators discussed the cases in which there were conflicts

on the assigned tags, aiming at reaching a consensus.

After having completed the tag assignment, we organized the tags related to
the quality features in a first version of the taxonomy. Then, we added to the
taxonomy, as children of the leaf features, all the tags related to the metrics we

identified for such a feature.

The taxonomy is divided into two parts: externally observable features, i.e., what
image users can observe, and configuration-related features, i.e., aspects related
to Dockerfiles and the build process of Docker images. The former, mainly mea-
sured on the Docker image itself, is what the adopters of the image (i.e., artifact)
immediately can see from DockerHub or from the image metadata. The latter
are mainly measured by analyzing the Dockerfile, which is what the developers
primarily see (i.e., source code), or related to the build process which involves
both the Dockerfile and the image (e.g., build time). We assigned an up or down
arrow to report, for each metric, if it is positively or negatively correlated to the

measured feature.
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6.1.2 Taxonomy of Quality Features and Metrics

The resulting taxonomy is described in Fig. 6.1. The boxes with italicized
text indicate the features, while the others indicate categories of features we
introduced in the taxonomy. Also, in Table 6.2, we report the quality metrics
and the papers resulting from the literature review. The numbers in the circular
badges, instead, indicate the number of papers that use the feature. Next, we

describe the categories we identified for both configuration and external features.

Configuration-Related Features

Configuration features are all the features related to the Dockerfiles behind
the Docker images and the build procedure which involves both the artifacts.
Such features are not directly perceived by the users of a Docker image, similar
to how internal code quality aspects (e.g., the maintainability of a software sys-
tem) are not directly perceived by the end users. However, they are important
for the Dockerfile developers, and they might eventually impact some of the ex-
ternally observable features which are, instead, directly perceived by the users.
We identified the following categories:

Build. With this category, we indicate the aspects related to the build process
of the Dockerfile. A slow build, for example, increases the time needed to up-
date the software in production if continuous deployment is adopted. The Effort
feature represents the resources involved in the build process (e.g., time) [142],
while the Status feature indicates the success or failure of the build process (i.e., if
Docker image builds or not) [130].

Evolution. This category embraces the aspects that are related to the evolu-
tion of the Dockerfile. The Code Contributions feature indicates the modifications
made to the Dockerfile in time. The Project Activity feature, instead, describes
the aspects related to the development process, such as team composition. Large
development teams may be better at writing good quality Dockerfiles (i.e., more
technical knowledge) [129].

Script Quality. This category contains all the features strictly related to the
quality of the source code. The feature Violation of Best Practices represents the

presence of Dockerfile smells [129]. The feature Dockerfile Size represents the as-
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pects related to the size of a Dockerfile, such as the number of lines of code. The
Instruction Diversity feature is related to the homogeneity of the source code: A
more heterogeneous code (i.e., source code that has many different instructions)
can lead to misleading developers [142]. The External Resources feature regards
the usage of resources not provided in the original project repository, such as li-
braries or other files downloaded from remote servers [142]. The feature Metadata
describes the use of meta-data in the Dockerfile, such as environment variables
or the LABEL instruction [142]. Finally, the feature Documentation describes the
use of documentation in the Dockerfile [142]. Code comments are an example of
documentation. If the script quality of the Dockerfile is low, it is intuitively more
likely that different kinds of issues arise (e.g., security-related) given the lower
maintainability [129, 66].

Update Status. This last category contains the features that are related
to the maintenance status of a Dockerfile. The feature Base Image captures the
update status of the Docker image used as a base of the Dockerfile. On the other
hand, the feature Dependencies is about the updated status of additional software
packages used in the Dockerfile. If a Dockerfile is not maintained, it is more likely
that some of the dependencies are out-of-date, and this might negatively impact

the security of the whole image.

Externally Observable Features

The external features are related to Docker images, the software artifacts that
derive from a Dockerfile after the build process. Such aspects might be directly
perceived by developers who use the image if, for example, they adopt it as a
base image. We identified the following categories of features:

Officiality. With this first category, we indicate the degree of officiality of
the image or of the developer(s) who published it. It is reasonable to assume that
official images, or images published by trusted developers, are perceived better
by developers because they are preferred over unofficial ones [34].

Performance. The way in which Docker images use the available resources
might be crucial for developers since it also impacts the cost of operation. Image

Size, specifically, is the only relevant feature related to this category, and it
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indicates the storage needed to use the image. Developers tend to dislike images
bigger than necessary (e.g., if they contain unnecessary software packages) [66].

Security. We include, in this last category, all the security-related aspects
of a Docker image. The Best Practice feature concerns the adoption of the main
security best practices of a Docker image. An example of best practice in terms
of security is the usage of a user different from root, as the default user, when
the image is executed. The Inherited Vulnerabilities and Packages Vulnerabilities
features are related to the number of security vulnerabilities found in the image
based on the Common Vulnerabilities and Exposures (CVE) database. The first
one only concerns the parent image of the actual Docker image (i.e., the base
image used in the Dockerfile), while the second one concerns the additional soft-
ware installed in the image. Developers must prefer images that provide all the

necessary security-related features, to avoid security risks [67, 73].

Metrics

Table 6.2 describes in detail the metrics defined in our taxonomy and the
features that they aim at capturing. While most of them were already defined
in the papers we analyzed, we introduced some new metrics and variations of
existing ones to better measure some of the features that compose our taxonomy.
We describe below only the differences with respect to the existing ones, which
are summarized in Table 6.2.

Configuration-related features. We introduced Num. of docker instruc-
tions, a new metric for measuring the Size of a Dockerfile. Such a metric counts
the number of Docker instructions in the Dockerfile. Since each instruction of
a Dockerfile will be converted to an image layer, a Dockerfile having many in-
structions will generally have a higher number of layers. It is worth noting that
the number of instructions might be lower than the LOCs since a single in-
struction might encompass many lines. For the feature Metadata, we defined
two more metrics: Usage of ENV, which measures the number of environment
variables used in the Dockerfile, and Usage of build ARG, which measures the
number of build arguments. Such metrics are inspired by Usage of LABEL [142],
which indicates the presence of the LABEL instruction in Dockerfiles. The metrics

Perc. of comments over LOC and Usage of EXPOSE are additional measures
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Figure 6.2: Dataset extraction procedure. The labels at the bottom show the
number of selected instances up to that step.
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for the Documentation feature. The first one is a variation of a metric defined
by Zhang et al. [142]: While the original version measures the absolute num-
ber of comments, our metric computes the percentage ratio between the number
of comments and LOC. It is expected that the ratio, more than the absolute
number of comments, is important to determine to what extent the Dockerfile
is well-documented. Usually, developers tend to give an explanation comment
of what each instruction does [5]. The last metric we introduced, i.e., Usage of
EXPOSE, is boolean, and it checks the presence of the EXPOSE instruction. Such
an instruction has the purpose of documenting the ports to be used when the
Docker container will be executed.!

Externally observable features. We defined two new metrics for the Secu-
rity/Best Practices feature, i.e., Image user is root and Num. of exposed secrets.
Image user is root is a binary metric that indicates whether the principal user of
the image is root or not: A good security practice, indeed, is to use containers
for which the main user does not have root privileges (i.e., non-root user). Num.
of exposed secrets measures the estimated number of secrets (e.g., passwords or
private keys) stored in the image: A good security practice is to avoid exposing

sensitive data [109]. Therefore, the lower such a metric, the higher the security.

Thttps://docs.docker.com/engine/reference/builder/\#expose
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6.2 Explaining Developers’ Preferences

Software developers implicitly or explicitly express their preferences on Dock-
erfiles in several ways. They can do it explicitly, by starring the Docker image
on DockerHub, or implicitly, by adopting the image in their own Dockerfiles. In
both cases, we hypotize that the external features we identified from the litera-
ture in the previous section influence the developers’ preferences. Specifically, we

formulate the following hypotheses:
Hypothesis 1. Developers prefer images with fewer security issues.

We expect that developers are, to some extent, aware of the security issues
of the images they use and, therefore, they prefer alternatives that do not have

security issues (or that, in general, have fewer of them).
Hypothesis 2. Developers prefer smaller images.

We expect that developers prefer Docker images that, by offering the same

features (i.e., installed software and dependencies), use a lower amount of space.
Hypothesis 3. Developers prefer official images.

We expect that developers prefer official images over non-official ones since

they are guaranteed to provide a minimum quality level.

We also hypotize that configuration features related to the Dockerfiles influ-
ence external features. Developers that use Docker images do not directly perceive
configuration features (e.g., they are not aware of the LOCs of the Dockerfile).
Therefore, we assume that configuration features only have an indirect influence
on the developers’ preferences. Specifically, we formulate the following hypothe-

SES:
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Hypothesis 4. The number of layers and the adoption of bad practices

increase the size of a Docker image.

We expect that features related to the build effort and script quality are cor-
related with an increase in the final Docker image size on disk. The composition
of a Docker image (i.e., layers) is directly related to the build effort in terms
of resource usage. Fewer layers might be related to both less build latency and
less storage used. Besides, we expect that a Dockerfile written following best
practices can produce a more optimized in terms of resources since some best

practices are precisely aimed at this.

Hypothesis 5. The complexity of a Docker image and bad practices in

its development process increase the number of security issues.

A complex Docker image might result in low Dockerfile quality. Thus, we
expect that a more complex Docker image leads to a higher number of security
issues (among other issues), as it has been observed for normal source code [69].
Complexity metrics are related to the presence of security vulnerabilities, to-
gether with the developers’ activity (e.g., team size) [108]. Thus, we also expect
that bad practices in the development process can increase security risks in the

Docker images.

We do not formulate hypotheses regarding the officiality of the Docker image,
since the process behind the assignment of the “official image” badge is well-
known [19].

6.3 Empirical Study Design

The goal of the study is to understand which external features directly influ-
ence the developers’ preferences and which configuration features indirectly do
so (by directly influencing external features). The contezt consists in 2,441 open-

source Docker images used as base images for 10 software applications hosted
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on GitHub, and on 299 Dockerfiles manually associated to a sample of Docker
images from 2,441.

Our study is steered by the following research questions:

RQ1: Can the externally observable features explain the developers’ preference for
a Docker image? With this first research question, we want to know what
external features, i.e., those related to the Docker image, allow to explain
the adoption and the preference expressed by the developers in terms of
adoptions (how many times a Docker image is used as a base image in
Dockerfiles) and perceived quality (prominence measured as the number of
stars on DockerHub). This research question will allow to verify or disprove

hypotheses 1, 2, and 3.

RQs: Are configuration-related features correlated with externally observable fea-
tures for Docker images? With the second research question, we want
to understand which configuration features directly influence the external
features of a Docker image and, thus, indirectly influence the developers’
preferences. This research question will allow to verify or disprove hypothe-
ses 4 and 5.

6.3.1 Data Collection

The context of our study is composed of objects, i.e., Docker images and their
related Dockerfiles. In our study, we built two distinct datasets from the open-
source codebase: Dipyg and Dgre. Dimg is composed of 2,441 instances of Docker
images, associated with the respective number of adoption and the number of
DockerHub stars. Dg. contains a subset of the images from Ding (299) manually
associated with the Dockerfiles used to build them. We use Djy,g for answering
R@; and Dg.. for RQ3. The procedure we used for building such datasets is

summarized in Fig. 6.2 and detailed below.

Dataset of Docker Images and Developers’ Preferences (Dimg)

Mining Adoptions of Docker images Our main objective with Diyg is to

annotate a set of Docker Images with their number of adoptions in downstream
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Dockerfiles and DockerHub stars. While the latter can be easily achieved by using
DockerHub APIs, the former requires mining existing software repositories. To
do this, we use GHSearch [17], which crawls data from open-source software
projects hosted on GitHub providing metadata and statistics such as commits,
contributors, stargazers and the other information related to the repository. We
extracted the metadata for GitHub project repositories, as provided by the tool,
starting from the date when Docker is introduced, i.e., 2013, to January 2022.
Next, we selected only the repositories where “Dockerfile” is among the language
used to exclude projects that do not use Docker. As a result, we obtained a
total of 50,487 projects. Then, we collected all the Dockerfiles from such projects
(182,375, in total) and we extracted their content at the latest snapshot. We
parse the Dockerfiles obtained, and we extract all the base images used (i.e., the
ones which follow the FROM instructions). As a result, we obtained a list of base
images used. Finally, we get the unique images, and we count, for each of them,
how many times they occurred. The final result is a set of 20,425 Docker images
used as base images associated with the respective number of adoption (i.e., how

many times they appear in the FROM instructions).

Annotating Docker Images with Application Besides having the number
of adoption for the collected Docker Images, we also want to annotate them
with the software they provide and its version. This is necessary because, to
answer R(Q)q, we will need to group together all the images providing the same
features and explain the developers’ preferences among them, rather than among
images providing different features. Indeed, let us imagine that we have two
Docker images providing an Apache HTTP server, with 1,000 and 900 adoptions,
respectively, and an image providing Nginx, with 2,000 adoptions. We do not
know whether the higher number of adoptions is due to the fact that developers
prefer the Docker image providing Nginx or they simply prefer Nginx. In other
words, the number of adoptions between the two images providing Apache HTTP
is comparable and might depend on the differences between the images, while the
number of adoptions of the image providing Nginx can not be mixed with the
others. The same is true for different versions of the same software: Developers

might prefer a given version of Apache HTTP and base the choice on it rather
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than on the non-functional aspects of the Docker image. Therefore, we assigned
each image with an application name (e.g., “Tomcat”) and an application version
(e.g., 7.0). To do this, we use a semi-automatic procedure. First, we removed all
the instances where the Docker image repository name contains special characters
that are not allowed by the Docker naming convention (i.e., non-alphanumeric
symbols or placeholders). Thus, from a total of 182,375 instances, we retain
141,583 of them. Next, we extracted the words contained in the image names
by performing a string split over the separators (i.e., dash or underscore). For
example, from alpine-maven-builder-jdk-8, we extract the words alpine, maven,
builder, jdk and 8. The next step is to select, among all the obtained words,
only those that are alphabetic (i.e., do not contain symbols or numbers) and
contain at least 3 characters. We do this to discard words that are not useful.
Examples are go, os, js as we select Docker images containing applications and
not OSes and programming languages. We selected all the words appearing in at
least five image names, and we obtained a total of 338 unique words. Each of the
selected words is a candidate application name. We discard word (i.e., candidate
applications) with less than five occurrences to avoid having too small groups for
the analysis performed in R@; and include software that is provided through a

limited number of Docker images.

Next, we selected and assigned a set of tags (i.e., clusters) to group each base
image of our dataset by the contained application. For example, we assign the
label tomcat to all the images that provide the tomcat web server. We used
the dataset of Docker images obtained in the previous step to achieve this. At
this point, a manual process is required to identify if a word corresponds to an
application name to group similar Docker images (i.e., clustering). This is done
by manual annotation of all the extracted words that occur at least 5 times,
i.e., there are at least 5 unique Docker images containing those words, for a total
of 338. Then, we manually check the candidate application names, and we select
only the ones that are actual applications. We discard operating systems/Linux
distributions (e.g., ubuntu, debian, alpine), programming languages (e.g., python,
java), and other commonly used words which do not pertain the application
(e.g., build, base, dev, runtime, aws, platform). Examples of valid words we

selected are nginz, maven, jenkins, chrome, dotnet, envoy, mysql. In some cases,
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different words could refer to the same application (e.g., postgres and postgresql).
In such cases, we manually created clusters of names and associated them with
a unique name (e.g., postgres, in the previous example). As a result, we obtain
a total of 73 different applications associated with all names through which they
appear in the Docker images. Finally, we associated each Docker image with a
list of applications it provides by simply performing string matching with the
words analyzed in the previous step. If a Docker image was associated with no
application, we discarded it. This happened, for example, for Docker images
providing Linux distributions, as previously explained. We manually analyzed
cases in which a Docker image was associated with more than an application,
and discarded the cases in which more than an application was actually provided.
After this step, we obtain our final dataset of 2,776 Docker images (covering a
total of 12,674 adoptions). We also annotate each image with the version of the
application provided. To do this, we split the Docker image name as previously
done to identify the application name, and we select the word with the highest
number of numeric characters. We manually check if the version assigned to each

image was correct.

Feature Extraction We added to the dataset all the features needed to an-
swer our research questions. Firstly, for each Docker image, we extracted the
number of stargazers (i.e., stars) by using the DockerHub APIs,? to compute the
perceived quality (i.e., the prominence of a Docker image over the others, used
as a dependent variable for R(Q)1). We computed most of the metrics related
to the external features from the literature we identified in Section 6.1.2, with
some exceptions and small variations. We describe below only such cases. We
did not consider the metric Presence of temporary files smell, because it can not
be exactly measured automatically but only with a semi-automatic approach, as
described in the reference article [70]. Moreover, we merged the metrics for the
feature Inherited Vulnerabilities and Packages Vulnerabilities in Num. of vulner-
abilities. We did this because, given a Docker image, we could not distinguish
the layers inherited from the base images (i.e., parent) and the additional layer

added on top of them with the specific Dockerfile used, since we do not have

2https://docs.docker.com/docker-hub/api/latest/
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such a Dockerfile in Ding. To compute the Num. of vulnerabilities, we used the
Clair tool. For the metrics in the category Security/Best Practices, we adopt
the Whaler tool, which returns Image user is root and Num. of exposed secrets.
To measure the Officiality feature, we implemented a web scraper to parse the

presence of the label “Official Image” on DockerHub.

Table 6.3: Summary of the selected applications and sampled instances from the
dataset.

Application Instances Sample

Nginx 344 78
Cuda 229 52
Maven 177 40
Tomcat 147 33
Postgres 143 32
Redis 79 18
Elasticsearch 65 15
MySQL 65 15
fluentd 58 13
Dotnet 12 3
Total 1,319 299

Dataset of Dockerfiles associated with Docker Images (Dg,c)

To perform the analysis required in the context of RQ)s, we need to have, for
each Docker image, the source Dockerfile. Thus, we defined a second dataset,
namely D, which contains a subset of the Docker images from Djy,, in which
each instance contains the content of the Dockerfile used to build it. To achieve
this, we first randomly extracted a sample of Ding for the applications with the
highest number of Docker images. We filtered Djn,g and selected only the Docker
images for such selected applications obtaining a total of 299 instances. Manually
annotating the Dockerfile from a Docker image is challenging: In most cases, a
direct link to the Dockerfile is missing. Thus, we performed a random sampling

selecting 299 total instances with a confidence level of 95% and 5% margin of
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error. Finally, we manually annotated the Dockerfiles related to each remaining
Docker image. To achieve this, for each image, we looked at the DockerHub
repository. If there was a direct reference to the Dockerfile, we assumed it was the
one used to build it. Otherwise, we performed a Google search using the name of
the image plus the word “Dockerfile” (e.g., nginz Dockerfile) looking for the source
of the Dockerfile related to that image. If we obtained no results, we replaced the
Docker image with another randomly selected, for the same application, to avoid
hampering the representativeness of our sample. We report in Table 6.3 the total
number of selected applications and the sampled number of instances, i.e., the
different groups of comparable Docker images and their number, involved in our
experiment. In detail, we have 10 different groups having a number of Docker
images varying from 12 (dotnet) to 344 (nginx). We have a total number of
2,441 open-source Docker images, and for a subset of them (299) we also have

the source Dockerfile from open-source codebases.

Also in this case, we computed on Dy, all the metrics related to the config-
uration features that were reported in Section 6.1.2, with some exceptions and
small variations. We describe below only such cases. We excluded from the met-
rics related to the feature Update Status because we could not have a reliable
measure for the metrics Is base image up-to-date and Num. of out-of-date de-
pendencies. The update status of the base image and the package dependencies,
indeed, depends on the time at which the adoption was made in the downstream
Dockerfiles, and it changes over time. We cannot trace back the time at which
one or more dependencies (possibly) became out-of-date in a Docker image and,
thus, report if it was so at the time of adoption. Also, we do not compute the
metric Evolutionary trajectories category [142]. This is because, in the original
study, the authors show that this measure correlates with the build latency and
the number of best practice violations, which we directly compute (i.e., Build
time, Num. of docker smells, and Num. of shell script smells). For the metrics
of the category Script Quality, we use the Hadolint tool to detect violations of
best practices. For the other metrics, we use a modified version of the parser
from the replication package of the analysis conducted by Schermann et al. [105].
Specifically, we added the extraction of code comments, as their parser does not

retrieve them. For the metric of the Project Activity feature, we use the tool



128 Chapter 6. Quality Aspects Characterizing the Adoption of Docker Images

PyDriller to extract data from the source repository of each Dockerfile. For the
Build category, we use the Python Docker wrapper? to build the Dockerfiles and

measure their build time.

6.3.2 Experimental Procedure

This section details the experimental procedure we follow to answer our re-

search questions.

RQ@,: Can the externally observable features explain the developers’

preference for a Docker image?

To answer R(@)1, we extract the external metrics described in our taxonomy
(Fig. 6.1) on the dataset Djn,,. We removed all the instances with invalid metrics
values (e.g., Clair scanner fails on some Docker images), obtaining a total of
2,441 valid instances for the analysis. Next, to evaluate what are the external
features that affect the developer preferences for a Docker image, we build two
mixed-effect generalized linear models [33]. In detail, we use the Imer function
from the R library [merTest. Each instance of the dataset contains the value
of the metrics for the external features, the application name and version, the
number of adoptions, and the number of DockerHub stars. We use as random
effects the application name and version. We use as random effects the applica-
tion name and version. In this way, different Docker images regarding the same
application at the same version, are considered in the same group. We do this be-
cause we want to take into account the fact that developers might have different
levels of preferences for Docker images that provide different software applica-
tions, based on the characteristics of the applications themselves, regardless of
the other image-related factors evaluated in our study. For example, the images
jdk-8-alpine and jdk-8-slim will be in the same group, while jdk-9-slim and
jre-8-slim will belong to other groups. The dependent variables, or outcomes,

are the following:

o Number of adoptions: the actual usage in software repositories of a Docker

image (i.e., objective preference), measured as the occurrences of a specific

3https://pypi.org/project/docker/
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Docker image (i.e., name and tag) in user-defined Dockerfiles (as reported
before);

o Number of DockerHub stars: the number of stars of a Docker image reported
on DockerHub. This measures the prominence of a Docker image over others
expressed by the developers. The number of adoptions and the number of

stars tend to be directly proportional (rs = 0.23, p-value < 0.05).
The independent variables (fixed effects in the model) are the following:
e Image size: the storage size of a Docker image, measured in bytes;
e Num. of layers: the total count of layers that compose a Docker image;

e Num. of vulnerabilities: the overall number of detected security vulnerabil-
ities from a Docker image. All the vulnerabilities are considered (i.e., from

both parent and current image layers);

e Image user is root: whether the docker image uses the root account as the

primary user;

e Num. of exposed secrets: total number of exposed secrets (i.e., sensitive

data) detected in the Docker image;

e [s official: the image is part of the Docker official images program, thus

maintained following the official Docker guidelines.

All the independent variables refer to the external features described in Sec-
tion 6.1.2. Before we performed the regression analysis, we applied some trans-
formations to our dataset. First, we perform a correlation analysis to remove the
highly correlated variables using a threshold of rs > 0.90. None of the variables
have been removed as their correlation coefficient remains below the threshold.
Next, we computed the skewness coefficient of the distribution of all the vari-
ables. To normalize skewed distributions, we apply a logarithmic transformation
to both dependent and independent variables (i.e., log(z + 1)) since they are all
non-negative. In our case, all the variable distributions are skewed (the lowest
skewness value is 1.8, where a coefficient close to 0 means that the distribution

is not skewed). Moreover, we apply a min-max normalization to fix the variables
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on the same scale. As a result of our analysis, for each variable of our model, we
report the significance value (i.e., p-value), the standard error, the coefficients,
and the polarity of the relationship of that coefficients. We consider a coefficient
important for determining the developers’ preferences if it is statistically signif-
icant, i.e., p-value < 0.05. To evaluate the model fit, we report the adjusted
R?, using the rsq R package. It describes the variation explained by the model.
Moreover, we report the effect size, expressed by measuring the Pearson corre-
lation coefficient between pairs of independent and dependent variables [26] for
the cases in which the relation, reported by the model, is statistically significant
(i.e., p-value < 0.05). We also report Cohen’s d effect size magnitude, obtained

from Pearson’s r by using the formula d = \/% [104].

RQsy: Are configuration-related features correlated with externally ob-

servable features for Docker images?

To answer R(Q)2, we compute the metrics related to the configuration features
of our second dataset, i.e., Dg,c. To perform the regression analysis on Dy, we
built three mixed-effect generalized linear models. To explain how the external
features are affected by the configuration features, we build a model for three of
the external factors analyzed in RQ):, as dependent variables, i.e., Image size,
Num. of vulnerabilities, Num. of exposed secrets. We exclude from our regression
modeling the external features Is official and Image user is root because the
former is not an objective measure that depends on a set of non-quantifiable
aspects, i.e., is assigned by a team of Docker reviewers based on the official
guidelines [19] and the latter can be directly controlled by the developer by adding
a specific line of code. Also in this case, we consider the application name and
version as a random effect. The independent variables (fixed effects in our models)
are the metrics for the configuration features computed on the selected sample of

Docker images (i.e., Dg). In detail, the independent variables are the following:

e Num. of docker smells: number of best practice violations for Dockerfiles,

extracted using the tool hadolint;

e Num. of shell script smells: number of best practice violations for shell

script code used in Dockerfiles, extracted using the tool hadolint;
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e SLOC": the total number of source lines of code (i.e., without code com-

ments and blank lines) in the Dockerfile;

e Layer size: the average number of commands executed in a single instruc-
tion block, to measure how much they are nested (i.e., a proxy for the

source code complexity);

e Num. of docker instructions: number of the used Docker instructions
(e.g., RUN, FROM, etc.) used in the Dockerfile;

o Instructions entropy: the Shannon entropy computed using the different
Docker instructions used in the Dockerfile, as a measure for its complexity

(i.e., heterogeneity of the Dockerfile).;

e Usage of additional script: boolean flag that indicates whether or not the
Dockerfile uses additional shell scripts, i.e., it executes external scripts dur-
ing the build of the Docker image;

o Usage of external resources: boolean flag that indicates whether or not
the Dockerfile uses external resources, i.e., it fetches additional data from

remote sources (i.e., URLs) during the build of the Docker image;

e Usage of ENV: boolean flag that indicates whether or not the Dockerfile

uses environment variables, i.e., identified by the instruction ENV;

e Usage of build ARG: boolean flag that indicates whether or not the Dock-
erfile uses build args, i.e., identified by the instruction ARG;

e Project age: the age of the repositories that the Dockerfile belongs to,

measured in seconds elapsed between the first and the last commit;

e Num. of layers: the number of layers that compose the Docker image,
measured after the Dockerfile build;

Based on our hypotheses reported in Section 6.2, we define a model for each
dependent variable, based on what we reasonably expect to impact each exter-

nal feature. Specifically, for the outcome Num. of exposed secrets, we have as
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independent variables Num. of docker smells, Num. of shell script smells, In-
structions entropy, Usage of additional script, Usage of external resources, Usage
of ENV , and Usage of build ARG. For the outcome Num. of vulnerabilities we
use as independent variables: Num. of docker smells, Num. of shell script smells,
SLOC, Usage of additional script, Usage of external resources, Usage of ENV ,
Project age, and Num. of layers. Finally, for the outcome Image size, we have as
independent variables: SLOC, Num. of docker instructions, Layer size, Usage
of additional script, Usage of external resources, and Num. of layers.

We perform the same preprocessing steps done for answering RQ;. First, we
performed a correlation analysis to remove highly correlated variables (threshold
of rs > 0.90), but none were removed. Next, we evaluate the skewness coef-
ficient. To normalize skewed distributions, we apply both square root and log
transformations. In particular, we apply the log-transformation on the higher
skewed distributions (skewness > 1.8, i.e., the metric Num. of exposed secrets),
while the square root on the less skewed ones (skewness < 1.8). After this, we
apply the min-max normalization to all of our variables. For each of our models,
we compute the p-value, the standard error, the coefficients, and the polarity
of the relationship of the coefficients with the dependent variable (i.e., positive
or negative). We consider a coefficient important for the dependent variable if
the significance, i.e., p-value, is statistically significant (p-value < 0.05). As in
the previous RQ, we compute the adjusted R? for each model, the effect size re-
ported as Pearson’s r between pairs of independent and dependent variables [26]
and Cohen’s d magnitude obtained from the correlation coeflicient [104]. We do
not report the results for all such models in the paper for readability reasons, but
we discuss the main results, focusing on the relevant relationships we found. The

detailed results are publicly available in our replication package [99].

6.3.3 Replication Package

Both the datasets (Diyg and Dg,) and the scripts we used to answer both

our research questions are available in our replication package [99].
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Figure 6.3: Descriptive plot of the relation between configuration-related features,
externally observable features, and preferences for Docker applications. The size
of the arrow indicates the effect size magnitude (i.e., very small, small, medium,
or large). The polarity of the relationship is reported with plus (positive) and
minus (negative) signs.
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6.4 Empirical Study Results

In this section, we report the results of our empirical study. Fig. 6.3 reports a
summary of the relationships we found among configuration-related features and
externally observable features, and then among external features and developers’
preferences based on the results obtained from the two RQs. Connections indicate
that the left-hand variable is significant in the model for explaining the right-
hand variable. The size of the arrow represents the magnitude of the effect size
(i.e., very small, small, medium, or high). The polarity of the relation is reported

through a plus (positive) or minus (negative) sign.
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Table 6.4: Mixed-effects models obtained for explaining developers’ preferences
through external factors. The columns Corr. Coeff and Effect Size report the
value of Pearson’s  and Cohen’s d magnitude, respectively.

Variable Estimate p-value Corr. Coeff. Effect Size Rel.
2 Image size -0.0476 0.0274 -0.09  very small AV
.E Num. of vulnerabilities -0.0047 0.6696 - -
8- Image user is root 0.0096 0.2644 - -
Ei Num. of exposed secrets -0.0538 0.0008 -0.07  very small AV
W Is official 0.0904 < 0.0001 0.16 small Ve

Image size -0.0937 0.0044 -0.26  medium ¢
g Num. of vulnerabilities -0.0768 < 0.0001 -0.16  small AWV
% Image user is root -0.0346 0.0104 0.12  small AV
¥ Num. of exposed secrets -0.1021 < 0.0001 -0.11  small AWV

Is official 0.6014 < 0.0001 0.66 large s

6.4.1 R@Q;: Can the externally observable features explain

the developers’ preference for a Docker image?

We report in Table 6.4 the results of the performed regression modeling to
explain the preferences for Docker images in terms of the number of adoptions
and number of DockerHub stars, along with the Pearson’s correlation between
independent and dependent variables Corr. Coeff, and the effect size magnitude
(i.e., from Cohen’s d). The variables Num. of exposed secrets and Is official are
the most significant ones for the number of adoption, with a p-value < 0.001.
That means developers tend to adopt official images, i.e., images that follow the
Docker official images program guidelines.

This is also true when considering the number of DockerHub stars as a dependent
variable. This can be a consequence of the fact that they have few exposed secrets
with a lower number of vulnerabilities (Fig. 6.4). The metric Image user is root
is not statistically significant for the outcome Number of adoptions. This means
that it does not influence the usage of a Docker image. On the other hand,
it is significant for the outcome Number of DockerHub stars with a negative
relation. This means that image users prefer images where the main account is

not root. Fig. 6.4 shows the relation between each independent and dependent
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Figure 6.4: Descriptive plot of the relationship between dependent and indepen-

dent variables for the regression modeling of RQ;.



136 Chapter 6. Quality Aspects Characterizing the Adoption of Docker Images

variable involved in RQ);. We use boxplots for binary variables and scatter plots
for continuous ones. We have an overall inverse relation between independent
variables and outcomes, the higher the adoptions, the lower the external features
of the Docker images. We computed the Spearman correlation between dependent
and independent variables. The number of stars has a negative correlation with
Image size and a positive one with the metric Is official. This means that the
developers prefer smaller images having the official image label. A heatmap with
the correlation values can be found in our replication package [99].

The adjusted R? for the two models are 0.18 (weak effect size) for the outcome
Number of adoptions, and 0.74 (strong effect size) for the outcome Number of
DockerHub stars. This shows that the external factors we considered are sufficient
to explain the prominence of a Docker image over others expressed by developers.
However, they are not enough to explain the actual adoptions. There could be
other factors, still not investigated in the literature, that might help understand

how developers choose the base images for their Dockerfiles.

Q Summary of RQ;: The developers’ preferences measured as perceived
(prominence in terms of DockerHub stars) and actual (in terms of adoptions)
can be explained by the image officiality-, security-, and size-related metrics.
However, such metrics are much more effective in explaining the prominence,

than the adoption.

6.4.2 R(@Q,: Are configuration-related features correlated
with externally observable features for Docker im-

ages?

We computed the Spearman correlation computed between configuration and
external features of Docker applications. The highest correlation obtained is
0.75, between Image size with Num. of layers. When compared to Layer size,
we have a negative correlation of —0.51. This means that large images have
many layers that perform few actions, while in smaller images the number of
layers is low and the number of actions performed is high. We also observe a

negative correlation (rs = —0.28) between Usage of build ARG and Num. of
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exposed secrets: This is reasonable since developers might use build arguments
to pass secrets (e.g., passwords or keys) instead of having them hard-coded in
the Dockerfiles themselves. A heatmap with the correlation values can be found

in our replication package [99].

When combining such metrics in the three models we investigated, first, we
found that the number of exposed secrets in the Docker image (Num. of exposed
secrets) is higher when the Dockerfile uses additional scripts (Usage of additional
script) and has a lower number of shell smells (Num. of shell script smells). The
latter can be counter-intuitive. This is because if there are additional scripts,
external to the Dockerfile, it is likely that the shell-script code is in them instead
of inside the Dockerfile. Moreover, it is unlikely that shell-script smells can expose
secrets in Docker images. The adjusted R? for such a model is 0.40 (weak effect
size). We also observed that vulnerabilities (Num. of vulnerabilities) occur more
frequently in older projects (Project age), when Dockerfiles are bigger (SLOC),
they use additional scripts (Usage of additional script), and they have more shell-
script smells (Num. of shell script smells). The adjusted R? for such a model
is 0.24 (weak effect size). Finally, our results show that the image size highly
depends on the number of layers (Num. of layers), as previously observed with
the simple correlations. Similarly, the size is higher when the Dockerfile uses
additional scripts (Usage of additional script) and fewer lines of code (SLOC).
It is important to keep in mind that the size of a Docker image mainly depends
on the number of layers and the base image used. For example, a Dockerfile that
uses as base image the nginx web server, probably mainly performs the copy and
the setup of the application to be contained. The adjusted R? is 0.76 (strong
effect size). The detailed results of the models we built for RQ), are available in

our replication package [99].

In summary, we observed that some configuration-related features have a
significant role in explaining the external features we analyzed. In general, devel-
opers should keep the SLOC low to have benefits in terms of size and security.
It is important to say that not all the lines of code (i.e., instructions) have a
direct impact on the image size (e.g., the removal of non-functional instructions
like EXPOSE). Similarly, developers should pay attention to the Num. of layers,

which can negatively impact the size. Finally, the use of additional shell scripts



138 Chapter 6. Quality Aspects Characterizing the Adoption of Docker Images

should be discouraged since it has a negative impact on both the security (Num.
of exposed secrets and Num. of vulnerabilities) and size (Image size). Also in
this case there are exceptions, i.e., not all the shell script smells directly lead to

security issues.

Q Summary of RQ,: Some configuration-related features have a significant
role in explaining the security and the size of Docker images. Developers should
keep SLOC and Num. of layers low, and they should avoid using external shell

scripts.

6.4.3 Discussion

From the results of our study, we can extract several hints that benefit both
researchers and developers interested in improving the quality of their Docker im-
ages. The general picture is described in Fig. 6.3, which summarizes the outcome
of the regression modeling for both RQs. We observed that Docker images having
the highest number of adoptions have a small storage size and a low number of
layers. Also, the number of exposed secrets is low, along with a low number of
shell script smells, also avoiding the usage of additional scripts. The number of
SLOC has to be low, along with the heterogeneity of instructions (i.e., entropy).

The officiality of the image has resulted to be the strongest factor explaining
the preference for Docker images, impacting both adoptions and stargazers count.
For the latter, in addition to the features mentioned above, we have that image
users prefer images with less number of vulnerabilities, where the main user of
the image is not root. It is interesting to note that the number of vulnerabili-
ties is positively affected by the repository age of the Dockerfile. This means,
and confirms, that Dockerfiles must be actively maintained and updated to lower
the presence of security vulnerabilities in the resulting images [109]. Also, the
correlations found in our experiment are not strong for the specific metrics and
features. Most likely, this happens because developers tend to pick official Docker
images, with the assumption that they have the best quality overall.* We believe
that this results from the fact that they are not aware of alternatives from the

4https://github.com/docker-1library/official-images\#what-are-official-images
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community of those images because it is difficult for users to compare similar
Docker images as their peculiarities are not clearly highlighted [51]. An exam-
ple is the debezium/postgres: 11 Docker image, where the source Dockerfile has
fewer smells (i.e., 6) compared to the official postgres:11 (i.e., 13). Another
example is the bitnami/nginx:1.19, an unofficial Docker image for nginx v1.12,
which has fewer security vulnerabilities (i.e., 98) compared to the official im-
age nginx:1.19 (i.e., 188). The behavior of the developers, when they pick a
Docker image, could be related to the mismatch between adoptions and image
preferences (i.e., prominence), where we have a Pearson correlation r = 0.25 and
medium effect size. We believe that, for the same reason, official Docker images
tend to have more stars, i.e., higher prominence (r = 0.66 and large effect size).
We summarize some lessons learned from the results of our study.

@ Lesson 1. Image size is influenced by Num. of layers. Consid-
ering the results of our analysis, the number of LOC influences the number of
layers. In Fig. 6.6 we report three different examples to qualitatively assess this
relation. We have the Dockerfile a and a version with the number of layers re-
duced (i.e., Dockerfile b) maintaining the same number of lines. Thus, if we build
Dockerfile a, the resulting image will have 21 layers with a size of ~315 MB. If
we build Dockerfile b, the resulting image will have 15 layers with a size of ~282
MB. In some cases, if a Dockerfile downloads an external package, the size of
the resulting image will change independently of the number of layers and lines
of code. For example, if we consider Dockerfile b with the two RUN instructions
merged, compared to Dockerfile ¢ where tomcat is installed using via apt-get, the
resulting images will have the same number of layers, but the size of the former
is higher than the latter (282 MB vs. 277 MB). Moreover, looking at Dockerfile
a and b, it is clear that the number of layers is not related to the number of
LOC but to the number of Docker instructions. However, we show an example
where we modify instructions that directly impact the composition of the final
image. The same does not apply to some kind of instructions, i.e., removing
instructions such as LABEL or EXPOSE. To the best of our knowledge, there are no
automated tools for the refactoring of Dockerfiles that can help to reduce the im-

age size. However, there is the SlimToolkit> that does not act on the Dockerfile,

Shttps://github.com/slimtoolkit/slim
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but directly on the container. It creates a slimmed-down version of the Docker
container maintaining the same functionalities.

@ Lesson 2. Shell scripts can be a proxy for security issues. An
interesting point to discuss, resulting from our empirical study, is the fact that
the usage of shell scripts can lead to security issues. There are mainly two types
of shell scripts used in Dockerfiles: Embedded shell scripts and external shell
scripts. For the former, the major issues are related to the best practice violations
detected with the hadolint. For the latter, the main issue is that the shell script
is executed in the same build context as the Docker image. In this way, it is
possible to inject malicious code or access the host file system. In general, shell
script code must be written in a safe way, following best practices, and additional
scripts must be checked, or else they must come from trusted sources. It will be
better to avoid copy-paste shell scripts from random websites. An example of a
best practice violation that can expose the Docker container to security issues
is the rule violation identified as SC1098, detected by the tool hadolint. The
violation concerns the missing quote/escape for special characters when using the
eval command. This rule is not a security issue itself, but its violation can lead
to unpredictable outcomes from the script code. This can be exploited to inject
malicious code.® Moreover, the main proxy for security vulnerabilities is related
to the update status of the Docker images, i.e., most updated images usually
have fewer security vulnerabilities but are not exempt from them [109, 137].

@ Lesson 3. Dockerfile smells do not explain the adoption of the
final Docker image. In the current scientific literature, the main measure to
evaluate the quality of Docker images [13, 129] is the number of best practice
violations (i.e., smells) detected by the hadolint tool. Our results show that
Dockerfile smells are not relevant for explaining any of the external factors we
considered. In other words, their impact on the developers’ preferences, when
they have to choose whether they should adopt a Docker image, is negligible.
Future work should be aimed at finding new types of smells, more related to the

impact that they have on the resulting Docker image.

6https ://developer.apple.com/library/archive/documentation/OpenSource/Conceptual/
ShellScripting/ShellScriptSecurity/ShellScriptSecurity.html
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Figure 6.5: Descriptive plot of the relation between dependent and independent
variables for the regression modeling conducted in RQs.
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Figure 6.6: Examples of Dockerfiles having different image sizes.

FROM openjdk:7-slim

1
2
3 # INSTALL REQUIREMENTS
4 RUN apt-get update

5 RUN apt-get install --no-install-recommends -y wget
6 RUN apt-get clean

RUN rm -rf /var/lib/apt/lists/*

# INSTALL TOMCAT

10 RUN wget http://archive.apache.org/dist/tomcat/tomcat-7/v7.0.69/bin/apache-tomcat-7.0.69.tar.gz -0
tomcat.tar.gz

11 RUN tar zxf tomcat.tar.gz

12 RUN rm tomcat.tar.gz

13 RUN mv apache-tomcat* tomcat

15 # ADD TOMCAT EXECUTABLE TO PATH
16 ENV PATH "$PATH:/tomcat/bin”

17

18 EXPOSE 8080

19

20 CMD ["catalina.sh”, "run"]

FROM openjdk:7-slim

1
2
3 # INSTALL REQUIREMENTS
4 RUN apt-get update && \
5 apt-get install --no-install-recommends -y wget && \
6 apt-get clean && \
rm -rf /var/lib/apt/lists/*

7

8

9 # INSTALL TOMCAT

O RUN wget http://archive.apache.org/dist/tomcat/tomcat-7/v7.0.69/bin/apache-tomcat-7.0.69.tar.gz -0
tomcat.tar.gz &&

11 tar zxf tomcat.tar.gz && \
12 rm tomcat.tar.gz && \

13 mv apache-tomcat* tomcat
14

15 # ADD TOMCAT EXECUTABLE TO PATH
16 ENV PATH "$PATH:/tomcat/bin”

17

18 EXPOSE 8080

19

20 CMD ["catalina.sh”, "run"]

1 FROM openjdk:7-slim

2

3 # INSTALL TOMCAT

4 RUN apt-get update && \

5 apt-get install --no-install-recommends -y wget tomcat7 && \
6 apt-get clean && \

7 rm -rf /var/lib/apt/lists/*
8

9 # ADD TOMCAT EXECUTABLE TO PATH

10 ENV PATH "$PATH:/usr/share/tomcat7/bin"
11
12 EXPOSE 8080

14 CMD ["catalina.sh”, "run”]
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6.5 Threats to validity

In this section, we report the threats to the validity of our study.

Construct Validity. We use state-of-the-practice tools such as Clair and
Hadolint, to compute some of the metrics related to both external and con-
figuration features (e.g., Num. of vulnerabilities and Num. of docker smells).
To the best of our knowledge, the effectiveness of such tools for detecting the
aspect that they aim at capturing was not validated in any previous study.
However, such tools are already adopted both by developers in practice and
researchers [109, 13, 129].

Internal Validity. To build our datasets we relied on the tool GHSearch,
which provides all the software repositories from GitHub having more than 10
stars. While this could have biased the results towards more popular projects, we
used this procedure to minimize the number of toy projects (e.g., students’ tests
with Docker) in our datasets. While assigning the application name and version to
each Docker image, we excluded the ones that contained more than an application
name. We did this to avoid Docker images providing unique features that no
other images could provide (i.e., not comparable in terms of the environment
alone). In doing so, we discarded 205 Docker images, which is negligible. An
example of a discarded image is tiangolo/uwsgi-nginx-flask:python3.57. It
is worth saying that we only selected Docker images containing applications, so
we discarded images for programming languages and OSs. Thus, we excluded a
total of 128,704. Moreover, tagging some of the common programming languages
and operating systems following the same procedure of Section 6.3.1, among
the excluded images, we have 56,792 and 42,296, respectively. The remaining
are uncategorized. In the first study, we ran a literature review to extract a
collection of quality metrics that can impact the perceived quality of Docker
images. We did not perform a Systematic Literature Review (SLR) on Docker
quality to build the taxonomy because the topic is too broad, and it would have
been outside the scope of the analysis conducted in this chapter. This is why we
have not followed all the guidelines typically used to run a SLR [55]. As a result,

we could have unintentionally excluded from our study some metrics defined in

"https://hub.docker.com /r/tiangolo/uwsgi-nginx-flask
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the literature relevant four our study. However, we still tried to minimize this by
using some of the guidelines defined by Kitchenham and Brereton [55]: First, we
use precise inclusion and exclusion criteria (Table 6.1) to make sure we do not
select irrelevant papers. Second, to enlarge the initial set of papers we selected,
we both used snowballing (to include older relevant literature) and searched for
papers that cite them (to include more recent literature).

External validity. Because of the procedure we used to build Diyg, we
started from Dockerfiles of downstream applications to define a list of Docker
images to analyze. It is possible that, because of this process, we ignored some
Docker images that are not used in open-source software but are used in pro-
prietary software, such as Oracle db.® While it is clear that we could not have
captured the number of adoptions for them without having access to a large
amount of proprietary Dockerfiles, it is true that we could have done so for the
number of stars, which is always publicly available. We decided not to have two
different datasets for the two dependent variables used to answer RQ); to avoid
obtaining incomparable results. For Dg,., we manually looked for the Docker-
files of a sample of Docker images provided for the top ten applications in terms
of the absolute number of Docker images available. The results of RQ> might
not generalize to all the applications we consider. Still, this procedure allowed
us to cover about ~50% of the total number of Docker image usages. It is im-
portant to clarify that our study was conducted on open-source Docker images
and Dockerfiles, and, thus, our findings should not be generalized to other con-
texts (e.g., industrial projects). In addition, the results come from a correlational
study, where we cannot infer causality based on the data alone. In general, we

reported practical examples to support our findings.

6.6 Final Remarks

There are plenty of Docker images available in public repositories, such as
DockerHub, providing the same software systems and dependencies. It is unclear
what aspects influence developers’ preferences for an image over another, and

also it is not clear what aspects describe the quality of a Docker image. In this

8https://hub.docker.com/ /oracle-database-enterprise-edition



6.6. Final Remarks 145

chapter, we first presented a literature review of 31 papers to find what exter-
nally observable features and configuration-related features factors are typically
considered. As a result, we defined a taxonomy of such features, along with the
metrics typically used to measure them. Next, using such metrics, we performed
an empirical study on a dataset of 2,441 Docker images to evaluate (i) what exter-
nally observable features impact the adoption of Docker images, and (ii) to what
extent the configuration features influence external features. Our results show
that the developers prefer Docker images that are official, secure, and small in
storage size. Moreover, in terms of configuration features that have a significant
impact on them, the Num. of layers must be kept low and Usage of additional
script must be avoided if possible, where also the number of Num. of shell script
smells must be low.

The takeaways of this chapter can be summarized as follows:
e The storage size of Docker images is influenced by the number of layers;

e Following best practices for writing Dockerfiles is not enough to explain the

adoption of Docker images;

e However, following best writing practices for the shell script code contained

in Dockerfiles can help to avoid security issues in images.

Based on the obtained results, future research could be aimed at defining a
quantitative score for measuring the quality level of Docker images and Docker-
files. Such a score could (i) help developers to choose among different alternative
Docker images using a quantitative measure, and (ii) provide researchers with
useful insights to build automated tools taking into account the quality level by

objectively measuring it.
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CHAPTER [

Towards the Automated Generation of Dockerfiles

Quality issues are not the only difficulty that developers have to face while
writing Dockerfiles. In fact, the definition of a Dockerfile itself is not trivial:
First, developers must have specific knowledge of the definition and setup of
them (e.g., define the execution environment); Second, while basic Dockerfile
templates can be used as a starting point, they need to be adapted to the specific
requirements of the software system at hand. To clarify this, let us consider the
scenario in which a developer needs an environment that contains both Apache
Tomcat as a web server and FFMpeg for processing videos, with the support of the
x265 codec. While templates exist for the former, they do not contain hints about
how to provide the latter. Fig. 7.1 shows an example of a possible solution: Such a
Dockerfile starts from a pre-defined image which contains Tomcat, and it installs
FFMpeg with the support of x265 on top of it. It can be noticed that determining
the commands required to achieve the latter goal requires a moderate effort, and
it is prone to errors. For example, in the survey conducted by Reis et al. [96], the
authors observed that developers (especially the less experienced ones) perceive

the creation of Dockerfiles as a time-consuming activity. This problem has been
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FROM tomcat:7.0.75-jre8

SRS

RUN echo deb http://archive.ubuntu.com/ubuntu precise universe multiverse >> /etc/apt/sources.list; apt
-get update && \
apt-get -y --fix-missing install autoconf automake build-essential \
git mercurial cmake libass-dev libgpac-dev libtheora-dev libtool \
libvdpau-dev libvorbis-dev pkg-config texi2html zliblg-dev \
libmp3lame-dev wget yasm && \
8 apt-get clean

NN IS

10 WORKDIR /usr/local/src

11 # Install x265

12 RUN hg clone https://bitbucket.org/multicoreware/x265 && \
13 cd /usr/local/src/x265/build/linux && \

14 cmake -DCMAKE_INSTALL_PREFIX:PATH=/usr ../../source && \
15 make -j 8 && \
16 make install

18 WORKDIR /usr/local/src
19 # Install ffmpeg.
20 RUN git clone --depth 1 && \

21 cd ffmpeg && \

22 git://source.ffmpeg.org/ffmpeg && ./configure \

23 --extra-libs="-1d1"” --enable-gpl --enable-libass \

24 --enable-libvorbis --enable-1ibx265 --enable-nonfree && \
25 make -j 8 && \

26 make install

27

28 WORKDIR /

Figure 7.1: Example of Dockerfile for Tomcat and FFMpeg.

observed in the literature and is related to the occurrence of Dockerfile smells
(Section 2.2). Moreover, using Dockerfiles from tutorials and blob posts as a

support for their creation leads, often, to broken Docker images [123].

As we reported in Section 2.4, various tools and approaches have been intro-
duced to help developers write Dockerfiles. In summary, some of them [46, 82]
takes as input the context and suggest whole Dockerfiles based on it. Such tools
are handy since they allow developers to have a starting point quickly. They
also require limited effort from the developers. However, they cannot recognize
the need for specific libraries (like FFMpeg, in the previous example). Other tools
provide more in-depth support but are limited to specific programming languages
(e.g., DockerizeMe for Python). The approach by Ye et al. [134] can recommend
packages to install from an initial set of dependencies, but it only supports devel-
opers in defining the dependencies to install. The developer still needs to write
complex instructions, like the ones required to build the FFMpeg and x265 libraries
Fig. 7.1. Finally, there are code completion tools that support developers while
writing Dockerfiles [36]. Such tools, however, require that developers manually
write part of the Dockerfile so that they can complete it, and none of them can

generate complete Dockerfiles from a high-level description of what the developer
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wants. Previous research [121, 79, 77, 126] show that DL is a viable solution for
code generation-related tasks. However, to the best of our knowledge, no previous
work tested to what extent DL can be used to generate complete Dockerfiles. We
believe that more advanced support for writing Dockerfiles not only benefits de-
velopers, in terms of time and effort, but also the quality of the resulting Docker
images. The resulting Dockerfiles can be less prone to errors and, in general, bad

patterns.

In this chapter, we report a study aimed at filling this gap. We first pro-
pose a format for a structured high-level specification that serves to specify the
requirements necessary in Dockerfiles. Then, we define a methodology for auto-
matically inferring such a high-level specification (HLS) from existing Dockerfiles
so that we can build a dataset large enough to train and test a DL model. To this
aim, we rely on the largest collection of Dockerfiles available in the literature [27],
containing 9.4M Dockerfile snapshots extracted from all the open-source projects
hosted on GitHub. We run our specification-inference tool on them and, after
a filtering procedure where duplicates and invalid Dockerfiles are removed, we
end up with a set of 670,982 unique pairs (HLS, Dockerfile). We use this dataset
to train and test a state-of-the-art DL model, the Text-to-Text Transfer Trans-
former (T5) [91], which has been proven effective when supporting several coding
tasks [79, 77|, following the same pipeline defined in the literature. We compare
the DL-based approach with two Information Retrieval (IR)-based approaches,
and we measure if the techniques are able to generate Dockerfiles that: (i) meet
the input requirements, (ii) are similar to the target Dockerfile, and (iii) allow to
build a Docker image similar to the target one. We obtain mixed results: While
T5 achieves similar results to the best baseline in terms of adherence to the re-
quirements, it generates Dockerfiles less similar to the target one. On the other
hand, we found that the build of the Dockerfiles generated with T5 succeeds more

often.

Interestingly, we also found that T5 truncates the Dockerfiles. This might be
due to two main issues. First, a larger training dataset might be needed
for this task: Despite we consider the largest collection of Dockerfiles in the
literature [27], our results suggest that the T5 learning could benefit from more

training data, considering the number of used instances to previous studies work-
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Table 7.1: Format of HLSes, with the type of each field, a description, and the
percentage of survey participants who indicated the field as important.

Field Type Description % Positive Answers
oS String  Operating system to be used. 75% I

Package Manager String Linux package manager to be used (e.g., apt or apk). 58% IR
Dependencies String[]  Dependencies (e.g., packages) that must be provided. 83% I

Download of External Dependencies Boolean Dependencies can be installed as external resources (i.e., not through 58% I
the package manager).

Usage of ENV Boolean Environment variables must be supported for customizing the container. 83% R
Usage of ARG Boolean  Arguments must be supported for customizing the image build process.  75% R
Usage of LABEL Boolean  Labels must be used for documenting the Dockerfile. 50% IR
Usage of EXPOSE Boolean Network ports used must be documented. 67% I
Usage of CMD Boolean  The command to execute when starting the container must be specified  75% ||
Usage of ENTRYPOINT Boolean through the CMD or ENTRYPOINT command. 75%
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Figure 7.2: Steps performed to train TH for generating Dockerfiles from specifi-
cations.

ing on source code [75]. Second, a different T5 training stop criterion needs
to be defined: The stop criterion we adopt, which is the one currently used for
coding tasks [77], is based on the convergence in terms of BLEU-4 score. However,
considering our results, it proved to be ineffective for our context.

The remainder of this chapter is organized as follows. Section 7.1 we present
the procedure to build the model for generating Dockerfiles from high-level spec-
ifications. In Section 7.2 we describe the design of our empirical study, while in
Section 7.3 we report the results. Section 7.4 discusses the results and Section 7.5
the threats to validity of our study. Finally, Section 7.6 concludes the chapter by

providing final remarks and open challenges.

7.1 Deep Learning for Generating Dockerfiles

We define a procedure to train a DL model for the generation of Dockerfiles
from high-level specifications. In Fig. 7.2 we report the workflow we used to
train a DL-based model (T5) for the generation of Dockerfiles. We first define
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a structured high-level specification (HLS) for Dockerfiles. Then, we extract
HLSes from existing Dockerfiles through an automated approach. Finally, we
use such a dataset to train the T5 model for the generation of Dockerfiles (HLS
— Dockerfile). In the following, we describe in detail the steps to construct our

model.

7.1.1 Dockerfile High-Level Specification

Natural language can be used as an effective tool for reporting the require-
ments of the source code. When it comes to Dockerfiles, however, the high-level
requirements that can be expressed are much more limited. For the source code,
a developer might want to specify, for example, constraints on the input parame-
ters and conditions that lead to errors. On the other hand, for Dockerfiles, it boils
down to a matter of what the developer wants to be installed in the container,
plus a few more characteristics.

Thus, to standardize the format of a Dockerfile requirements specification,
written in natural language, the idea is to define a set of key-value requirements.
In a real-world application, it could be seen as a structured form where, for
each field, the developer specifies the values to meet the requirements. Based
on the commands available in Dockerfiles and on how Dockerfiles are generally
structured (based on our experience), we distilled a structured format for high-
level specifications (HLSes), which we report in Table 7.1.

We did not include in the specification requirements related to particular
Dockerfile commands (i.e., ADD, COPY, HEALTHCHECK, MAINTAINER, ONBUILD, SHELL,
STOPSIGNAL, USER, VOLUME, WORKDIR) for three reasons: First, they are related more
to low-level details (e.g., how the user of the Dockerfile should be set up); Second,
in general, developers do not frequently use all of them [13, 27]; Third, some
of them are deprecated (i.e., MAINTAINER). Ideally, our approach automatically
generates such low-level instructions when needed, i.e., based on the instruction
needed by the application that must be containerized. Also, developers might
still easily tune them up on the generated Dockerfile, if they want to.

To validate the specification structure, we ran a survey in which we asked 12
professional software developers with at least 2 years of experience with Docker

whether they would want to specify each of the fields we hypothesized to be
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relevant in a HLS (binary yes/no question). The respondents come from personal
invitation and social media, with a ~40% response rate. We report the results
in Table 7.1. All the fields are important to at least 50% of the participants.
The least relevant field, according to the participants, is Usage of LABEL (50%
positive answers), while the most important ones are Dependencies and Usage of
ENV (83% positive answers).

7.1.2 Inferring Requirements from Existing Dockerfiles

We need a large amount of associations HLS — Dockerfile, to train a DL-
based Dockerfile generation model. While Dockerfiles are largely available, this
does not hold for the requirements behind them. The latter could be manually
inferred, but such a process would be infeasible for a large-scale dataset. Thus,
we defined an automated procedure for inferring the HLS behind an existing
Dockerfile. In summary, the process works as follows. Given a list of operating
systems (WLog) and stop words (WLgop ), we extract the operating system (step
1), the software dependencies (step 2), and, finally, the other fields required for
HLS (step 3). In the following, we describe in detail each step of our methodology,

and the procedure we used to define the two previously-mentioned lists of words.

Step 1: Inferring the OS

To infer the OS required by the developer, we only focus on the FROM instruc-
tion, which comes in the format FROM <name>[:<tag>]. Since <name> and <tag>
are usually composed by one or more words, we extract them by splitting their
content of image name and tag by the typically employed as separators, i.e., - and
_. We first check if any word in the WLqg is present in the words extracted from
the tag, and then in the name. If an OS-related keyword is present, we set OS
with such a keyword, while we use the special keyword “any” otherwise, indicating
that the developer did not have any requirement in terms of operating system. If
more than an OS-related keyword is present, we consider the first match found.
For example, for the instruction FROM tomcat:9.0.20-jre8-alpine, we extract
the keywords (in the order): “9.0.20”, “jre8”, “alpine” (from the tag), and “tomcat”

(from the image name). “alpine” is the first (and only, in this example) OS-related
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word. Therefore, we set OS to “alpine”. If the first OS-related keyword is found
in the image name, we also add to it all the keywords containing only numbers
from the tag name, which most likely refer to the version number. For example,
for the instruction FROM debian:10-slim, we set OS to “debianl0”.

Step 2: Inferring Software Dependencies

Software dependencies might be present in several Dockerfile instructions.
The first instruction which might contain dependencies is the FROM instruction.
To detect the (possible) dependencies explicitly expressed in such a field, we
extract all the words from the image name (with the same procedure described
in step 1), we remove the words in WLog (OSes) and WL, (stop words), and
we exclude the non-alphabetic words.

All the remaining words are added to the list of software dependencies (De-
pendencies). In the previous example, FROM tomcat:9.0.20-jre8-alpine, the
dependency extracted (and only word used as image name) is “tomcat”. At this
point, we need to extract all the other dependencies installed with package man-
agers or other procedures (e.g., downloaded and installed). This task is far from
trivial. Simply considering the packages installed through package managers (e.g.,
apt install) is not an option: Most of the packages installed do not correspond
to high-level requirements, but rather to low-level details about support libraries.

For example, in Fig. 7.1, the package build-essential is not a dependency
of the software system, but rather a package incidentally needed (in this case,
for building two actual dependencies, i.e., x265 and ffmpeg). We want our DL
model to automatically infer the need of such packages.

However, it is known that developers tend to give an explanation comment
of what each Dockerfile instruction does. Thus, we can use those comments
to extract only high-level requirements, which are reported by the developers
themselves. To achieve this, we use the following heuristic. We first select all the
comment lines that contain the word “install”. We tokenize each comment with
the spacy Python library [28], and we detect the words that depend on such a
keyword. We discard from the obtained list all the words in WLgp,, and we select
the remaining ones as candidate dependencies for the specific comment line. For

each comment line ¢; with its candidate list of dependencies d.,, we process each
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RUN instruction between ¢ and the next comment line (¢;41) or blank line. We
use bashlex! for parsing the bash script in each RUN instruction, and we split
it in statements. Finally, we consider only the statements in which the most
common package managers (i.e., apt, yum, apk, pip, and npm) and commands
for downloading files (i.e., curl and wget) are present, and we extract their
arguments. If one of the arguments (packages) matches a candidate requirement
(from the comment), we add the candidate requirement in Dependencies. Note
that we do not simply consider the words depending on the “install” word from
the comments because some words might not be software dependencies (e.g.,
in “install only ruby”, the word “only” should be ignored). Finally, we exclude
duplicates, and we set the Dependencies with the dependencies extracted both

from the FROM instruction and from the RUN instructions.

Step 3: Parsing Additional Fields

All the remaining fields are straightforward to be set. For the fields Usage
of ARG, Usage of CMD, Usage of ENTRYPOINT, Usage of ENV, Usage of
EXPOSE, and Usage of LABEL, we simply check if at least one of the respective
instructions is present in the Dockerfile. The field Package Manager is defined
by checking if any of the most commonly used package managers for Linux dis-
tributions (i.e., apt, apk, and yum) are used in the RUN instructions. If this is
the case, we set Package Manager to such a package manager (e.g., Package
Manager = yum). We also check for the coherence between the package manager
and the OS (Linux distribution) detected in step 1: For example, if the OS is
ubuntu, the package manager can not be yum. If this happens, or if no specific
package manager is detected (e.g., no package is installed), we set Package Man-
ager to any. Finally, for the field Download of External Dependencies, we check
if any RUN instruction contains one of the following: (i) a link in the context of a
download-related instruction (e.g., wget or git clone); (ii) the installation of a
Python or JavaScript external library; (iii) the installation of an external package
through the package managers (e.g., dpkg for Debian/Ubuntu). If this happens,

we set Download of External Dependencies to true (false otherwise).

Thttps://github.com/idank/bashlex/commit/58fe928
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Defining OSes and Stop Words

We use a systematic procedure for defining the two lists required by the HLS
parser, i.e., WLog and WL, We extracted all the FROM instructions contained
in the Dockerfiles from the collection by Eng et al. [27], that we later use to build
our dataset. In total, we obtained 10,960,563 instructions. Then, we extract
keywords from the image name and tag, like we do in step 1. Next, we discard
the words that (i) contain only non-alphabetic characters (e.g., version numbers),
or (ii) have less than 3 characters (most likely stop words). We obtain a list of
46,070 unique words, along with the respective count of occurrences. We filter
out all the words with less than 150 occurrences, thus obtaining 2,120 words,
covering 97% of the total occurrences of all the words extracted. We manually
analyzed and labeled each of them as “OS”, “stop word”, or “dependency”. For
example, “centos” is marked as “OS” keyword, “baseimage” as “stop word”, while
“python” as “dependency”. In the end, we obtained 920 stop words for WLgp
and 74 words referring to OSs for WLog.

7.1.3 Defining a Dataset of HLSes and Dockerfiles

We proceed with using our parser to build the dataset of HLSes and target
Dockerfiles. We use the dataset built by Eng et al. [27], which is the largest (9.4M)
and the latest dataset of Dockerfiles currently available in the literature. That
dataset comes from the S version of World of Code (WoC) [72], covering a period
of time ranging between 2013 and 2020. To the best of our knowledge, this is the
most recent and large collection of Dockerfiles available in the literature. The
dataset provides all the versions (snapshots) of all the Dockerfiles extracted from
GitHub projects, along with the related commit ID. For building our dataset, we
only select the latest commit for each repository. As a result, we obtain 3,010,141
Dockerfiles.

We filter out all the Dockerfiles that have no comments (required in step 2
of the parser), and also those that have more than one stage, as they are cur-
rently not supported by our parser. Next, we drop all the duplicated Dockerfiles
(according to their shal hash) and all the Dockerfiles that contain in the FROM

instruction at least a keyword that we did not manually evaluate when defining
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the two lists WLog and WlLgep, to ensure that we do not unintentionally include
stop words as dependencies. After applying these filters, we obtain a total of
769,385 Dockerfiles, on which we run our approach to extract the HLSes.

At this stage, we further exclude all the Dockerfiles for which our parser
detected syntax errors in bash instructions and empty Dockerfile instructions
(e.g., COPY without arguments). As a result, we obtain a total of 670,982 pairs
of Dockerfile, associated with the respective HLSes (in total, we found 121,030
unique HLSes). At this stage, each HLS is associated with one or more Dockerfiles
since different Dockerfiles might result from the same requirements. We need,
however, to select a single representative Dockerfile for each HLS that we can use
for the training and the test of T5. To do this, we first select all HLS associated
with two or more Dockerfiles. We found 41,820 of them.

Given a set of Dockerfiles associated with the same HLS, we select the one
containing the highest number of “typical” instructions for that cluster, to ob-
tain the most typical Dockerfile for the given HLS. We tokenize each instruc-
tion of all the Dockerfiles. Then, given two Dockerfiles A and B, we compute
the Jaccard similarity between each pair of instructions of the same kind (e.g.,
COPY instructions are compared only with COPY instructions), with the formula
T(Wa,, Wp,) = %
1 and j of A and B, respectively. We choose as representative the Dockerfile with

where W4, and Wp, are the words from instructions

the highest mean similarity over all the instructions.

We further process the Dockerfiles to prepare them for training: First, given
all the package installation instructions (e.g., apt install), we sort the packages
in lexicographic order, to avoid that different package orders confuse the DL
approach. Second, we remove all the lines that contain only comments, to avoid
that the model makes extra efforts in solving a sub-problem which is not in the
scope of our study.

From this, we extract two sub-datasets: Dpr for the pre-training, and Dgr
for the fine-tuning of the T5 model. As for the former, we use all the Dockerfiles
discarded while choosing the representative Dockerfiles for each HLS and all the
Dockerfiles that are associated with a HLS for which the field Dependencies is
empty (no software dependency needs to be installed). It is most likely that such

Dockerfiles do have dependencies, but we were not able to find them because of
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the lack of comments in the format we expected (e.g., the word “install” has not

been used in comments).

All the remaining pairs (HLS, Dockerfile) are placed in Dpr. In the end, we
obtain 557,540 instances for Dpt and 113,442 instances for Dgpr. As a require-
ment for the training of TH, we can only use Dockerfiles having no more than
1024 token, obtaining a total of 113,131 instances. Then, we divide the Dgr
in training- (Dpr_train), evaluation- (Dpr_cval), and test- (Dprtest) sets, by per-
forming a typical 80%-10%-10% splitting |79, 77|, obtaining 90,504, 11,313, and
11,314 instances, respectively. We use Dpr_train for fine-tuning T5, Dpr_eya for

the hyperparameter tuning, and Dpr_test for our experiment (see Section 7.2).

7.1.4 Training T5 for Generating Dockerfiles

Raffel et al. [91] introduced T5 to support multitask learning in Natural Lan-
guage Processing. Such a model re-frames NLP tasks in a unified text-to-text
format in which the input and output of all tasks are always text strings. A T5
model is trained in two phases: (i) pre-training, in which the model is trained
with a self-supervised objective that allows defining a shared knowledge-base use-
ful for a large class of tasks, and fine-tuning, which specializes the model on a
downstream task (e.g., language translation). T5 already showed its effectiveness
in code-related tasks [79, 75, 78, 122, 62, 138, 11]. However, its application to
the generation of Dockerfiles is novel and still unexplored. As done in previ-
ous work [79, 75], we use the smallest T5 version available (T5 small), which is

composed of 60M parameters.

Given a prediction provided by the model, the output token streams can
be generated using several decoding strategies. We use greedy decoding when
generating an output sequence. In detail, such a strategy selects, at each time step
t, the symbol having the highest probability of appearing in a specific position.
We describe below both the pre-training and the fine-tuning procedure we applied
for this task.
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Pre-Training Procedure

The “general knowledge” [91] that we want to provide our model with is, in our
case, a mixture of technical natural language (English) and technical language
(Dockerfiles). We experiment with three pre-training variations: T5yy, which
only relies on natural language, THpr, which only relies on Dockerfiles, and
T5nr1+pr, which relies on both. We test all such three variants, and we pick the
best after performing hyperparameter tuning.

As for the first variant, T5yz,, we use the pre-trained checkpoint? released by
Raffel et al. [91]. We do not perform any further pre-training for such a model.

Instead, we leverage the knowledge that has been already gained when pre-
training the T5 model on the English text (C4 corpus [91]) for 1M steps.

As for the second variant, T5py, we adopt a classic masked language model
task, i.e., we randomly mask 15% of the tokens in a training instance, asking
the model to predict them. We pre-train such a model on Dpr. Finally, as for
the third variant, T5yr 4 pr, we start from the T5yz model, and we further pre-
train it for 500k steps on Dpr, using the same procedure used for pre-training
T5pr. Finally, we created a new SentencePiece model [59] for tokenizing natural
language text. We trained it on Dpr. For both the models for which we performed
additional pre-training steps (T5pp and T5yp4pr), we used a 2x2 TPU topology
(8 cores) from Google Colab with a batch size of 16 and a sequence length of 512
tokens for the input and 1,250 for the output. As a learning rate, we use the
Inverse Square Root with the default configuration [91]. For the pre-training
phase, we use the default parameters defined for the T5 model [91].

Hyperparameter Tuning

We test four learning rate strategies, i.e., constant learning rate (C-LR),
slanted triangular learning rate (ST-LR), inverse square learning rate (ISQ-LR),
and polynomial learning rate (PD-LR). We report in Table 7.2 the parameters
we use for each of them.

Given the three pre-trained models, Ty, Topr, and THyrypr, we fine-
tune them on Dpr_evar (100k steps, batch size of 32, input sequence length of 512

2gs://t5-data/pretrained_models/small
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Table 7.2: Configurations for the experimented learning rates

Strategy Parameters ‘ Strategy Parameters

C-LR LR = 0.001 ISQ-LR LR, = 0.01

ST-LR LR, = 0.001 W = 10,000
LR,... = 0.01 | PD-LR LR, = 0.01
Ratio = 32 LR, = 0.001
Cut = 0.1 Pow = 0.5

tokens, output sequence length of 1024 tokens), leading to 12 different models
(3 models x 4 strategies). Then, to assess their performance, we compute the
BLEU-4 [86] metric between the generated Dockerfiles and the target ones. Such
a metric has been used in previous work for other coding tasks [68, 61, 79, 77],
and it ranges between 0 (completely different) and 1 (identical). We report in
Table 7.3 the results achieved by the 12 models in terms of BLEU-4. The best
results are achieved with Thpp with the ISQ-LR strategy and T5 .+ pr with the
ST-RL strategy (17.20% BLEU-4 for both).

In the end, we select the latter since Ty 4 pr achieves better results also for

the other strategies.

Fine-tuning

We fine-tune the best pre-trained model (T5yp4+pr) with the best learning
rate strategy (ST-LR) on Dgr_grain. We use early stopping to avoid overfit-
ting [133, 122]: We save a checkpoint every 10k steps and compute the BLEU-4
score on the evaluation set every 100k steps. When the 100k steps do not lead

to an improvement, we stop the training procedure, and we keep the last model.
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Table 7.3: T5 hyper-parameter tuning results (BLEU-4).

Experiment C-LR ST-LR ISQ-LR PD-LR

Tbnr, 13.80%  13.70% 5.50% 14.50%
T5pr 16.90% 5.50% 17.20%  15.90%
TSnL+DF 16.60% 17.20% 16.50%  17.10%

7.2 Empirical Study Design

The goal of our study is to understand to what extent TH is effective in

generating Dockerfiles. Our study is steered from the following research questions:

RQ1: To what extent is T5 able to generate Dockerfiles meeting the input natural
language specification? We evaluate the effectiveness of TH in generating

Dockerfiles that meet the input requirements.

RQ2: To what extent are the Dockerfiles generated by T5 similar to the original
ones written by developers? With this second research question we aim at

understanding if T5 generates Dockerfiles similar to the targets ones.

RQ3: To what extent are the Docker Images built from the Dockerfiles generated
by T5 similar to the original ones built form the Dockerfiles written by
developers? Two Docker images can be equal and come from completely
different Dockerfiles. Therefore, with this last RQ, we try to understand
whether the images built from the generated Dockerfiles are similar to the

original ones.

7.2.1 Baseline Techniques

We use as baseline techniques two Information Retrieval (IR)-based approaches.
The first one is IRgg, and it is based on the state-of-the-practice for implement-
ing IR approaches and search engines, i.e., Elasticsearch [25]. Given a collection
of documents (D) and a query (gq), Elasticsearch first assigns a score to each
document in D according to ¢, and then it sorts them. The score is computed
with Okapi BM25 [24]. We add into an Elasticsearch instance all the instances
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in Dpr.train. Specifically, for each instance, we define a document that contains
both the HLS and the associated Dockerfile.

Given a new HLS for which we want to get a candidate Dockerfile, we perform
a boolean query composed of all the fields of the HLS in OR clause (i.e., should, in
Elasticsearch). We report an example of the query in our replication package [98].

The second baseline we consider is IRg7, and it is based on the Sentence-
Transformers framework [95]. Such a framework allows to train embeddings for
several data types (including text) so that they can be represented as numeric
vectors. First, we use Dpr_train to train the model for computing the embeddings
(bert-base-uncased). Then, we compute the embeddings for each HLS as e(dgpe.)
for each HLS in Dgr_train, and we store their associations with the respective
Dockerfiles (e(dspec) = dpockerfite). Given a new HLS, tgpe., we compute its
embeddings (e(tspec)) and, then, the cosine similarity between e(tgpe.) and each
e(dspec)- Finally, we return the dpocker fite for which the aforementioned similar-

ity is maximum.

7.2.2 Context Selection

The context of our study is composed of (i) a set of associations HLS —
Dockerfile, (ii) the Dockerfiles generated/retrieved by T5 and the two baseline
techniques, and (iii) the source code of the software projects for which the Dock-
erfiles need to be built, for building the images and thus answering RQs.

As for the first object, we used the Dpr.test dataset. To obtain the second
object, we ran T5, IRgg, and IRg7 on the HLSes from Dpr.test- As a result, we
obtained three sets of generated /retrieved Dockerfiles, i.e., DFrs5, DFgg, DFg7.
Finally, to obtain the third object, for each Dockerfile in Dgr_test, We consider
the original entry in the dataset by Eng et al. [27], and we recover the project
from which it was extracted and the commit for that specific snapshot. We
cloned all the repositories corresponding to the test instances, discarding the
ones for which the source commit or repository was no longer available. As a
result, we obtained a total of 3,909 repositories, corresponding to 4,059 instances
of Dpr_test- Since building Dockerfiles requires a large amount of time, we did
this for a representative sample of 500 Dockerfiles from Dgr_test (4.28% margin

of error, 95% confidence level). For each instance in Dgr_test, we tried to build
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the original Dockerfile: If the build failed, we discarded the instance, while, if it

succeeded, we kept it, until we collected 500 instances.

7.2.3 Experimental Procedure

To answer R(Q)1, we compare the HLS related to the Dockerfiles returned by
the approaches we consider with the one given as input. As for the two baselines,
we already have an associated HLS for each returned Dockerfile (i.e., the one
from Dpr.train). This, however, is not true for T5 since it generates Dockerfiles
from scratch. In this case, we use the same process described in Section 7.1.2 on
the generated Dockerfiles for all the fields, except for Dependencies. We check if
requirements in the input HLS are met in the generated Dockerfile. The reason
is that we trained Th not to generate comments.

Since our procedure for extracting Dependencies strongly relies on comments,
we can not directly use it on the generated Dockerfiles. We ignore the Dockerfiles
generated by T5 for which the parser we defined is not able to infer all the fields
in the HLS (1,337 instances, i.e., ~12% of the total). We consider, instead, all
of them for the two baselines, for which this cannot happen since, as mentioned,
we do not infer the HLS. Finally, we measure the similarity between the target
HLSes and the obtained ones. To achieve this, we assign a score for each field
of the HLSes, compared to the respective instance in the target HLS, which is
computed by assigning 1 point if the field is equal, and 0 otherwise. The only
exception is the Dependencies field: Since this is a collection of elements, in this
case we compute the score by computing the percentage of elements in the target
HLS that are present also in the obtained one (i.e., the recall). We compute and
report the mean score obtained for each field of the HLSes.

To answer R(Qs, we compare the sets DF 75, DFgg, DF g7 with the respec-
tive target Dockerfiles. Simply computing textual similarity for Dockerfiles is not
sufficient since, in many cases, instructions can be swapped without affecting the
final result. Therefore, we rely on the AST representation of the Dockerfiles. To
do this, we use the binnacle tool by Henkel et al. [44]. Binnacle extracts ASTs
at three different abstraction levels. We use the phase-2 representation. We do
not use the phase-3 abstraction level since it abstracts the bash commands. For

example, both the apt-get install and pacman -S instructions get replaced with
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a generic package install. While such an abstraction is useful, the tool does not
support all the possible bash commands, thus causing loss of information, in some
cases. We report an example of a parsed AST in our replication package [98].
Given the ASTs of two Dockerfiles, we compute the edit distance between them,
i.e., the number of modifications needed to transform one into the other, us-
ing the Zhang-Shasha algorithm [139]. We normalize the obtained edit distance
by dividing it by the sum of the sizes of the two trees we are comparing. We
discard all the instances for which the binnacle tool is not able to extract the
AST. We obtain 9,963 for T5, 11,311 for IRgg, and 11,129 for IRg7. We run the
Mann-Whitney U test [127] to compare T5 with the baselines in terms of nor-
malized edit distance. The null hypothesis is that there is no difference between
the edit distance obtained using T5 and the one obtained using an IR-based
approach. We correct for multiple comparisons using the Benjamini-Hochberg
procedure [7]. Finally, we compute the effect size using Cliff’s Delta [14], which
is negligible for all of the performed comparison (i.e., T5 compared with the two
baselines). This means that their difference is negligible, even if it is statistically

significant.

To answer R(Q3, we compare the Docker images built from the resulting Dock-
erfiles provided by the three techniques and the one built from the target Docker-
file. We consider the GitHub projects we cloned for the sample of 3,909 instances
and, for each of them, we replace the original Dockerfile with the one generat-
ed/retrieved by the three approaches, one at a time, and we try to build it. For
each instance, we memorized (i) if the build succeeded, (ii) if the original and the
obtained images are equal, and, if not, (iii) to what extent the latter provides
what is also present in the former. As for the second measurement, we rely on
the image digest: We say that two images are equal if their digest are equal.
While this is not true by design, we can safely assume that, in our context, the
risk of obtaining different images with the same digest is negligible. As for the
third measurement, we compute the digest of each build layer (i.e., one for each
Dockerfile instruction), and we compute the percentage of layer digests of the
image resulting from the original Dockerfile that also appear in the image built
from the generated/retrieved Dockerfile. Note that if this measure is 100%, in

this context, it means that the generated/retrieved Dockerfile is able to provide
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Table 7.4: Adherence score between the input and the generated HLS reported
for each field.

Approach ‘ os Pkg Man. Dep. ENV ARG LABEL EXPOSE CMD ENTRYPOINT Down. Ext. Dep.

T5 0.998 0.981 0.865 0.892 0.987 0.999 0.798 0.743  0.843 0.816
IREs 0.922  1.000 0.877 0.812 0.884 0.872 0.829 0.826 0.851 0.842
IRs 0.880  1.000 0.761  0.518 0.168  0.165 0.373 0.453  0.260 0.448

everything that the original image already provided. Still, it is possible that it

contains additional layers not present in the original image.

7.2.4 Data Availability

We provide all the data and scripts required to replicate our results in our

replication package [98].

7.3 Empirical Study Results

In this section, we report the results of our study and, thus, the answers to

our research questions.

7.3.1 R(Q:: Adherence to the High-Level Specification

In Table 7.4, we report the results of the comparison with input HLS fields.
First, it can be noticed that IRgg is the best-performing baseline, since it al-
ways achieves better or equal results than IRg7. Therefore, from now on, we
only discuss the comparison between T5 and such a baseline in this RQ. T5 is
generally able to better meet the requirement in terms of OS (+7.6pp), while it
achieves slightly worse results in terms of Package Manager (-1.9pp), Dependen-
cies (-1.2pp), and Download of External Dependencies (-2.6pp). The last two are
probably the most critical and hard-to-meet requirements since they also interact
with each other, and we can observe that both the approaches generally achieve
good results.

As for the other requirements, we observe that T5 performs better on Usage
of ENV, Usage of ARG, and Usage of LABEL, while IR gg achieves better results
in terms of Usage of EXPOSE, Usage of CMD, and Usage of ENTRYPOINT.
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Figure 7.3: Boxplots of the normalized AST edit distance (RQ2).

In summary, we can conclude that (i) there is no clear winner between the two
approaches, and (ii) both the approaches generally return Dockerfiles that meet

most of the requirements.

Q Summary of RQ,: T5 and IRgg perform very similarly in terms of ad-

herence to the input requirements: There is no clear winner as for this aspect.

7.3.2 R(@s: Dockerfile Similarity

We report the adjusted boxplots [49] for the normalized AST edit distance
in Fig. 7.3. The higher the distance, the lower the similarity. Also in this case,
there is no clear winner: T5 has higher variance, thus being able to generate
both better and worse Dockerfile compared to the two baselines. The mean edit
distance is 0.55 (o = 0.19) for T5, 0.53 (¢ = 0.18) for IRgg, and 0.51 (o0 =
0.19) for IRgy. Therefore, the two IR-based baselines perform slightly better
than T5. The difference is significant according to the Mann—Whitney U tests
we performed for comparing T5 with the IRgs and IRgr (adjusted p-value lower
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Figure 7.4: Boxplots of the percentage of matching layers (RQs3).

than 0.001 for both). The Cliff’s Delta between T5 and IRgg is 0.06, and 0.11
between T5 and IRgr. Thus, the difference is negligible in both cases. We took a
closer look at the cases in which the generated /retrieved Dockerfile was perfectly
equal to the original one (i.e., edit distance 0). We have 93 of such cases for
T5, while only 18 and 11 for IRgs and IRg7, respectively. In terms of AST
size, the perfect matches are rather small (10.1, o = 9.4, with a maximum of 58)
compared to the average size (133.7, 0 = 132.5) for T5, while it is remarkably
higher for the two baselines (39.5, 0 = 38.2 for IRgg, and 41.8, 0 = 44.8 for
IRsT). Such a result suggests that T5 works well when small Dockerfiles need to
be generated, while it struggles with bigger ones. This is confirmed by the fact
that the correlation (Spearman p) between the AST size and the edit distance is
significant and high (p = 0.67), while it is not for the baselines (IR gg: significant,
with p = -0.12; IRgr: not significant).
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Q Summary of RQ,: All the approaches returns Dockerfiles quite different
from the target ones. T5 works well with small Dockerfiles, but not with bigger

ones.

7.3.3 RQ3: Docker Images Similarity

T5 achieves a build success rate of 34% (170/500 correctly built images),
outperforming the IR gg (23%, 166,/500 images) and IRg7 (32%, 156,/500 images).
Comparing the digest of the built images (i.e., hash value) with the source image
(i.e., the one built from the test instance), we obtain remarkably better results for
T5: We have 11.7% of matches (20/170 instances), while the two baselines have
no matching digest for their images. This result is confirmed also in Fig. 7.4,
which depicts the distribution of the percentage of matching layers (adjusted
boxplots [49]). The mean percentage of matching layers is 32.4% for T5 (o0 =
0.32), 17.5% for IRgs (0 = 0.26), and 10.9% for IRgr (0 = 0.19).

The obtained results complement the ones presented in R@,. Not only T5H
works better when it needs to generate small Dockerfiles, but it also works better
than the two baselines on bigger ones, up to a certain point; after that, it is
not able to generate good instructions, thus the limited layer match, in absolute

terms.

Q Summary of RQs3: T5 achieves the best results compared to the two
baselines in terms of build success, percentage of perfectly matching images,

and percentage of matching layers.
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1 FROM golang:1.9.4-stretch
2
3 RUN apt-get update -y && apt-get upgrade -y
4
5 RUN git clone https://github.com/edenhill/librdkafka.git && \
6 cd librdkafka && \
7 ./configure --prefix /usr && \
8 make && \
9 make install && \
10 cd
11
12 WORKDIR /go/src/consumerpg
13 COPY
14
15 RUN go-wrapper download
16 RUN go-wrapper install
17
18 CMD ["go-wrapper”, "run”]
(a) Target Dockerfile
1 FROM golang:1.9.4-stretch
2
3 RUN apt-get update && apt-get install -y git
4
5 RUN git clone https://github.com/edenhill/librdkafka.git && cd librdkafka && ./configure && make &&
make install
6
7 RUN go get github.com/confluentinc/confluent-kafka-go
8
9 WORKDIR /go/src/github.com/confluentinc/confluent-kafka-go
10
11 CMD ["go", "run", "main.go

(b) Dockerfile generated by T5

Figure 7.5: Example of a generated incomplete Dockerfile
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7.4 Discussion

Generating Dockerfiles from high-level specifications is a challenging task. In
this study, we perform a first attempt to solve this problem using Deep Learning
(T5, specifically). Considering the overall results, there is no clear evidence that
T5 is better than using IR-based techniques, in practice. Given the lower effort
in setting-up an IR-based technique (which is trivial in the case of IRgg, for
example), at a superficial level, we can conclude that, at the moment, this would

be the best option for practitioners.

However, we analyzed the results more in-depth to try to understand what
went wrong, and why T5 does not work well for this task, despite it is works very
well for other coding tasks [77]. First, we observed that T5 generates Dockerfiles
with a much lower number of tokens compared to the two baseline approaches
(36.80 vs. 135.70 for IRgg and 107.10 for IRgr). This explains why T5 works
well for smaller Dockerfiles and gradually less well for bigger ones (RQ2), and
also why T5 achieves a good percentage of matching layers even if the Dockerfile
similarity is low (RQ3).

We manually analyzed some Dockerfiles generated with T5. We found that,
in some instances, the Dockerfiles abruptly interrupt in the middle of the last
instruction. While the remainder of the generated Dockerfiles is correct, the
last instruction often contains issues. An example is provided in Fig. 7.5b, with
the target Dockerfile (a) and the one generated by T5 (b). The prediction is
remarkably good, until, in the last line, T5 stops the generation at a certain
point. A pattern we observed is that interrupted Dockerfiles do not end with the
token we used for indicating the new line (<nl>), while the ones in the training
always end with such a token by design. We counted a total of 6,786 instances
of such a kind (~60% of the cases). In a real-world usage scenario, the developer

would need to manually complete such Dockerfiles to make them work.

If we consider only the instances that terminate with the newline token, the
results of TH become better than the two IR baselines in all the aspects we
considered: For RQ7, T5 achieves better results than both the baselines for all
the fields, except for Package Manager; for RQ2, the edit distance is significantly
lower, i.e., 0.46, compared to 0.51 of the best baseline; For RQ@Q3, we obtain
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results in line with the previously presented ones. We tried to address this issue
by replacing the greedy decoding strategy with a sampling strategy, with different
values for the temperature hyperparameter (T) of the softmaz function. A high
T increases the chances of picking tokens with low likelihood. When T is close
to 0, this decoding strategy behaves like a greedy decoding strategy.

We tested temperature values between 0.7 and 1.0, with a step of 0.1. We
observe that increasing the temperature allows to reduce the number of incomplete
Dockerfiles: With a temperature of 0.7, we obtain a total of 1,648 incomplete
generations (14.6%) which decrease to 1,283 (11.3%) with a temperature of 1.
The average number of tokens contained in the Dockerfiles ranges between 82 (T
= 1.0) and 84 (T = 0.7), while with greedy decoding we have 37, on average. In
the end, however, the Dockerfiles generated with this strategy achieve generally
worse results in terms of (i) number perfect predictions (~-28%, with the best
temperature, i.e., 0.8), (ii) number of equal images (~-80%, best T = 1.0) and
layers (~-20%, best T" = 0.9).

This analysis shows that, while T5 learned how to generate Dockerfiles, to
some extent, it does not have enough knowledge to generate complete Dockerfiles
well: It either partially generates good parts of Dockerfiles or generates complete
less-good Dockerfiles. There are two possible explanations for this phenomenon,

which also represent open problems for this specific task:

e A larger dataset needs to be built. Addressing this problem is only
apparently easy. We considered in our study the largest collection of Dock-
erfiles available in the literature [27], which includes all the Dockerfiles
from open-source projects produced up to 2020. While such a dataset can
be updated with the last two years of activities in GitHub, it is unlikely
that the size of our dataset would drastically increase as a result. Indeed,
we consider a single Dockerfile for each unique HLS, i.e., we would not have
new instances for the HLSes already covered. We rely on comments by the
authors to extract some requirements (specifically, the Dependencies field).
Some Dockerfiles, however, do not have explicit indications of such require-
ments and, therefore, we miss them in the inferred specifications. New and
more precise ways of extracting high-level requirements from Dockerfiles

are needed. Also, a promising direction would consist in the definition of
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techniques for data augmentation in this context, e.g., by blending existing

Dockerfiles to provide uncovered combinations of HLSes.

e A different training stop criterion needs to be defined. In this
study, we used the same procedure previously used for coding tasks [77],
for which the problem of abrupt interruption in the inference has not been
observed. It is possible that the stop criterion and the metric (BLEU) used
are not the right ones in this context. As for the latter, it might be worth
exploring different distance measures. While the AST distance is not a
viable option for performance reasons, other metrics that do not consider

the order in the instructions might be more useful.

As a takeaway for practitioners, it may be too early to reliably use these
approaches to generate entire Dockerfiles in one shot, without the need to make

adjustments.

7.5 Threats to Validity

Threats to Construct Validity concern the correct operationalization of
the concepts being studied. First, the inference method we used for extracting
requirements from Dockerfiles works on a series of assumptions (e.g., the presence
of comments) that might not always be completely satisfied in practice. To
mitigate this crucial threat, we carefully tested our parser and manually checked
examples until we were satisfied with the procedure used to achieve this goal. In
total, we were able to infer 113,442 unique HLSes, with 31,990 unique combination
of dependencies, which gives us confidence on the fact that our parser works as
intended for most of the Dockerfiles considered. Also, we made sure to exploit all
the instances (also the ones without comments) in the training procedure (i.e., by
using them for pre-training). The choice of the fields that compose our HLS could
exclude requirements that developers might be interested in specifying (such as
USER). As we explained in Section 7.1, we exclude only the requirements derived
from Dockerfile instructions that do not appear very often. The best candidate

Dockerfile we selected for each HLS (Section 7.1) might not be representative of
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the group of Dockerfiles. In our methodology, we relied on Jaccard similarity to
mitigate this risk.

Threats to Internal Validity concern factors internal to our study that
might have influenced our findings. The percentage of marching layers (RQ3)
might not accurately capture the structural similarity between two Docker im-
ages: If a layer is different, many or even all the subsequent layers will be different.
However, to the best of our knowledge, the only alternative is to perform a diff
on Docker containers [37], which, however, only works at the level of installed
packages. Considering the layers allows knowing from which point the two images
started to differ, we believe this is the best choice.

Threats to External Validity concern the generalizability of our findings.
We relied on the largest collection of Dockerfiles available in the literature [27].
More Dockerfiles might have been created between 2020 and now. However, we

believe that the considered dataset allows us to provide reasonably generalizable.

7.6 Final Remarks

Writing Dockerfiles is a time-consuming and error-prone activity for devel-
opers. Since Deep Learning has been successively applied to solve code-related
tasks, we evaluated its effectiveness (and, specifically, T5) for the automatic gen-
eration of Dockerfiles. The aim is to support developers while writing Dockerfiles
to reduce the effort and the risk of introducing quality issues. To achieve this,
we trained a T model on the largest dataset available of open-source Docker-
files, from the literature. We compared the model with two IR-based baselines,
i.e., IRgs and IRgp. The results show that, while T5 works very well on small
Dockerfiles, it struggles with larger ones.

We can summarize some lessons learned as follows:

e DL-based approaches are not ready for production yet. While the results are
promising, they are not good enough to be used in practice. In particular,
T5 is able to generate complete Dockerfiles in many cases, thus requiring

manual intervention;
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e Information Retrieval-based approaches are a viable alternative, which is
also easier to set up and use. In particular, IRgg is the best-performing

baseline in our study;

e A large dataset is needed to train a DL-based approach for this task. The
dataset we used is the largest available in the literature, and it is not easy to
build a larger one since the current one has been built by considering all the
Dockerfiles from open-source projects up to 2020. New techniques for data
augmentation could help to address this issue, or else reduce the complexity
of the task by using abstractions for the non-functional instructions (e.g.,
ENV or LABEL).

After having deeply analyzed this phenomenon, we identified two possible
issues that must be addressed to build an effective DL-based solution for this

task. In summary, the open challenges to face are:

e First, it is necessary to build a larger dataset, which is not easy, given that

we used the largest collection of open-source Dockerfiles available;

e Second, it is necessary to devise a different stopping criterion for fine-tuning
T5 since the one typically used for coding tasks (based on BLEU-4) likely
causes an early stop, which does not allow the model to properly complete

the learning process.

Other interesting points to investigate as a future research agenda are (i) the
generation of docker-compose files, which are commonly used in Docker-based
projects, and (ii) making context-aware generations, in terms of build and exe-

cution environment.
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Conclusion

Ensuring the delivery of high-quality Docker artifacts is crucial for a successful
software application. However, the occurrence of design flaws and quality issues,
known as smells, may hinder the quality of Dockerfiles first, and of Docker images
then. This could lead to several problems, such as security vulnerabilities, per-
formance issues, and maintainability problems. This chapter concludes the thesis
by summarizing the contributions made and by discussing the lessons learned. It
also outlines and discusses several future research directions.

The existing literature presents some limitations and gaps that we tried to
address in this thesis. In particular, (i) the current literature investigated the
diffusion of smells in Dockerfiles, along with the definition of new catalogs and
approaches to detect them, but none of the previous research investigated smells
from the point of view of developers; (ii) the current literature lacks tools to
support developers to improve their Dockerfiles, by providing automated fixes
for the most common best practices violations; (iii) even if several studies have
been presented in the direction of quality features and improvement of Docker

images, it is still not clear what are the most important quality aspects that

173



174 Chapter 8. Conclusion

characterize Docker images and how to improve them; (iv) there is a general lack
of advanced tools to support developers in the development and maintenance
of Docker artifacts, which could help to reduce the effort and the quality issues
introduced when developing Dockerfiles. The research goal of this thesis aims to

address those limitations. In particular:

Goal: This thesis aims to advance the state-of-the-art of development
and maintenance of quality-aware Docker artifacts by providing developers
and researchers with tools and insights related to what quality features and

issues characterize them.

From this, three different research obectives were defined. In summary:
Q RO1: How do developers perceive Dockerfile smells?
Q RO2: What quality aspects developers prioritize in Docker images?

Q RO3: How can we support developers to define better Dockerfiles in terms of
quality?

To address the first research objective (RO1), we conducted a survey involving
37 expert developers in Docker development to assess the relevance of the 17 most
diffused smells included in the hadolint catalog (Chapter 3). The results showed
that not all the smells are considered a problem to address by developers, and
they prioritize the writing practices related to the performance more than the
code quality itself. Moreover, we investigated how developers address Dockerfile
smells in the open-source (Chapter 4). In detail, we manually investigated a
sample of 1,000 smell fixing commits and evaluated an automated fixing tool
for 12 of these smells via pull requests. The results showed that developers are
aware of smells, and are willing to address them. In particular, smell impacting
the performance are those more preferred.

The results achieved so far lead us to the second research objective (RO2).
In particular, we investigated what changes developers apply to improve the per-
formance of Docker images (Chapter 5), specifically by looking at the operations
performed on Dockerfiles to reduce the build time and image size. We propose a

taxonomy of 54 performance-related changes, extracted from 383 commits, and
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Table 8.1: A summary table of the open data and code related to the contributions
made in this thesis.

RQ Chap. Description Ref.

1 3 We provide the data of the smell occurrence in the official Docker repositories and  [2]
the tasks proposed to the participants of the survey
4 We provide the raw commits data and the validated smell fixing commits. Also, we [102]
provide the code of DOCKLEANER, along with the raw results of the validation
2 5 We provide the raw commit data and the NLP-based tool used to filter them. We [3]
also provide the raw results of the build and size measurement
6 We provide the data of the evaluated Docker images and their source Dockerfiles, [99]
along with the tools to extract the quality metrics. We also provide the code to build
and execute the involved statistical models
3 7 We provide the train, validation and test data. We also provide the code to train the [98]
T5 model, the resulting model, the code for the two baselines, and the tool to parse
the high-level requirements

we measured their impact on the build time and image size (Chapter 5). The
obtained results guide developers and researchers on what are the most effective
changes to apply to improve the performance of Docker images.

Additionally, we conducted a literature review to propose a taxonomy of the
quality features and metrics characterizing Docker images (Chapter 6). We eval-
uated their relationship with the adoption and prominence of a Docker image
over others. The results showed that developers tend to choose images that are
smaller, secure, and part of the official images program.

Finally, we addressed the third research objective (RO3) by empirically eval-
uating the applicability of deep learning for the generation of Dockerfiles. We
compared the state-of-the-art T5-base model with two information retrieval base-
lines (Chapter 7). The results showed that the T5-base model outperforms, even
if slightly, the two baselines. However, the approach is not ready-to-use due to
some issues that are still present in the generated Dockerfiles. Thus, we conclude
that the approach is promising, but it needs further investigation to be used in
practice.

The research contribution of this thesis is not limited only on the obtained
findings. We made publicly available the data and the code used in the studies
reported in the previous chapters to allow reproducibility and contribute to future
research directions. We summarize the open data related to the contributions
made in this thesis in Table 8.1.
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8.1 Lessons Learned

The results obtained from the studies conducted in this thesis led to several

lessons learned and considerations. We summarize them in the following:

W Lesson 1. Dockerfile smells are not always considered a problem
by developers. The results of the survey conducted in Chapter 3 showed
that developers are not always aware of the smells that may occur in Dock-
erfiles, and they do not consider all of them as a problem. This is related to
the fact that not all the existing smells have a concrete impact on the final
Docker image, but are only a style issue. An example is the smell DL3003
(Use WORKDIR to change directory). The smell has not been considered an
issue since there is no observable difference in following the practice. Even,
it could increase the size of the final image since it adds an additional layer.
Nevertheless, the missing version pinning of the base image and the pack-
age dependencies (e.g., installed via npm or pip) is considered a serious issue
since it can lead to various problems impacting the reliability of the final

image.

W Lesson 2. Developers are more interested in performance than
code quality. Even if we spent a lot of effort trying to understand the
point of view of developers, the solution turned out to be the simplest:
Performance is the key. The results from Chapter 3 and Chapter 4 showed
that Dockerfile developers give a lot of attention to the performance of
their code. Due to the nature of the container, the developers that work on
Dockerfiles might have more of an operations background than a software
development one, thus prioritizing the technical aspects of the artifacts they
produce. Thus, the current catalogs of smell are not comprehensive enough

to cover all the possible issues that may occur in Dockerfiles.

W Lesson 3. The context in which a smell appears is crucial. Hadolint
is the most popular tool to detect Dockerfiles smells, however, it is not
perfect. In Chapter 4 we found out that in some cases the detected smells
are false positives, mainly because the way in which they happen is not in

line with the writing practice that the rule violation captures. For example,
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rule DL3007 (Use a specific tag instead of latest) is triggered when the
latest tag is used. In some cases, developers use that version tag because
they want the most up-to-date base image. The same is for the previously
mentioned DL3003: Using the pattern cd <path> in a RUN instruction,
to temporarily clone a repository, is not a smell, but a common practice.
However, these exceptions are not true for all the smells. For example,
the smell DL3006 (Always tag the version of an image explicitly) is always
considered a problem, since it may lead to several problems, such as the

impossibility of reproducing the same image in the future.

W Lesson 4. Base images are the key. The results of Chapter 6 showed
that the base image is the most important aspect that developers consider
when selecting a Docker image. This is related to the fact that the base
image is the starting point of the definition of a Dockerfile. Thus, starting
from a bad base image leads to a bad Docker image, simply. Moreover, the
results showed us that developers prefer to use official images since they are
by design more reliable and secure. Besides, choosing more efficient base
images is the most impacting factor in reducing the storage size and build
time (Chapter 5).

W Lesson 5. A lot can be done towards the automated generation
of Dockerfiles. In Chapter 7 we investigated the applicability of the cur-
rent state-of-the-art deep learning technique in generating Dockerfiles. We
had to address several issues, such as the lack of a large training data, and
several modifications to the training procedure, i.e., experimenting with
different hyperparameters. Also, since a lot of Dockerfiles inherit a part
of the configuration from the base image, there is not a clear number of
instructions required to meet a specific requirement. Our work was con-
ducted before the rise of ChatGPT, which could be a good candidate able
to address the issues we faced. However, a lesson that we can learn from
that tool is that an iterative generation approach, instead of generating a
Dockerfile in one shot, could help to obtain an overall better solution at the

end.
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8.2 Future Research Directions

The research in the domain of Docker quality is still in its infancy, where the
first study about the occurrence of smells was conducted in 2017. The Docker
platform is relatively new since it was introduced only in 2013 but widely adopted
in the last few years. The Docker platform is becoming more and more popular
and embraced by the industry, and thus the need for more advanced tools and
techniques to support the development and maintenance will be more and more
important. In this section, we outline some future research directions that could

be investigated as future research contributions.

4 Future Work 1. Validation of the smell catalogs and detection
approaches. While it is true that the current catalogs have been proposed
starting from the suggestions of developers, or resulting from empirical
investigations, we found that some of them are not identified as smells, Also,
the existing tools to detect smells are not perfect, and they may lead to false
positives. Future studies should focus on (i) validating the existing catalogs
by interviewing developers, and (ii) empirically evaluating the current state-
of-the-practice in smell detection (i.e., hadolint) to improve both the tool
and understand the implications of the false positives in studies involving
it.

o Future Work 2. A systematic large-scale review of Dockerfile
smells. The current literature proposed different catalog of smells (e.g.,
Binnacle [44] and DRIVE [146]). What we proved in this thesis is that
the current catalogs have some missing pieces regarding the information
provided (i.e., high-priority smells should be separated from low-priority
ones), and the captured writing practices (i.e., we need more smells related
to build time, image size, and security). However, the gray literature offers
a lot of different insights and alternative suggestions on how to write good
Dockerfiles.! Thus, a future direction could be to conduct a large-scale
review of Dockerfile smells, by involving a large number of developers and

also including the information from gray literature, to define and validate

Lhttps://github.com/hexops/dockerfile
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a more comprehensive catalog in which the writing practices converge to a

common set of rules.

o Future Work 3. More and more advanced tools to support de-
velopers are needed. The contribution of this thesis advanced also the
state-of-the-practice by providing DOCKLEANER, and comparing different
tools to automatically define Dockerfiles (e.g., T5 and IR) reducing the ef-
fort required by developers to write them. Future works can also contribute
in that direction, by improving the existing tools where it is known that
they have limitations (e.g., the false positives caught by hadolint). Other
suggestions that arise from the results of this thesis are: (i) Improve the
effectiveness of hadolint, (ii) extend the smells supported by DOCKLEANER
(it will be released as an open-source tool), (iii) propose approaches aimed
at measuring the quality level of a Docker image (based on the insight of
Chapter 6), and also (iv) define automated tools able to optimize the per-
formance of Docker images (e.g., by leveraging the taxonomy proposed in
Chapter 5).
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